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General Terms

ﻣﺼﻄﻠﺤﺎت ﻋـﺎﻣﺔ

Terms

Application Binary Interface
(ABI)
AML & AML requirements

Definition

An interface between two binary program modules, often one
program is a library and the other is being run by a user. 9
means anti-money laundering and anti-money laundering
requirements respectively based on AML/ CFT laws. 12

Attack Surface

The sum of an information system’s characteristics in the
broad categories (software, hardware, network, processes and
human) which allows an attacker to probe, enter, attack or
maintain a presence in the system and potentially cause
damage to Financial Market Infrastructure. A smaller attack
surface means that the Financial Market Infrastructure is less
exploitable and an attack less likely. However, reducing attack
surfaces does not necessarily reduce the damage an attack can
inflict. 2

Availability

The property of being accessible and usable as expected upon
demand. 2

Bank-based Model

A mobile financial services business model (bank-led or
nonbank-led) in which (i) the customer has a contractual
relationship with the bank and (ii) the bank is licensed or
otherwise permitted by the regulator to provide the financial
service(s). 3

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 واﺟﮭﺔ اﻟﺘﻄﺒﯿﻖ اﻟﺜﻨﺎﺋﯿﺔInterface Binaire
d'Application

 ﻣﺘﻄﻠﺒﺎت ﻣﻜﺎﻓﺤﺔ ﻏﺴﻞExigences en matière de
 اﻷﻣﻮال وﺗﻤﻮﯾﻞ اﻷرھﺎبLutte contre le
Blanchiment de
Capitaux et le
Financement du
Terrorisme
(LBC/FT)
 اﻟﻤﺴﺎﺣﺔ اﻟﻤﻌﺮﺿﺔSurface d'Attaque

ﻟﻠﮭﺠﻤﺎت

 اﻹﺗﺎﺣﺔDisponibilité
 ﻧﻤﻮذج ﻗﺎﺋﻢ ﻋﻠﻰ اﻟﺒﻨﻚModèle Bancaire
Modèles Basés Sur un
Système Bancaire
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Bank-led Model

A mobile financial services business model (bank-based or
nonbank-based) in which the bank is the primary driver of the
product or service, typically taking the lead in marketing,
branding, and managing the customer relationship. 3

Banking beyond branches /
Branchless Banking

The delivery of financial services outside conventional bank
branches. Banking beyond branches uses agents or other thirdparty intermediaries as the primary point of contact with
customers and relies on technologies such as card-reading
point-of-sale (POS) terminals and mobile phones to transmit
transaction details. 3

Banques

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔ ﺧﺎرجServices bancaires hors
 اﻟﺨﺪﻣﺎت/  اﻟﻔﺮوعSuccursales / Services
 اﻟﻤﺼﺮﻓﯿﺔ ﺑﺪون ﻓﺮوعBancaires sans
Succursales

Services Bancaires auDelà des Succursales /
Banque à Distance

A generic term that designates the massive volume of data that
is generated by the increasing use of digital tools and
information systems. Big data encompasses technologies that
significantly increase the volume, variety, velocity and
validity of data under management.17

 اﻟﺒﯿﺎﻧﺎت اﻟﻀﺨﻤﺔMégaDonnées

Big Data Analytics

Analytical uses of massive volumes of data generated by the
use of digital tools and information systems.47

 ﺗﺤﻠﯿﻼت اﻟﺒﯿﺎﻧﺎت اﻟﻀﺨﻤﺔAnalyse du Big Data

Big Techs

Large, globally active technology firms with a relative
advantage in digital technology.47

Biotechnology

Technology based on biology. It harnesses cellular and
biomolecular processes to develop technologies and products
that help improve our lives and the health of our planet.40

 اﻟﺘﻜﻨﻮﻟﻮﺟﯿﺎ اﻟﺤﯿﻮﯾﺔBiotechnologique

Business network card

Provides necessary information for a user, entity or node to
connect a blockchain business network. 9

 ﺑﻄﺎﻗﺔ ﺷﺒﻜﺔ اﻷﻋﻤﺎلCarte Réseau

Big Data
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 ﻧﻤﻮذج ﺑﻘﯿﺎدة اﻟﺒﻨﻚModèle Dirigé par les

Big Data

 ﺷﺮﻛﺎت اﻟﺘﻘﻨﯿﺎت اﻟﻜﺒﺮىTech Giants
Big Techs

d'Entreprise

Business process

A collection of linked activities that takes one or more kinds
of input and creates an output that is of value to a Financial
Market Infrastructure’s stakeholder. A business process may
comprise several assets, including information, ICT resources,
personnel, logistics and organizational structure, which
contribute either directly or indirectly to the added value of
the service. 2

 ﻋﻤﻠﯿﺔ ﺗﺠﺎرﯾﺔProcessus d'Affaires

Cash-In

Cash exchanged for e-money. 3

 اﻟﺘﺪﻓﻖ اﻟﻨﻘﺪيEntrée d'Espèces

Cash-Out

E-money exchanged for cash. 3

 اﻟﺴﺤﺐ اﻟﻨﻘﺪيDécaissement

Casper

Consensus algorithm that combines proof of work and proof
of stake. Ethereum is going to use casper as a transition to
proof of stake. 9

Central Bank Digital
Currency (CBDC)

Digital form of central bank money that is different from
balances in traditional reserve or settlement accounts (eg
balances in accounts held by commercial banks at the central
bank). 7

 اﻟﻌﻤﻠﺔ اﻟﺮﻗﻤﯿﺔ ﻟﻠﺒﻨﻚMonnaie Digitale de la
 اﻟﻤﺮﻛﺰيBanque Centrale

CDN (Content Delivery
Network)

Allows for a quick transition of assets needed to load internet
content (html, j s, css, etc.) 9

 ﺷﺒﻜﺔ ﺗﻮﺻﯿﻞ اﻟﻤﺤﺘﻮىRéseau de Distribution

Chain code

A program that initializes and manages a ledgers state through
submitted applications. It is the Hyperledger Fabric equal to
Smart Contracts. 9

 رﻣﺰ اﻟﺴﻠﺴﻠﺔCode de Chaîne

Coinbase

Coinbase is a bitcoin broker that provides a platform for
traders to buy and sell bitcoin with fiat money. In addition to
its primary operation as a broker, Coinbase is also a bitcoin
exchange and wallet provider. 10

 ﻛﺎﺳﺒﺮCasper

de Contenu

 وﺳﯿﻂ ﻟﺘﺪاول اﻟﺒﯿﺘﻜﻮﯾﻦCoinbase
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Collaborative Customer Due
Diligence (CCDD)

Customer due diligence (CDD) on its own comprises  اﻟﻌﻨﺎﯾﺔ اﻟﺘﻌﺎوﻧﯿﺔ اﻟﻮاﺟﺒﺔDevoir Collaborative de
customer information that enables an organization to assess
 ﺗﺠﺎه اﻟﻌﻤﻼءVigilance Relatif de la
the extent to which the customer exposes the organization to
Clientèle
a range of risk. Collaborative CDD (CCDD) is a new approach
to CDD that seeks to address the shortcomings of current
CDD processes. Examples include creating a public utility
that FSPs can use to identify clients and verify identities on an
ongoing basis, access to KYC as a service (a centralized
database where banks can share and access KYC information
on corporate clients), and self-sovereign IDs. 38

Collaborative Finance

A category of financial transaction that occurs directly
between individuals without the intermediation of a
traditional financial institution. This new way to manage
informal financial transactions has been enabled by advances
in social media and peer-to-peer online platforms. 10

 اﻟﺘﻤﻮﯾﻞ اﻟﺘﻌﺎوﻧﻲFinance Participative

Crowdfunding

The practice of funding a project or venture by raising
monetary contributions from a large number of people. It is
often performed via internet-mediated registries that facilitate
money collection for the borrower (lending) or issuer
(equity).22

 اﻟﺘﻤﻮﯾﻞ اﻟﺠﻤﺎﻋﻲFinancement

Critical Operations

Any activity, function, process, or service, the loss of which,
for even a short period of time, would materially affect the
continued operation of a Financial Market Infrastructure, its
participants, the market it serves, and/or the broader financial
system.2
Often used synonymously with Know Your Customer (KYC)
measures, but generally refers more broadly to a financial
institution’s policies and procedures for obtaining customer

Customer Due Diligence
(CDD)

8
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Participatif

 اﻟﻌﻤﻠﯿﺎت اﻟﺘﺠﺎرﯾﺔ اﻟﮭﺎﻣﺔOpérations Essentielles

 اﻟﻌﻨﺎﯾﺔ اﻟﻮاﺟﺒﺔ ﻟﻠﻌﻤﻼءDevoir de Vigilance

Relatif à la Clientèle

information and assessing the value of the information for
detecting, monitoring, and reporting suspicious activities. 3
Dashboards

Customisable, dynamic interactive reporting tools that
automatically fetch and render data in meaningful and
actionable visualisations.17

 ﻟﻮﺣﺔ اﻟﻘﯿﺎدةTableaux de Bord

Data Cubes

Granular data storage and transmission solution enabling realtime data collection.17

 ﻣﻜﻌﺒﺎت اﻟﺒﯿﺎﻧﺎتCubes de Données

DDos Attacks

A denial-of-service attack is a cyber-attack in which the ﻣﻦ
perpetrator seeks to make a machine or network resource
unavailable to its intended users by temporarily or indefinitely
disrupting services of a host connected to the Internet.9

Devops

Represents a change in IT culture, focusing on rapid IT service
delivery through the adoption of agile, lean practices in the
context of a system-oriented approach.28

Digital Financial Services

The broad range of financial services accessed and delivered
through digital instruments, including payments, credit,
savings, remittances, and insurance. 3

Digital Infrastructure

Refers to the enabling digital structures, facilities, ecosystem
and capabilities surrounding the provision of FinTech/DFS,
but can be more widely applicable beyond financial services.
For the purposes of this study, this might typically include
infrastructure related to identity (e.g. digital identity
initiatives), data analytics and sharing, credit information
and/or payment systems and risk mitigations. While these may
be directly or indirectly relevant for the regulation and

اﻟﺤﺮﻣﺎن

 ھﺠﻤﺎتAttaques de DDoS
اﻟﺨﺪﻣﺔ

 ﻣﻨﮭﺠﯿﺔ اﻟﺘﻄﻮﯾﺮ واﻟﺘﺸﻐﯿﻞDevops

 اﻟﺨﺪﻣﺎت اﻟﻤﺎﻟﯿﺔ اﻟﺮﻗﻤﯿﺔServices Financiers
Numériques

 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ اﻟﺮﻗﻤﯿﺔInfrastructure
Numérique
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supervision of FinTech/DFS, not all of these may be under the
remit or influence of financial regulators.46
Digitalisation

The use of digital technologies to change a business model, or
the process of moving to a digital business.28

 اﻟﺮﻗﻤﻨﺔNumérisation

Digitisation

The process of transforming analogue to digital form. 28

 اﻟﺮﻗﻤﻨﺔNumérisation

Ecosystem

(in general)

The community of interacting firms and the financial services
environment. 26

Fast Fail System

Designed to stop normal operation rather than attempt to
continue a possibly flawed process. 28

 ﻧﻈﺎم ﺳﺮﯾﻊ اﻟﻔﺸﻞSystème Fast Fail

Fiat currency

Fiat currency is “legal tender” backed by a central
government, such as the Federal Reserve, and with its own
banking system, such as fractional reserve banking. It can take
the form of physical cash, or it can be represented
electronically, such as with bank credit. 1

 ﻋﻤﻠﺔ ﻧﻘﺪﯾﺔMonnaie Fiat
Monnaie Fiduciaire

A technologically enabled innovation in financial services that
could result in new business models, applications, processes,
or products, with an associated material effect on financial
markets and institutions and the provision of financial
services.38

 اﻟﺘﻘﻨﯿﺎت اﻟﻤﺎﻟﯿﺔ اﻟﺤﺪﯾﺜﺔFinTech

Fintech Data Gaps

Data gaps emerging as a by-product of fintech. They
encompass measurement problems in the current statistical
infrastructure, and lack of data on new items.47

 ﻓﺠﻮات ﺑﯿﺎﻧﺎت اﻟﺘﻘﻨﯿﺎتLacunes des Données de
 اﻟﻤﺎﻟﯿﺔ اﻟﺤﺪﯾﺜﺔla Fintech

Fintech firms / Fintechs

Recently incorporated institutions that use technologyenabled innovation to provide financial services. As per BIS

 ﺷﺮﻛﺎت اﻟﺘﻘﻨﯿﺎت اﻟﻤﺎﻟﯿﺔEntreprises de la
 اﻟﺤﺪﯾﺜﺔFintech / Fintechs

FinTech
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 اﻟﻨﻈﺎم اﻟﺒﯿﺌﻲÉcosystème

Technologies
Financières

survey they are classified as neobanks, and fintech credit
institutions (notably fintech credit platforms), fintech
insurance companies, fintech asset managers, and fintech
providers of payment, settlements and clearing services.

 ﺳﻮق اﻟﺘﻘﻨﯿﺎت اﻟﻤﺎﻟﯿﺔMarché FinTech
اﻟﺤﺪﯾﺜﺔ

FinTech Market

The provision, transaction and facilitation of financial
activities across emerging verticals including digital lending
(e.g. P2P lending), digital capital raising (e.g. equity-based
crowdfunding), digital banking, digital savings, digital
payments and remittances, digital custody, InsurTech,
WealthTech, cryptoasset exchanges and the supply of
enterprise technologies, RegTech, alternative data analytics
and other services.46

Fintech Services

Financial services provided using technology-enabled
innovation. Examples include online lending platforms, which
can be operated by traditional banks.47

Geographic Information
Systems
Innovation Accelerator

Automated analysis of spatial or geographic data. 17

Innovation Facilitator

Public sector initiatives to engage with the FinTech sector,
such as regulatory sandboxes, innovation hubs and innovation
accelerators. 28

 ﻣﯿﺴﺮ اﻻﺑﺘﻜﺎرFacilitateur de

Innovation Hub

Innovation facilitator set up by supervisory agencies that
provide support, advice or guidance to regulated or

 ﻣﺮﻛﺰ اﻻﺑﺘﻜﺎرCentre d'Innovation

A partnership arrangement between FinTech providers and
central banks/supervisory agencies to ‘accelerate’ growth or
develop use cases which may involve funding support and/or
authorities’ endorsement/approval for future use in central
banking operations or in the conduct of supervisory tasks. 28

 ﺧﺪﻣﺎت اﻟﺘﻘﻨﯿﺎت اﻟﻤﺎﻟﯿﺔServices de la Fintech
اﻟﺤﺪﯾﺜﺔ
 ﻧﻈﻢ اﻟﻤﻌﻠﻮﻣﺎت اﻟﺠﻐﺮاﻓﯿﺔSystème d'Information
Géographique
 ﻣﺴﺮع اﻻﺑﺘﻜﺎرAccélérateur
d'Innovation

l'Innovation

Digitale
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unregulated institutions in navigating the regulatory
framework or identifying supervisory, policy or legal issues
and concerns.28
A dedicated function within a regulator which engages with
and provides regulatory clarification to innovative financial
services providers. These may also be known as Innovation or
FinTech “Hubs”.46

Internal Fintech Hub
(Central Bank)

Hub set up by central banks to coordinate initiatives
concerning fintech across business areas and departments.47

Internet of Things (IoT)

Devices with the ability to transfer data over a network
without requiring human-to-human or human-to-computer
interaction. This includes (but isn't limited to!) cell phones,
coffee makers, washing machines, headphones, lights,
wearable devices, and components of machines (for example
a car engine, or wheel bearing).40

Interoperability (in general)

Technical or legal compatibility that enables a system or /  ﻗﺎﺑﻠﯿﺔ اﻟﺘﺸﻐﯿﻞ اﻟﺒﯿﻨﻲInteropérabilité
mechanism to be used in conjunction with other systems or
إﻣﻜﺎﻧﯿﺔ اﻟﺘﺸﻐﯿﻞ اﻟﺒﯿﻨﻲ
mechanisms. Interoperability allows participants in different
systems to conduct, clear and settle payments or financial
transactions across systems without participating in multiple
systems.7

Issuer

Means the PSP (see Payments) providing the stored value
instrument, enabling Customers to use the instruments at
various merchants. 12

12
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 ﻣﻜﺘﺐ اﻻﺑﺘﻜﺎرBureau d'Innovation

Innovation Office

Digitale

 ﻣﺮﻛﺰ داﺧﻠﻲ ﻟﻠﺘﻘﻨﯿﺎتFintech Hub Interne
( اﻟﻤﺎﻟﯿﺔ اﻟﺤﺪﯾﺜﺔ )اﻟﺒﻨﻚBanque Centrale)
(اﻟﻤﺮﻛﺰي
(IoT)  إﻧﺘﺮﻧﺖ اﻷﺷﯿﺎءInternet des Objets

 اﻟﻤﺼﺪرÉmetteur

A set of due diligence measures undertaken by a financial
institution, including policies and procedures, to identify a
customer and the motivations behind his or her financial
activities. KYC is a key component of AML/CFT regimes. 3

 أﻋﺮف ﻋﻤﯿﻠﻚIdentification de la

Merkle Tree

A tree in which every leaf node is labelled with the hash of a
data block and every non-leaf node is labelled with the
cryptographic hash of the labels of its child nodes. 9

 ﺷﺠﺮة ﻣﯿﺮﻛﻞArbre de Merkle

Neobanks

Newly created banks that offer mobile-only banking products
and services using smartphone applications that serve as an
alternative to traditional banking with bricks-and-mortar
branch networks.47

Network Analysis

The process of investigating structures through the use of
networks and graph theory.17

 ﺗﺤﻠﯿﻞ اﻟﺸﺒﻜﺎتAnalyse du Réseau

Proof of Concept

An implementation of a certain method or idea using specific
technologies — in order to assess and demonstrate its
feasibility and confirm its practical potential. See also
Prototype and MVP.40

 إﺛﺒﺎت اﻟﻤﻔﮭﻮمPreuve de Concept

Prototype

A prototype is a way to test one part of a complicated system
or product. It is an early sample/model built to test a concept
or assumption or to act a thing to be tested and learned from.
See also MVP and Proof of concept and Mock-up and
Wireframe.40

Regulatory Innovation
Initiatives

A broad set of activities carried out by regulators to innovate  ﻣﺒﺎدرات اﻻﺑﺘﻜﺎر اﻟﺘﻨﻈﯿﻤﯿﺔInitiatives d'Innovation
regulatory and supervisory functions, processes, organizations
Réglementaire
and applications, which often but not necessarily involve the
use of technological solutions.46

Know Your Customer
(KYC)

Clientèle

Connaissez Votre Client

 اﻟﺒﻨﻮك اﻟﺠﺪﯾﺪة ﻋﺒﺮNeobanks
اﻻﻧﺘﺮﻧﺖ

 اﻟﻨﻤﻮذج اﻟﻤﺒﺪﺋﻲPrototype

13
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Any range of applications of FinTech for regulatory and
compliance requirements and reporting by regulated
institutions. 28

Regulatory Sandbox

Formal regulatory programmes that allow market participants
to test new financial services or models with live customers,
subject to certain safeguards and oversight.46

Remote Working

Remote working / telecommuting is a work arrangement in
which Employees do not commute to a central place of work.
They use the cloud as a method of accessing their work system
and files from anywhere at any time. A person who
telecommutes is known as a “telecommuter”, “teleworker”,
and sometimes as a “home sourced,” or “work-at-home”
employee. 15

 اﻟﻌﻤﻞ ﻋﻦ ﺑﻌﺪLe Travail à Distance

Risk-based approach

A method for complying with AML/CFT standards set forth
in FATF Recommendation 1. The risk-based approach is
based on the general principle that where there are higher
risks, countries should require financial services providers to
take enhanced measures to manage and mitigate those risks.
Where risks are lower (i.e. no suspicion of money laundering
or terrorist financing), simplified measures may be allowed. 3

 اﻟﻨﮭﺞ اﻟﻘﺎﺋﻢ ﻋﻠﻰ اﻟﻤﺨﺎطﺮApproche Fondée Sur

Robotics

The design, construction, operation, and use of robots, as well
as computer systems for their control, sensory feedback, and
information processing.40

Text Mining

The process of exploring and analysing large amounts of
unstructured text data aided by software that can identify
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 اﻟﺤﻠﻮل اﻟﺘﻨﻈﯿﻤﯿﺔ اﻟﺤﺪﯾﺜﺔRegTech

Regulatory Technology
"RegTech"

Outils pour la
Régulation
 اﻟﻤﺨﺘﺒﺮ اﻟﺘﻨﻈﯿﻤﻲSandbox Réglementaire

les Risques

 ﻋﻠﻢ اﻟﺮوﺑﻮﺗﺎتRobotiques

 اﻟﺘﻨﻘﯿﺐ ﻓﻲ اﻟﻨﺼﻮصExploration de Texte

concepts, patterns, topics, keywords and other attributes in the
data.17
Notary services

Digitizing, storing, and verifying documents or contracts and
proof of ownership or transfer.

 ﺧﺪﻣﺎت اﻟﺘﺼﺪﯾﻖServices de Notaire

Network Analysis

The process of investigating structures through the use of
networks and graph theory.13

 ﺗﺤﻠﯿﻞ اﻟﺸﺒﻜﺎتAnalyse de Réseau

Self-Organising Maps

A type of artificial neural network that is trained using
unsupervised learning to produce a low-dimensional,
discretised representation of the input space of the training
samples, called a map, and is therefore a method of
performing dimensionality reduction.17

 ﺧﺮاﺋﻂ ذاﺗﯿﺔ اﻟﺘﻨﻈﯿﻢCartes Auto-Organisées

Supervisory Technology
"SupTech"

Any application of FinTech used by regulatory, supervisory
and oversight authorities.28

 ﺗﻘﻨﯿﺔ اﻹﺷﺮافTechnologie de
Supervision

(Technologie pour le
Superviseur)
Supply-side Statistics

Statistics on use of basic financial services by customers,
obtained from financial corporations.47

Web Portal

Static file upload via web site with built-in automated
validation checks.17

Web Scraper

Automated capture of web data by programs or “bots”.17

 إﺣﺼﺎءات ﺟﺎﻧﺐ اﻟﻌﺮضStatistiques du Côté de
l'Offre

 ﺑﻮاﺑﺔ اﻟﻮﯾﺐPortail Web
 ﻣﻜﺸﻄﺔ اﻟﻮﯾﺐGrattoir Web

Extraction de sites Web
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Artificial Intelligence and Machin learning (AI & ML)

اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲ وﺗﻌﻠﻢ اﻵﻟﺔ

Terms

Definition

Artificial Intelligence (AI)

Advanced computer systems that can simulate human
capabilities, such as analysis, based on a predetermined set
of rules.32

Application Programming
Interface (API)

A set of rules and specifications followed by software
programmes to communicate with each other, and an
interface between different software programmes that
facilitates their interaction; APIs enable direct database-todatabase data transmission enabling granular, real-time
reporting and automated validation.17

Agent

Any third party acting on behalf of a bank or other financial
services provider (including an e-money issuer or distributor)
to deal directly with customers. The term ‘agent’ is
commonly used even if a principal agent relationship does
not exist under the law of the country in question.3

Autonomous Robot

Robot free from external control or influence and able to
control itself independently.42

Backtesting

Periodic evaluation of a trained machine learning algorithm
to check whether the predictions of the algorithm have
degraded over time. Backtesting is a critical component of
model maintenance.48

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 اﻟﻮﻛﯿﻞ – ﻣﺰود اﻟﺨﺪﻣﺔL'agent

 اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲIntelligence Artificielle

 واﺟﮭﺔ إدارة اﻟﺘﻄﺒﯿﻘﺎتInterface

de Programmation
d'Application
(API)

 ذاﺗﻲ اﻟﺘﺤﻜﻢ1 روﺑﻮتRobot Autonome
 اﻻﺧﺘﺒﺎر اﻟﺮﺟﻌﻲBacktesting

.2008 ،English Arabic Technical Computing Dictionary :اﻟﻘﺎﻣﻮس اﻟﺘﻘﻨﻲ اﻟﻤﻌﻠﻮﻣﺎﺗﻲ إﻧﺠﻠﯿﺰي – ﻋﺮﺑﻲ/ 1
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Backward Chaining

Strategy of working backward for Reason/Cause of a
problem.42

Baseline

A model or heuristic used as reference point for comparing
how well a machine learning model is performing. A baseline
helps model developers quantify the minimal, expected
performance on a particular problem. Generally, baselines
are set to simulate the performance of a model that doesn’t
actually make use of our data to make predictions. This is
called a naive benchmark.48

 اﻟﺘﺴﻠﺴﻞ اﻟﻌﻜﺴﻲChaînage Arrière
 ﺧﻂ اﻷﺳﺎسBaseline
Ligne de base

Batch

A set of observations that are fed into a machine learning
model to train it. Batch training is a counterpart to online
learning, in which data are fed sequentially instead of all at
once.48

 ﺣﺰﻣﺔBatch

Bias

A source of error that emerges from erroneous assumptions
in the learning algorithm. High bias can cause an algorithm
to miss the relevant relations between features and labels.
Bias can be mitigated by adding additional features to the
data or using a more flexible algorithm.48

 اﻧﺤﯿﺎزpréjudice

Blackboard

It is the memory inside computer, which is used for
communication between the cooperating expert systems.42

Bodily-Kinesthetic
Intelligence

The ability to use complete or part of the body to solve
problems or fashion products, control over fine and coarse
motor skills, and manipulate the objects.43

Chatbot

Virtual assistance programmes that interact with users in
natural language; chatbots enable automated capture and

 اﻟﻠﻮﺣﺔ اﻟﺴﻮداءTableau noir
 اﻟﺬﻛﺎء اﻟﺠﺴﺪي اﻟﺤﺮﻛﻲIntelligence CorporelleKinesthésique

 ﺧﺪﻣﺔ اﻟﺘﺤﺎور اﻻﻟﻲChatbot

Agent Conversationnel
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interpretation of qualitative data, enabling data collection in
real time. 17
Classification

One of the two major types of supervised learning models in
which the labels we train the algorithm to predict are distinct
categories. Usually these categories are binary (yes/ no,
innocent/guilty, 0/1) but classification algorithms can
typically be extended to handle multiple classes (peach,
plum, pear) or, in a more limited set of cases, multiple labels
(an object can belong to more than one category). 48

 اﻟﺘﺼﻨﯿﻒClassification

Clustering

An unsupervised learning technique that identifies group
structures in data. Clusters are, loosely speaking, groups of
observations that are similar to other observations in the same
cluster and different from those belonging to different
clusters. The center of each cluster is known by the excellent
name “centroid.” Importantly, clustering algorithms only
consider the relationships between features in the data
mathematically and not conceptually; as such, the clusters
identified by these algorithms may not reflect any grouping
structure that would be sensible to a human being. See also
classification, supervised learning, unsupervised learning, kmeans clustering. 48

 اﻟﺘﺠﻤﻊClustering

Cross-validation

The name given to a set of techniques that split data into
training sets and test sets when using data with an algorithm.
The training set is given to the algorithm, along with the
correct answers (labels), and becomes the set used to make
predictions. The algorithm is then asked to make predictions
for each item in the test set. The answers it gives are
compared to the correct answers, and an overall score for
how well the algorithm did is calculated. Cross-validation
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 ﻋﺒﺮ اﻟﻤﺼﺎدﻗﺔValidation croisée

repeats this splitting procedure several times and computes
an average score based on the scores from each split. 48

 اﻟﺘﻌﻠﻢ اﻟﻌﻤﯿﻖApprentissage Profond

Deep Learning

Deep Learning is a technique to implement Machine
Learning (see below) and one of drivers behind the recent
success and popularity of AI as documented in the victory of
DeepMind’s AlphaGo program beating a human Go
champion in 2016. Deep Learning is a subset of Machine
Learning algorithms inspired by the structure and function of
the brain called artificial neural networks. It can take vast
amounts of data and recognize certain characteristics for textbased searches, fraud detection, handwriting recognition,
speech recognition, and more.39

Forward Chaining

Strategy of working forward for conclusion /solution of a
problem. 42

Heuristics

It is the knowledge based on Trial-and-error, evaluations, and
experimentation. 42

 اﻻﺳﺘﺪﻻلHeuristique

Interpersonal Intelligence

The ability to recognize and make distinctions among other
people’s feelings, beliefs, and intentions.43

 اﻻﺳﺘﺨﺒﺎرات اﻟﺸﺨﺼﯿﺔIntelligence

Intra-Personal Intelligence

The ability to distinguish among one’s own feelings,
intentions, and motivations. 43

 اﻟﺬﻛﺎء اﻟﺪاﺧﻠﻲ اﻟﺸﺨﺼﻲIntelligence

Knowledge Engineering

Acquiring knowledge from human experts and other
resources. 42

 ھﻨﺪﺳﺔ اﻟﻤﻌﺮﻓﺔIngénierie des

Linguistic intelligence

The ability to speak, recognize, and use mechanisms of
phonology (speech sounds), syntax (grammar), and
semantics (meaning). 43

 اﻟﺬﻛﺎء اﻟﻠﻐﻮيIntelligence

 اﻟﺘﺴﻠﺴﻞ اﻷﻣﺎﻣﻲChaînage Avant

Interpersonnelle
Intrapersonnelle
Connaissances
Linguistique.
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The ability of use and understand relationships in the absence
of action or objects. Understanding complex and abstract
ideas. 43

Machine learning

A method of designing a sequence of actions to solve a
problem that optimise automatically through experience and
with limited or no human intervention. 28

Machine learning model

The model artifact that is created in the process of providing
a machine learning algorithm with training data from which
to learn. 48

Machine-Readable
Regulation

Machine-readable regulation refers to information in the
form of data that can be accessed directly by software.
Regulation that can be read and analyzed directly without the
need for “translation” would allow more automation and
could significantly reduce the cost of regulatory change. 39

Machine-to-human (M2H)

Is a form of communication in which humans co-work with
Artificial Intelligence (AI) systems and other machines as
opposed to utilizing them as tools or devices. The aim of this
machine to human collaboration is to use each other’s
strength, speed, physical abilities and to tackle weaknesses.
We see this kind of traffic often at customers for example in
combination with alarm systems.51

 ﻣﻦ اﻵﻟﺔ إﻟﻰ إﻧﺴﺎنMachine-à-humain

Machine to Machine

Two machines “communicating,” or exchanging data,
without human interfacing or interaction. This includes serial
connection,
powerline
connection
or
wireless
communications in the industrial Internet of Things and can
be facilitated via SMS.51

 ﻣﻦ آﻟﺔ إﻟﻰ آﻟﺔMachine à Machine
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 اﻟﺬﻛﺎء اﻟﻤﻨﻄﻘﻲ اﻟﺮﯾﺎﺿﻲIntelligence Logico-

Logical-Mathematical
Intelligence

Mathématique

 ﺗﻌﻠﻢ اﻵﻟﺔApprentissage
Automatique

 ﻧﻤﻮذج اﻟﺘﻌﻠﻢ اﻵﻟﻲModèle d'apprentissage
automatique

 اﻟﻠﻮاﺋﺢ اﻟﻤﻘﺮوءة آﻟﯿًﺎRèglement Lisible par
Machine

 ﺗﻄﺒﯿﻖ اﻟﮭﺎﺗﻒ اﻟﻤﺤﻤﻮلApplication mobile

Mobile Application

Software designed to run on a mobile device to meet the
process and data needs of mobile users.49

Musical intelligence

The ability to create, communicate with, and understand
meanings made of sound, understanding of pitch, rhythm.43

 ذﻛﺎء اﻟﺘﻌﺮف ﻋﻠﻰIntelligence Musicale.
اﻻﺻﻮات

Natural Language
Processing

An interdisciplinary field of computer science, artificial
intelligence and computation linguistics that focuses on
programming computers and algorithms to parse, process and
understand human language.13

 ﻣﻌﺎﻟﺠﺔ اﻟﻠﻐﺔ اﻟﻄﺒﯿﻌﯿﺔTraitement du Langage

Neural network

A machine learning method modeled after the brain. This
method is extremely powerful and flexible, as it is created
from an arbitrary number of artificial neurons that can be
connected in various patterns appropriate to the problem at
hand, and the strength of those connections are adjusted
during the training process. They are able to learn extremely
complex relationships between data and output, at the cost of
large computational needs. They have been used to great
success in processing image, movie, and text data, and any
situation with very large numbers of features. 48

 اﻟﺸﺒﻜﺔ اﻟﻌﺼﺒﯿﺔRéseaux neuronaux

Online learning

A learning paradigm by which machine learning models may  اﻟﺘﻌﻠﻢ ﻋﺒﺮ اﻟﺸﺒﻜﺔ اﻟﻌﺎﻟﻤﯿﺔL'apprentissage en ligne
be trained by passing them training data sequentially or in
(ﻟﻠﻤﻌﻠﻮﻣﺎت )اﻹﻧﺘﺮﻧﺖ
small groups (mini batches). This is important in instances
where the amount of data on hand exceeds the capacity of the
RAM of the system on which a model is being developed.
Online learning also allows models to be continually updated
as new data are produced. 48
The analysis of data to predict future events, typically to aid
 اﻟﺘﺤﻠﯿﻼت اﻟﺘﻨﺒﺆﯾﺔAnalyses prédictives
in business planning. This incorporates predictive modeling

Predictive analytics

Naturel
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and other techniques. Machine learning might be considered
a set of algorithms to help implement predictive analytics. 48
Pruning

Overriding unnecessary and irrelevant considerations in AI
systems. 17

Regression

One of the two major types of supervised learning models in
which the labels we train the algorithm to predict are ordered
quantities like prices or numerical amounts. One might use a
regression, for instance, to predict temperatures over time or
housing prices within a city. 48

Robo-advisors

Applications that combine digital interfaces and algorithms,
and can also include machine learning, in order to provide
services ranging from automated financial recommendations
to contract brokering to portfolio management to their
clients. Such advisors may be standalone firms and platforms
or can be in-house applications of incumbent financial
institutions.41

Robotic Process Automation

Partial or full automation of manual, rule-based and
repetitive human activities by robotics software or “bots”.17

Rule

It is a format of representing knowledge base in Expert
System. It is in the form of IF-THEN-ELSE. 42

Self-Organizing Maps

A type of artificial neural network that is trained using
unsupervised learning to produce a low-dimensional,
discretized representation of the input space of the training
samples, called a map, and is therefore a method of
performing dimensionality reduction.13
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 اﻟﺘﻘﻠﯿﻢÉlagage
 اﻻﻧﺤﺪارRégression

 ﻣﺴﺘﺸﺎرو اﻟﺮوﺑﻮتConseillers-robots

 أﺗﻤﺘﺔ اﻟﻌﻤﻠﯿﺎت اﻟﺮوﺑﻮﺗﯿﺔAutomatisation des

Processus Robotiques

 اﻟﻘﺎﻋﺪةRèglement
 ﺧﺮاﺋﻂ ذاﺗﯿﺔ اﻟﺘﻨﻈﯿﻢCartes Auto-Adaptative

Smart Client

A computer application environment that allows web
applications to have a desktop look and feel.49

Spatial Intelligence

The ability to perceive visual or spatial information, change
it, and re-create visual images without reference to the
objects, construct 3D images, and to move and rotate them.

 اﻟﻌﻤﯿﻞ اﻟﺬﻛﻲSmart client
 اﻟﺬﻛﺎء اﻟﻤﻜﺎﻧﻲIntelligence Spatiale

43

Supervised Learning

The machine learning task of learning a function that maps
an input to an output based on example input-output pairs.13

Third Party Application

A reusable software component distributed by an entity
other than the vendor offering the developed platform.49

Turing Test

A test developed by Allan Turing to test the intelligence of a
machine as compared to human intelligence. 42

 اﻟﺘﻌﻠﻢ اﻟﺨﺎﺿﻊ ﻟﻺﺷﺮافApprentissage
Supervisé

 ﺗﻄﺒﯿﻖ اﻟﻄﺮف اﻟﺜﺎﻟﺚApplication tierce
 اﺧﺘﺒﺎر ﺗﻮرﯾﻨﺞ ﻟﻠﻤﺤﺎﻛﺎةTest de Turing
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Blockchain

ﺗﻘﻨﯿﺔ ﻗﻮاﻋﺪ اﻟﺒﯿﺎﻧﺎت اﻟﻤﺘﺴﻠﺴﻠﺔ
Definition

Advanced Encryption
Standard (AES)

The Advanced Encryption Standard (AES) is a symmetrickey block cipher algorithm and US government standard for
secure and classified data encryption and decryption. It was
originally known as Rijndael.10

Altcoin

Altcoins are primarily abbreviation of “Bitcoin alternative.”
They are considered to be alternative cryptocurrencies that
were launched after the success of Bitcoin. Generally, they
project themselves as better substitutes to Bitcoin.10

Assets Under Management
(AUM)

Assets under management (AUM) refers to the total market
value of the investments that a person or entity manages on
behalf of clients.10

 اﻷﺻﻮل ﺗﺤﺖ اﻹدارةEncours Sous Gestion

Automated Clearing House
(ACH)

The Automated Clearing House (ACH) Network is an
electronic funds-transfer system run by NACHA, formerly
the National Automated Clearing House Association, since
1974. This payment system deals with payroll, direct deposit,
tax refunds, consumer bills, tax payments, and many more
payment services in the United States.10

 ﻏﺮﻓﺔ اﻟﻤﻘﺎﺻﺔ اﻵﻟﯿﺔChambre de

Bitcoin

Bitcoin is a digital currency that was created in January 2009.
Also, known as a cryptocurrency, Bitcoins are not backed by
any country's central bank or government. They offer the

 ﻋﻤﻠﺔ اﻟﺒﺘﻜﻮﯾﻦBitcoin

Acquirer

A company that buys the rights to another company or
business relationship. Acquirers are also financial institutions
which buy rights to a merchant account which allows them
to service and manage the merchant’s bank account.10
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 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 اﻟﻤﺴﺘﺤﻮذAcquéreur

Terms

 ﻣﻌﯿﺎر اﻟﺘﺸﻔﯿﺮ اﻟﻤﺘﻘﺪمStandard de

Chiffrement Avancé

 ﻋﻤﻠﺔ رﻗﻤﯿﺔ ﺑﺪﯾﻠﺔAltcoin

Compensation
Automatique

promise of lower transaction fees than traditional online
payment mechanisms and is operated by a decentralized
authority, unlike government-issued currencies.10
Bitcoin cash is a cryptocurrency that was created in August
2017, arising from a fork of Bitcoin Classic. It is often
considered to be an altcoin version of the popular Bitcoin
cryptocurrency. Bitcoin Cash increases the size of blocks,
allowing more transactions to be processed.10

 ﺑﯿﺘﻜﻮﯾﻦ اﻟﻨﻘﺪﯾﺔL'Argent Bitcoin

Bitcoin Gold

Bitcoin Gold is a distributed digital currency. It is a hard fork
of Bitcoin, the open source cryptocurrency. The stated
purpose of the hard fork is to restore the mining functionality
with common Graphics Processing Units (GPU), in place of
mining with specialized ASIC (customized chipsets), used to
mine Bitcoin.10

 ﺑﯿﺘﻜﻮﯾﻦ اﻟﺬھﺒﯿﺔBitcoin l'or

Bitcoin Wallet

A Bitcoin Wallet is a software program where Bitcoins are
stored. Technically, Bitcoins are not stored anywhere; there
is a private key (secret number) for every Bitcoin address that
is saved in the Bitcoin wallet of the person who owns the
balance. Bitcoin wallets facilitate sending and receiving
Bitcoins and gives ownership of the Bitcoin balance to the
user. The Bitcoin wallet comes in many forms; desktop,
mobile, web and hardware are the four main types of
wallets.10
A package of data containing multiple transactions over a
given period of time. 31

 ﺣﺎﻓﻈﺔ اﻟﺒﯿﺘﻜﻮﯾﻦPortefeuille Bitcoin

Bitcoin Cash

Block
Blockchain

A form of distributed ledger in which details of transactions
are held in the ledger in the form of blocks of information. A
block of new information is attached into the chain of pre-

Trésorerie Bitcoin

Porte-Monnaie Bitcoin

 اﻟﻜﺘﻠﺔBloc
 ﻗﻮاﻋﺪ اﻟﺒﯿﺎﻧﺎت اﻟﻤﺘﺴﻠﺴﻠﺔBlockchain
 ﺳﻠﺴﻠﺔ اﻟﻜﺘﻞChaîne de Blocs
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existing blocks via a computerized process by which
transactions are validated.27
Blockchain-as-a-Service
(BaaS)

Blockchain-as-a-Service refers to the growing landscape of
services based around blockchain technology. BaaS
platforms allow companies to begin working with blockchain
technology without having to first make significant
investments in hardware.7

Blockchain Indicators

Indicators covering on-chain transactions, i.e. those cleared
and settled directly on the respective blockchain. For
example, for the Bitcoin blockchain include the number of
transactions and addresses used over time, transaction values
and transaction fees.47

Blockchain operating system

An operating system that primarily uses blockchain as a
support in the background. When a blockchain-based OS is
installed on a device captures all commands and transactions
from a user’s device but authenticating, executing, and
recording them occurs on the blockchain.10

Block Height

A numeric representation showing the number of the current
block being hashed.86

Chain

The cryptographic link that keeps blocks together using a
‘hash’ function. 31

Cold Wallet

Used to describe a cryptocurrency wallet that is not
connected to the internet, and thus cannot be used to process
transactions without first being reconnected (and turning into
a “hot wallet”). Cold Wallets are more secure and less prone
to unauthorized use.86
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 ﻗﺎﻋﺪة اﻟﺒﯿﺎﻧﺎت اﻟﻤﺘﺴﻠﺴﻠﺔBlockchain en tant que
 ﻛﺨﺪﻣﺔService

 ﻣﺆﺷﺮات ﻗﻮاﻋﺪ اﻟﺒﯿﺎﻧﺎتIndicateurs de la
 اﻟﻤﺘﺴﻠﺴﻠﺔBlockchain
Indicateurs de la
Chaîne de Blocs

 ﻧﻈﺎم ﺗﺸﻐﯿﻞ ﻗﺎﻋﺪةSystème d'Exploitation
 اﻟﺒﯿﺎﻧﺎت اﻟﻤﺘﺴﻠﺴﻠﺔBlockchain

 ارﺗﻔﺎع اﻟﻛﺗﻠﺔHauteur du bloc
 ﺳﻠﺴﺔChaîne
 اﻟﻣﺣﻔظﺔ اﻟﺑﺎردةCold wallet
Portefeuille froid

Data lake

Scalable storage solution for diverse structured, semistructured, and unstructured data.17

Data mining

The process of solving cryptographic problems using
computer hardware to add newly hashed blocks to a public
blockchain such as bitcoin. In fulfilling this function,
successful data miners keep the blockchain actively
recording transactions and, as an incentive, are awarded
newly minted bitcoins for their trouble.31

Data Standard

The data standards issued by Open Banking from time to time
in compliance with the Authority Order.37

Double-spending

Strategy that consists of spending in one block and later
undoing this by releasing a forged blockchain in which the
transactions are erased. In blockchains based on proof-ofwork, this requires short-term access to enough
computational power to overwhelm the rest of a
cryptocurrency’s network of miners. In those based on proofof-stake, this requires owning or bribing a majority of the
staked resources. 5

Electronic money (e-money)

A type of monetary value electronically recorded and
generally understood to have the following attributes: (i)
issued upon receipt of funds in an amount no lesser in value
than the value of the
e-money issued; (ii) stored on an electronic device (e.g. a
chip, prepaid card, mobile phone, or computer system); (iii)
accepted as a means of payment by parties other than the
issuer; and (iv) convertible into cash. 3

 ﺑﺤﯿﺮة اﻟﺒﯿﺎﻧﺎتLac de Données
 اﻟﺘﻨﻘﯿﺐ ﻋﻦ اﻟﺒﯿﺎﻧﺎتExploration de Données

 ﻣﻌﯿﺎر اﻟﺒﯿﺎﻧﺎتStandard de Données
 ﻣﻀﺎﻋﻔﺔ اﻹﻧﻔﺎقDouble-dépense

 اﻟﻨﻘﻮد اﻹﻟﻜﺘﺮوﻧﯿﺔMonnaie Electronique
l'argent électronique
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Ethereum

Hardware Wallet

Hash
Hashing

A public blockchain system developed as an open-source
project, its architecture running remotely on the Ethereum
Virtual Machine. It uses ‘ethers’, a cryptocurrency, as its
token and supports the storage and execution of ‘smart
contracts’.31
A hardware wallet is a special type of cryptocurrency wallet
which stores the user’s private keys in a very secure manner,
preventing these private keys from being hacked or stolen. A
transaction cannot be submitted to the blockchain without
first being authenticated by the hardware device itself,
preventing fraud or unauthorized use.86
The result of applying an algorithmic function to data in order
to convert them into a random string of numbers and letters.
This acts as a digital fingerprint of that data, allowing it to be
locked in place within the blockchain.31

 ﺣﺎﻓظﺔ اﻷﺟﮭزةHardware Wallet /
Portefeuille matériel

 ﻧﺎﺗﺞ ﻋﻤﻠﯿﺔ اﻟﺘﺸﻔﯿﺮHachis
 اﻟﺘﺸﻔﯿﺮHachage
 اﻟﻣﺣﻔظﺔ اﻟﺳﺎﺧﻧﺔPortefeuille chaud

Hot Wallet

A hot wallet is a tool that allows a cryptocurrency owner to
receive and send tokens by remaining connected to the
internet, unlike a cold wallet. They are inherently less secure
because they can be accessed via the internet itself.86

Hyperledger

An umbrella project set up by the Linux Foundation
comprising various tools and systems for building open
source blockchains.31

Hyperledger Composer

Hyperledger Composer is Blockchain Application
Development framework which simplify the blockchain
application development on Hyperledger fabric.9

 ﻣﺆﻟﻒ اﻟﺴﺠﻞ اﻟﮭﺠﯿﻦCompositrice
( )اﻟﻤﺨﺘﻠﻂHyperledger

Immutable

"unable to be changed" Data stored in a blockchain is unable
to be changed. (not even by administrators)9

 اﻟﺒﯿﺎﻧﺎت ﻏﯿﺮ اﻟﻘﺎﺑﻠﺔInalterable
ﻟﻠﺘﻐﯿﯿﺮ
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 اﯾﺜﺮﯾﻮمEthereum

( اﻟﺴﺠﻞ اﻟﮭﺠﯿﻦ )اﻟﻤﺨﺘﻠﻂHyperledger

 طﺮح اﻟﻌﻤﻠﺔ اﻷوﻟﻰInitial Coin Offering

Initial Coin Offering (ICO)

The form in which capital is raised to fund new
cryptocurrency ventures. Modeled after an Initial public
offering (IPO). Funders of an ICO receive tokens.9

Liquidity Mining

Also known as “software mining,” where network
participants can submit their liquidity in the form of
contributing equally matching ETH and AXN to the Uniswap
liquidity pool, in return for real-time bonuses in AXN
tokens.86

Mainnet

Mainnet is when a blockchain protocol, such as Ethereum, is
fully developed and deployed, allowing real transactions be
broadcast, verified and recorded on the blockchain.86

Membership Service
Provider (MSP)

A Hyperledger Fabric blockchain network can be governed
by one or more MSPs.9

MetaMask

MetaMask is a type of software hot wallet that allows for easy
trading, swapping, and integration into websites that allow
for wallet addresses to be read. MetaMask does not store
cryptocurrencies for you, it merely allows you to load or
generate secret keys into the software that are then read by or
submitted to the blockchain.86

Miner

Class of agents, who update the blockchain via
computational work, and in return receive block rewards and
transaction fees when they add batches of valid transactions
to the blockchain. 5

 اﻟﻤﻨﻘﺐMiner

Mutable

Opposite of immutable. Meaning it is liable or susceptible to
change by being edited, adjusted or otherwise manipulated.
Mutable blocks on the blockchain would mean transactions

 ﻣﺘﻘﻠﺐMutable

(ICO)

 ﺗﻌدﯾن اﻟﺳﯾوﻟﺔExtraction de liquidités

 اﻟﺸﺒﻜﺔ اﻷﺳﺎﺳﯿﺔMainnet

 ﻣﺰود ﺧﺪﻣﺔ اﻟﻌﻀﻮﯾﺔAppartenance via un

Fournisseur de Services

 اﻟﻣﯾﺗﺎ ﻣﺎﺳك )إﺣدىMetaMask
(ﺑراﻣﺞ اﻟﻣﺣﻔظﺔ اﻟﺳﺎﺧﻧﺔ
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could be reverted at best, or at worst the funds in question
could be redirected to an unauthorized address.86
Node

A copy of the ledger operated by a participant with a
blockchain network.31

 ﻧﻘﻄﺔ اﺗﺼﺎلNœud

Nonce

A number only used once in a cryptographic communication
(often includes a timestamp) 9

 أرﻗﺎم اﻟﺘﺸﻔﯿﺮNonce

On-chain governance

A system for managing and implementing changes to a
cryptocurrency blockchain.9

Permissioned ledger

A large, distributed network using a native token, with access
restricted to those with specific roles.31

Private blockchains

A closely controlled network operated by consortia in which
the data is confidential and is accessed only by trusted
members. Private blockchains do not require a token. 31

Private key

A unique string of data that represents proof of identification
within the blockchain, including the right to access and own
that participant’s wallet within a cryptocurrency. It must be
kept secret: it is effectively a personal password.31

Proof of stake

A system in which coordination on blockchain updates is
enforced by ensuring that transaction verifiers pledge their
coin holdings as guarantees that their payment confirmations
are accurate. 5

Proof of work

Repeatedly running a hash function, the mechanism by which
data miners win the right to add blocks to a bitcoin-style
blockchain.31
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 اﻟﺤﻮﻛﻤﺔ ﻋﻠﻰ اﻟﺴﻠﺴﻠﺔGouvernance de la
( )ﻟﻠﻌﻤﻼت اﻟﻤﺸﻔﺮةChaîne
 اﻟﺴﺠﻞ اﻟﻤﺼﺮح ﺑﮫRegistres Permissioned
 ﻗﻮاﻋﺪ اﻟﺒﯿﺎﻧﺎت اﻟﻤﺘﺴﻠﺴﻠﺔBlockchains Privés
اﻟﺨﺎﺻﺔ
ﺳﻼﺳﻞ اﻟﻜﺘﻞ اﻟﺨﺎﺻﺔ
 ﻣﻔﺘﺎح/  ﻣﻔﺘﺎح ﺳﺮيClé Privée
ﺧﺎص

اﻟﻨﺴﺒﺔ-  إﺛﺒﺎت اﻟﺤﺼﺔPreuve d'enjeu

 دﻟﯿﻞ اﻟﻌﻤﻞPreuve de Travail

Protocol

The coded “laws” of a cryptocurrency. Set of rules that
governs what constitutes a blockchain that is accepted by the
network of users. 5

Public blockchain

A large distributed network using a native token (such as
bitcoin), open to everyone to participate and maintain. 31

Public key

A unique string of data that identifies a participant within the
blockchain. It can be shared publicly.31
Public key cryptography Encryption that uses two
mathematically related keys. A public and private key. It is
impossible to derive the private key based on the public key.9

Public key cryptography

Ropsten

Ropsten Ethereum, also known as “Ethereum Testnet” is a
testing network that runs the same protocol as Ethereum but
is used for testing purposes before deploying on the main
network (Mainnet).86

Satoshi Nakomoto

The mysterious pseudonym/entity that created and released
the first iteration of Bitcoin, Blockchain, and Distributed
Ledger technology to the world.86

Satoshi

In honor of Satoshi Nakomoto, a Satoshi is the most micro
unit of splitting a bitcoin, representing 0.00000001 of a
Bitcoin.86

Scamcoin/Shitcoin

A colloquial terminology used to refer to crypto projects that
are either poorly constructed, scammy or fraudulent, deadend investments, or fakes. It is generally advisable to avoid
or ignore these types of coins.86

 ﺑﺮﺗﻮﻛﻮلProtocole
)ﻗﻮاﻋﺪ ﺣﻮﻛﻤﺔ ﻗﻮاﻋﺪ
(اﻟﺒﯿﺎﻧﺎت اﻟﻤﺘﺴﻠﺴﻠﺔ
 ﺳﻠﺴﻠﺔ اﻟﻜﺘﻞ اﻟﻌﺎﻣﺔBlockchain Publique.

 اﻟﻤﻔﺘﺎح اﻟﻌﺎمClé Publique
 ﺗﺸﻔﯿﺮ اﻟﻤﻔﺘﺎح اﻟﻌﺎمCryptographie à Clé
Publique

 روﺑﺳﺗن )إﺣدى ﺑراﻣﺞRopsten
(اﻟﻣﺣﻔظﺔ اﻟﺳﺎﺧﻧﺔ

 ﺳﺎﺗوﺷﻲ ﻧﺎﻛوﻣوﺗوSatoshi Nakomoto

 ﺳﺎﺗوﺷﻲSatoshi

 ﻋﻣﻠﺔ اﺣﺗﯾﺎﻟﯾﺔScamcoin/Shitcoin

31
31

Transaction ID (TxID)

The unique ID that is assigned to a transaction. The TxID is
used to access a specific transaction block and the
information it holds. When submitting a transaction on
MetaMask, a TxID is generated, allowing a user to check the
status of the transaction on a website such as etherscan.io.86

Trezor

Trezor is a type of Hardware Wallet used to store
cryptocurrencies in a highly secure manner. With a Trezor
wallet, transactions must be approved by physically clicking
buttons on the device itself, which ensures that hackers
cannot withdraw cryptocurrency without access to the
physical device and its protective password.86

Uniswap

Uniswap is a popular decentralized automated market maker,
allowing users to interact with its liquidity pools to trade
many types of Ethereum-based tokens for other tokens.
Uniswap is currently the only exchange site where you can
directly purchase Axion.86

Unspent Transaction
Outputs (UTXO)

Unspent transaction outputs are used to determine whether a
transaction is valid.9

VIPER

A programming language created to be a formal introduction
to smart contracts.9

Solidity

A contract-oriented programming language for writing smart
contracts. It is used for implementing smart contracts on
various blockchain platforms.9
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 ﻣ َﻌرف ﻣﻌﺎﻣﻠﺔIdentité de transaction
(TxID)

 ﺗرﯾزور )إﺣدى ﺑراﻣﺞTrezor
(ﻣﺣﻔظﺔ اﻷﺟﮭزة

 ﺳوق آﻟﻲ ﻻﻣرﻛزيUniswap

 ﻣﺨﺮﺟﺎت اﻟﻤﻌﺎﻣﻼت ﻏﯿﺮSortie de Transaction
 اﻟﻤﻨﻔﻘﺔnon Dépensée ( UTXO )
( ﻟﻐﺔ اﻟﻔﺎﯾﺒﺮ )ﺑﺮﻣﺠﺔVIPÈRE
 ﻟﻐﺔ ﺑﺮﻣﺠﺔ ﻟﻜﺘﺎﺑﺔ اﻟﻌﻘﻮدSolidité
اﻟﺬﻛﯿﺔ

Cloud Computing

اﻟﺤﻮﺳﺒﺔ اﻟﺴﺤﺎﺑﯿﺔ
 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﻗﻮاﺋﻢ اﻟﻮﺻﻮلListes d'accès

Terms

Definition

Access messages

Authorization and authentication (AA) messages that
identify subscribers before the RADIUS server grants or
denies them access to the network or network services. When
an application requests user authentication, the request must
have certain authenticating attributes, such as a user’s name,
password, and the particular type of service the user is
requesting.50

 رﺳﺎﺋﻞ اﻟﻮﺻﻮلMessages d'accès

Accounting messages

Messages that identify service provisions and use on a peruser basis. They keep track of when a particular service is
initiated and terminated for a specific user. RADIUS
attributes are used by each group of accounting messages.50

 اﻟﺮﺳﺎﺋﻞ اﻟﻤﺤﺎﺳﺒﯿﺔMessages comptables

Accounting services

In RADIUS, the process and method of tracking what the
user did and when he did it. Accounting is used for collecting
network data related to resource usage, as for an audit trail or
for billing for connection time or resources used. 50

 ﺧﺪﻣﺎت اﻟﻤﺤﺎﺳﺒﺔServices comptables

Accuracy

In classification, accuracy is defined as the number of
observations that are correctly labeled by the algorithm as a
fraction of the total number of observations the algorithm
attempted to label. Colloquially, it is the fraction of times the
algorithm guessed “right.” 48

 اﻟﺪﻗﺔExactitude

Access lists

Sequential collection of permit and deny conditions used to
filter inbound or outbound routes. Files that provide filters
that can be applied to route maps or distribution lists.50
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Data that are irrevocably stripped of direct identifiers; a code
is not kept allowing future re-linkage of data to direct
identifiers, and the risk of re-identification of individuals
from any remaining indirect identifiers is low or very low.
According to the TCPS2 (2018), secondary use of
anonymized (de-identified) human participant data for
research purposes requires Research Ethics Board (REB)
review and clearance.52

Application as a Service

This is solely one or more applications hosted in the cloud,
not in connection with our desktop. Very handy for 3D and
graphic heavy software as that’s normally not available in the
cloud.4

 اﻟﺘﻄﺒﯿﻖ ﻛﺨﺪﻣﺔApplicatif sous la

Authorized data access

When personnel (as individuals or according to role) are
given access to data by the researcher.52

 اﻟﻮﺻﻮل إﻟﻰ اﻟﺒﯿﺎﻧﺎتAutoriser l'accès aux
 اﻟﻤﺼﺮح ﺑﮭﺎdonnées

Autoscaling

Also called automatic scaling, is a method used in cloud
computing that dynamically adjusts the amount of
computational resources in a server farm automatically based
on the amount of current requests. Spryng’s servers are using
automatic scaling to guarantee optimal performance.51

Brute Force Attack

A trial-and-error method used to obtain information such as
 ھﺠﻮم اﻟﻘﻮة اﻟﻐﺎﺷﻤﺔAttaque par Force
a user password or personal identification number (PIN). In
Brute
a brute force attack, automated software generates a large "ھﺠﻮم ﻋﺸﻮاﺋﻲ ﻟﻠﺤﺼﻮل
number of consecutive guesses in an attempt to determine the
"ﻋﻠﻰ اﻟﺒﯿﺎﻧﺎت
desired data.15

Cloud Adoption

Cloud adoption is a strategic move by organizations of
reducing cost, mitigating risk and achieving scalability in
applications and services by moving these to the Cloud.
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 ﺑﯿﺎﻧﺎت ﻣﺠﮭﻮﻟﺔ اﻟﻤﺼﺪرDonnées anonymisées

Anonymized data
(De-identified)

(( )ﻏﯿﺮ ﻣﺤﺪدDésidentifié)

Forme d'un Service

 اﻟﻘﯿﺎس اﻟﻤﻤﻜﻨﻦAutoScaling

 اﻋﺘﻤﺎد اﻟﺴﺤﺎﺑﺔAdoption du Cloud

There are varying degrees of Cloud adoption across
organizations. The depth of adoption depends on the maturity
of best practices and enterprise-ready Cloud services
availability.
Organizations that go ahead with the strategic decision of
adopting Cloud-based technologies have to identify potential
security vulnerabilities and controls, required to keep data
and applications in the Cloud secured, hence there is a need
for compliance assessment during Cloud adoption.
16

 اﻟﺒﻨﯿﺔ اﻟﺴﺤﺎﺑﯿﺔL'Architecture Cloud

Cloud Architecture

Cloud architecture refers to the components and
subcomponents required for Cloud computing. These
components typically consist of a front-end platform, back
end platforms, a Cloud-based delivery, and a network. 16

Cloud-Based

An internet accessible computer environment usually hosted
at a centrally managed third-party data center. Access to
cloud-based systems is typically through a browser or Smart
Client.49

 اﻟﻘﺎﺋﻢ ﻋﻠﻰ اﻟﺴﺤﺎﺑﺔBasé sur le cloud

Cloud Computing

The process of delivering IT services in which resources
(data, applications) are stored, managed and processed in
remote servers hosted on the Internet, rather than on a local
server or personal computer. Data and software packages are
stored on remote servers in secure data centres. Cloud
computing provides access to this information as long as an
electronic device has access to the web, allowing employees
to work remotely. 4

 اﻟﺤﻮﺳﺒﺔ اﻟﺴﺤﺎﺑﯿﺔCloud Computing Informatique en Nuage
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Cloud Computing – 3 Main
Models:
1. Infrastructure as a Service
(IaaS)
2. Platform as a Service
(PaaS)
3. Software as a Service
(SaaS)

Cloud computing is a model for enabling convenient, ondemand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned
and released with minimal management effort or service
provider interaction. 16

Cloud hub

Automation endpoint that is part of a data center or point of
presence (POP) acting as a hub point for overlay connections
from many spoke devices. Cloud hubs are usually logical
entities in a multitenant device (cloud hub device). 50

Cloud Infrastructure

Encompasses the servers, virtual machines, storage systems,
networking, and other components required for cloud
computing and infrastructure as a service. Cloud
infrastructure provides the building blocks, or primitives, for
creating hybrid and private clouds that deliver cloud
computing services.45

Cloud Management Platform A suite of integrated software tools that an enterprise can use
(CMP)
to monitor and control Cloud computing resources. Allows
administrative control over public, private, hybrid and
multicloud deployments. 16
Cloud Migration

The process of moving data, applications or other business
elements to a cloud computing environment. One common
model is the transfer of data and applications from a local,
on-premises data center to the public Cloud. 16
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 اﻟﺤﻮﺳﺒﺔ اﻟﺴﺤﺎﺑﯿﺔInformatique en Nuage
:ﺛﻼﺛﺔ ﻧﻤﺎذج رﺋﯿﺴﺔ
 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻛﺨﺪﻣﺔ-1
 اﻟﻤﻨﺼﺔ ﻛﺨﺪﻣﺔ-2
 اﻟﺒﺮﻣﺠﯿﺎت ﻛﺨﺪﻣﺔ-3

Trois modèl principaux:
1- Infrastructure en
tant que Service
2- Plateforme en tant
que Service
3- Logiciel en tant que
Service

 ﻣﺮﻛﺰ اﻟﺴﺤﺎﺑﺔCloud hub

 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ اﻟﺴﺤﺎﺑﯿﺔInfrastructure de Cloud

 ﻣﻨﺼﺔ إدارة اﻟﺴﺤﺎﺑﺔPlateforme de Gestion
(CMP) Cloud

 اﻟﮭﺠﺮة اﻟﺴﺤﺎﺑﯿﺔMigration vers le Nuage
Migration dans le Cloud

Cloud Native

Cloud Native is an approach to building and running
applications that exploit the advantages of the Cloud
computing delivery model. It is about ‘How’ these
applications are created and deployed, not ‘Where’. Though
it does tend to imply that these applications live in the public
Cloud. 16

Cloud Native Computing
Foundation "CNCF"

An open source project hosted by the Linux Foundation, the
CNCF hosts Kubernetes and other key open source projects,
including Prometheus, Open Tracing, Fluentd, and linkerd.
VMware is a member of the Linux Foundation and the Cloud
Native Computing Foundation. 45

Cloud Provider

A company that provides cloud-based platform,
infrastructure, application or storage services to other
organizations and/or individuals. 4

Cloud Services

Cloud Services Brokerage
(CSB)

Services provided using cloud computing, that is, a model for
enabling ubiquitous, convenient, on demand network access
to a shared pool of configurable computing resources (e.g.
networks, servers, storage, applications and services) that can
be rapidly provisioned and released with minimal
management effort or service provider interaction. 20

 اﻟﺴﺤﺎﺑﺔ اﻷﺻﻠﯿﺔCloud Native

 ﻣﺆﺳﺴﺔ اﻟﺤﻮﺳﺒﺔCloud Native
 اﻟﺴﺤﺎﺑﯿﺔ اﻷﺻﻠﯿﺔComputing Foundation
"CNCF"
 ﻣﺰود اﻟﺨﺪﻣﺎت اﻟﺴﺤﺎﺑﯿﺔFournisseur de Cloud
Fournisseur de Services
Infonuagiques
 اﻟﺨﺪﻣﺎت اﻟﺴﺤﺎﺑﯿﺔServices de Cloud
Services en Nuage

An IT role and business model in which a company or other  ﺧﺪﻣﺎت اﻟﻮﺳﺎطﺔ اﻟﺴﺤﺎﺑﯿﺔServices de Courtage
entity adds value to one or more (public or private) Cloud
Infonuagique
services on behalf of one or more consumers of that service
via 3 primary roles; aggregation, integration and
customisation brokerage. A CSB provider offers a
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combination of technologies, people and methodologies to
implement and manage Cloud-based projects. 16
Cloud Service
Provider (CSP)

Cloud Service Provider
(CSP) Lock-in

CSPs are companies that offer network services,
infrastructure, or business applications in the Cloud. The
large public CSPs are Amazon Web Services (AWS),
Microsoft Azure and Google Cloud Platform. 16

 ﻣﺰود اﻟﺨﺪﻣﺔ اﻟﺴﺤﺎﺑﯿﺔFournisseurs de
(CSP) Services Cloud

The ease (or lack thereof) of moving data between providers
or services. Many cloud platforms and services are
proprietary, making it difficult to migrate to another provider.

 ﺗﺄﻣﯿﻦ ﻣﺰود اﻟﺨﺪﻣﺔVerrouillage
(CSP)  اﻟﺴﺤﺎﺑﯿﺔFournisseurs de

15

Services Infonuagiques

Cloud site

Site where customers access network services and all
virtualized network functions (VNFs) from a service
provider’s cloud in a network point of presence (POP). 50

 ﻣﻮﻗﻊ اﻟﺴﺤﺎﺑﺔSite cloud

Cloud spoke

Automation endpoint that is part of a customer virtual private
cloud (VPC) on cloud platforms such as Amazon Web
Services (AWS). Typically, these points are connected using
overlay connections to hub sites.50

 اﻟﺘﺤﺪث ﻣﻊ اﻟﺴﺤﺎﺑﺔCloud a parlé

Cloud Stack

Cloud computing software for creating, managing, and
deploying infrastructure cloud services.50

 ﻣﻜﺪس اﻟﺴﺤﺎبPile de Cloud

Cloud Types

There are three types of clouds: private, public, and hybrid.
See separate entries for definitions. Cloud types should not
be confused with the three types of services offered through
the cloud (IAAS, SAAS or PAAS). 15

38
38

Fournisseurs de
Services Infonuagiques

 أﻧﻮاع اﻟﺨﺪﻣﺎت اﻟﺴﺤﺎﺑﯿﺔTypes de Nuages

Cognitive Computing "CC"

Refers to technology platforms that are based on the
scientific disciplines of artificial intelligence and signal
processing. These platforms use tools such as machine
learning, face recognition or natural language processing and
more.7

 اﻟﺤﻮﺳﺒﺔ اﻟﻤﻌﺮﻓﯿﺔInformatique Cognitive

Confidential data

Information entrusted to a person, organization or entity with
the intent that it be kept private and access to that information
be controlled or restricted.52

 اﻟﺒﯿﺎﻧﺎت اﻟﺴﺮﯾﺔDonnées confidentielles

Consumption Based Pricing

A consumption-based pricing model is a service provision
and payment scheme in which the customer pays according
to the resources used. This model is becoming a popular
approach within Cloud Managed Services. 16

 اﻟﺘﺴﻌﯿﺮ ﻋﻠﻰ أﺳﺎسTarification Fondé Sur
 اﻻﺳﺘﮭﻼكla Consommation

Data Center

A facility built for the purpose of housing cloud-based
resources such as servers and other service-based equipment.
Many companies operate multiple data centers in different
geographic locations to ensure redundancies against data
center failures, thus allowing an always-online service
offering. 4

 ﻣﺮﻛﺰ اﻟﺒﯿﺎﻧﺎتCentre de Données.

Data cleansing

The act of reviewing and revising data to remove duplicate
entries, correct misspellings, add missing data and provide
more consistency. 48

 ﺗﻨﻘﯿﺔ اﻟﺒﯿﺎﻧﺎتNettoyage des données

Data custodian

A person responsible for the database structure and the
technical environment, including the storage of data. 48

 أﻣﯿﻦ اﻟﺒﯿﺎﻧﺎتDépositaire des données

Data-directed decision
making

The use of data to support making crucial decisions. 48

 ﺻﻨﻊ اﻟﻘﺮار اﻟﻤﻮﺟﮫPrise de décision sur les
 ﺑﺎﻟﺒﯿﺎﻧﺎتdonnées
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The measure of trust an organization has in the accuracy,
completeness, timeliness and validity of the data. 48

Data lifecycle

All of the stages in the existence of data from collection to
destruction. A lifecycle view is used to enable active
management of data over time, thus maintaining security,
accessibility, and utility.52

 دورة ﺣﯿﺎة اﻟﺒﯿﺎﻧﺎتCycle de vie des

Data model, Data modeling

An agreed upon data structure. This structure is used to pass
data from one individual, group, or organization to another,
so that all parties know what the different data components
mean. Often meant for both technical and non-technical
users. 48

 ﻧﻤﺬﺟﺔ، ﻧﻤﻮذج اﻟﺒﯿﺎﻧﺎتModèle de données,
 اﻟﺒﯿﺎﻧﺎتModélisation de

données

données

 ﺧﺼﻮﺻﯿﺔ اﻟﺒﯿﺎﻧﺎتLa confidentialité des

Data Privacy

The aspect of information technology that deals with the
protection of individual or organizational information as it
relates to sharing with third parties. Recent data privacy
standards include the General Data Protection Regulation
(GDPR) and the Health Insurance Portability and
Accountability Act (HIPAA).49

Data science

The discipline that incorporates statistics, data visualization,
computer programming, data mining, machine learning and
database engineering to solve complex problems. 48

 ﻋﻠﻢ اﻟﺒﯿﺎﻧﺎتScience des données

Data security

The practice of protecting data from destruction or
unauthorized access. 48

 أﻣﻦ اﻟﺒﯿﺎﻧﺎتSécurité des données

De-identification

The act of changing individual-level data to decrease the
probability of disclosing an individual’s identity. This can
involve masking direct identifiers (e.g., name, phone number,
address) as well as transforming (e.g., recoding, combining)

 إﺧﻔﺎء اﻟﮭﻮﯾﺔDésidentification
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 ﺗﻜﺎﻣﻞ اﻟﺒﯿﺎﻧﺎتIntégrité des données

Data integrity

données

or suppressing indirect identifiers that could be used alone or
in combination to-identify an individual (e.g., birth dates,
geographic details, dates of key events). If done correctly, deidentification minimizes and therefore mitigates risk of reidentification of any data shared or released.52
Directly identifying
information

Information that identifies a specific individual, organization
or entity through direct identifiers (e.g., name, social
insurance number, personal health number). 52

 ﻣﻌﻠﻮﻣﺎت ﺗﺤﺪﯾﺪ اﻟﮭﻮﯾﺔInformations
 ﻣﺒﺎﺷﺮةd'identification directe

Disaster Recovery as a
Service (DRAAS)

In event of disaster, DRAAS means a business has access to
a hosted desktop with Office, Skype for Business and their
chosen data and apps. This ensures minimum downtime and
maximum business continuity by allowing employees to
keep working without an office, for example. 4

 اﻟﺘﻌﺎﻓﻲ ﻣﻦ اﻟﻜﻮارثReprise Après Sinistre
(DRAAS)  ﻛﺨﺪﻣﺔen Tant que Service

Distributed Cloud
Computing

The interaction of cloud technologies across multiple
geographic locations to perform computations.87

Edge Computing

The processing of data near to the network’s “edge” - the
place where the data is generated - rather than transmitting
that data to a data center for processing. This processing can
be done by the device producing the data or by a local
computer or server.87

Elasticity in the Cloud

In Cloud computing, Elasticity is a term used to reference the
ability of a system to adapt to changing workload demand by
provisioning and de-provisioning pooled resources so that
provisioned resources match current demand as well as
possible. 16

 اﻟﺤﻮﺳﺒﺔ اﻟﺴﺤﺎﺑﯿﺔCloud computing
 اﻟﻤﻮزﻋﺔdistribué
 ﺣﻮﺳﺒﺔ اﻟﺤﺎﻓﺔInformatique de
périphérie

Edge computing

 ﻣﺮوﻧﺔ اﻟﺴﺤﺎﺑﺔÉlasticité du Cloud
Flexibilité du Nuage
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Encryption

A technology that codes data into an unreadable form so it
can only be decoded by a computer that has the correct key.
Encryption prevents unauthorized users from reading data
that is transmitted over a network. 15

 اﻟﺘﺸﻔﯿﺮChiffrement

Fog Computing

Fog computing extends cloud computing’s services to the
edge of the network, in other words closer to the end user.
This provides a better quality of service, reduced latency and
increased mobility.
By better distributing data, fog computing enables the
effective use of Internet of Things applications that demand
real-time service.4

 اﻟﺤﻮﺳﺒﺔ اﻟﻀﺒﺎﺑﯿﺔInformatiques de Fog

Github

A cloud-based service that allows developers to store and
manage source code (a source code repository), enabling
them to track and control changes to the code using the ‘Git’
open-source version control system. 16

Google Cloud Platform
"GCP"

a Cloud computing service that runs on the same
infrastructure that Google uses internally for its end-user
products, such as YouTube. It provides a series of modular
Cloud services including computing, data storage, data
analytics and machine learning. 16

Grid Computing

The practice of using numerous widely separated computers
(esp. ones linked via the internet) to carry out large
computational tasks by sharing processing power, typically
for the purposes of scientific research.87

High risk data

High risk data are data which require strong controls against
unauthorized disclosure, loss, and modification that could
result in significant risk of harm to both researchers and
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 ﺟﯿﺖ ھﺐGithub
)ﺧﺪﻣﺔ ﻣﻦ اﻟﺤﻮﺳﺒﺔ
(اﻟﺴﺤﺎﺑﯿﺔ
 ﻣﻨﺼﺔ ﺟﻮﺟﻞ اﻟﺴﺤﺎﺑﯿﺔGoogle Plateforme
Cloud

 اﻟﺤﻮﺳﺒﺔ اﻟﺸﺒﻜﯿﺔGrille Informatique

 اﻟﺒﯿﺎﻧﺎت ﻋﺎﻟﯿﺔ اﻟﺨﻄﻮرةDonnées à haut risque

research participants, be they individuals, communities,
organizations, or entities. Examples of high risk data include,
but are not limited to, information related to racial or ethnic
origin; political opinions; religious beliefs or other beliefs of
a similar nature; trade union membership; physical or mental
health or condition; sexual life; and the commission or
alleged commission of any offence by the participant.52
Hybrid Cloud

A cloud computing environment that uses a mix of onpremises private cloud and public cloud services with
orchestration between the two platforms. By allowing
workloads to move between private and public clouds as
computing needs and costs change, a hybrid cloud gives
businesses greater flexibility, and more data deployment
options. 15

 اﻟﺤﻮﺳﺒﺔ اﻟﻤﺨﺘﻠﻄﺔCloud Hybride

Hyper-converged
Infrastructure

Integrates the same key types of IT components that
converged infrastructure does, but in a scalable rack or
appliance that simplifies management, improves
performance, and adds elastic scalability. See converged
infrastructure.45

 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻓﺎﺋﻘﺔInfrastructure
 اﻟﺘﻘﺎربHyperconvergée

Identifying information

Information that identifies an individual, organization or
entity, or information for which it is reasonably foreseeable,
under given circumstances, could be utilized, either alone or
with other information, to make such an identification.52

Indirectly identifying
information

Information that, while not directly identifying, when used or  ﻣﻌﻠﻮﻣﺎت ﺗﺤﺪﯾﺪ اﻟﮭﻮﯾﺔInformations
considered in combination with other information, could
 ﻏﯿﺮ اﻟﻤﺒﺎﺷﺮةd'identification
reasonably be expected to identify an individual,
indirectes
organization or entity (e.g., date of birth, education level,

 ﻣﻌﻠﻮﻣﺎت ﺗﻌﺮﯾﻔﯿﺔDonnées d'identification
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place of residence or other detailed geographic information,
or unique personal characteristics).52
Cloud Infrastructure refers to a virtual infrastructure that is
delivered or accessed via a network or the internet. This
usually refers to the on-demand services or products being
delivered through the model known as Infrastructure as a
Service (IaaS). 16

Infrastructure as Code (IaC)

The process of managing and provisioning IT resources
through machine-readable definition files, rather than
physical hardware configuration or interactive configuration
tools. The IT infrastructure managed in this way comprises
both physical equipment such as bare-metal servers as well
as virtual machines and associated configuration resources.
It can use either scripts or declarative definitions, rather than
manual processes. IaC approaches are promoted for Cloud
computing, which is sometimes marketed as infrastructure as
a service (IaaS). IaC supports IaaS but should not be
confused with it. 16

 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻛﺮﻣﺰInfrastructure en tant

Infrastructure as a Service
(IAAS)

Cloud infrastructure services, whereby a virtualised
environment is delivered as a service over the internet by the
provider. The infrastructure can include servers, network
equipment, and software. 4

 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻛﺨﺪﻣﺔInfrastructure en tant
(IAAS) que Service

Insider Threat

A malicious threat to an organization that comes from people
within the organization, such as employees, former
employees, contractors, vendors, or business associates who
have inside information concerning the organization’s
security practices, data, and computer systems. 15
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 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔInfrastructure

Infrastructure

que Code

 اﻟﺘﮭﺪﯾﺪ اﻟﺪاﺧﻠﻲMenaces Internes
()ﺗﮭﺪﯾﺪ ﻣﻦ اﻟﺪاﺧﻞ

Low risk data

Data which requires controls against unauthorized
modification for the sake of data integrity rather than to
prevent risk to researchers or research participants. Examples
include but are not limited to, unrestricted information
composed of completely de-identified or anonymous data,
blank consent forms and information sheets, and information
gathered from a public-facing website.52

Machine learning

The use of data-driven algorithms that perform better as they
have more data to work with, redefining their models or
“learning” from this additional data. This involves cross
validation with training and test data sets. Studying the
practical application of machine learning usually means
researching which machine learning algorithms are best for
which situations. 48

Man-in-the-Middle Attack
(MITM)

MapReduce

A type of cyberattack where a malicious actor inserts
him/herself into the communication between two parties,
intercepts online traffic for his own use, and then sends it on
to the recipient. 15
A programming model and implementation designed to work
with big data sets in parallel on a distributed cluster system.
MapReduce programs consist of two steps. First, a map step
takes chunks of data and processes it in some way (e.g.
parsing text into words). Second, a reduce step takes the data
that are generated by the map step and performs some kind
of summary calculation (e.g. counting word occurrences). In
between the map and reduce step, data move between
machines using a key-value pair system that guarantees that
each reducer has the information it needs to complete its
calculation (e.g. all of the occurrences of the word “Python”

 ﺑﯿﺎﻧﺎت ﻣﻨﺨﻔﻀﺔ اﻟﻤﺨﺎطﺮDonnées à faible risque

 ﺗﻌﻠﻢ اﻵﻟﺔL'apprentissage

automatique (AA)
Machine Learning

 ھﺠﻮم وﺳﯿﻂAttaque de

l'Intercepteur

Attaque par Intrusion
Humaine
 ﻣﺎﺑﺮﯾﺪﯾﻮسMapReduce

ﺗﻘﻠﯿﺺ اﻟﺨﺮﯾﻄﺔ
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get routed to a single processor so they can be counted in
aggregate). 48
Is information that describes various facets of an information
asset to improve its usability throughout its life cycle. 28

Natural Language
Processing (NLP)

An interdisciplinary field of computer science, artificial
intelligence, and computation linguistics that focuses on
programming computers and algorithms to parse, process,
and understand human language. NLP can be regarded as a
form of AI. 28

Non-Identifiable Data

Data that upon initial collection cannot lead to the اﻟﻤﺤﺪدة
identification of a specific individual, to distinguishing one
person from another, or to personally identifiable
information. Note that caution must be used if two such data
sets are to be linked as the linkage could result in identifiable
data.52

Pay-As-You-Go

A cost model for cloud services that encompasses both
subscription-based and consumption-based models, in
contrast to traditional IT cost models that requires up-front
capital expenditures for hardware and software.4

Personally, identifiable
information (PII)

 ﻣﻌﺎﻟﺠﺔ اﻟﻠﻐﺔ اﻟﻄﺒﯿﻌﯿﺔTraitement du Langage
Naturel

ﻏﯿﺮ

 اﻟﺒﯿﺎﻧﺎتDonnées non
 ﻟﻠﮭﻮﯾﺔidentifiables

 اﻟﺪﻓﻊ ﻋﻨﺪ اﻻﺳﺘﺨﺪامPrépayé
Pay-As-You-Go

Similar to direct identifiers, PII refers to information that can اﻟﺘﻌﺮﯾﻒ
 ﻣﻌﻠﻮﻣﺎتInformations
be used to uniquely identify, contact, or locate a person,
(PII)  اﻟﺸﺨﺼﯿﺔidentifiables
organization, or entity (heretofore ‘individual’) or can be
personnellement
used with other sources to achieve the same end. PII includes
but is not limited to the name of an individual, or other
identifying items such as birth date, address or geocoding.
Data coded with unique personal identifiers (UPI) are still
identifiable if the holder of the information also has the
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 اﻟﻤﯿﺘﺎداﺗﺎMétadonnées
اﻟﺒﯿﺎﻧﺎت اﻟﻮﺻﻔﯿﺔ

Metadata

master list or key linking the UPI to individuals. Data may
also be identifiable on this level because of the number of
different pieces of information known about a particular
individual. It may also be possible to ascertain the identity of
individuals from aggregated data where there are very few
individuals in a particular category. Identifiability is
dependent on the unique characteristics of information, the
amount of information held that may be combined resulting
in identification, and on the skills and technology of the data
holder that may allow such combinations.52
Platform as a Service
(PAAS)

A cloud computing model that provides a development and (PAAS)  اﻟﻤﻨﺼﺔ ﻛﺨﺪﻣﺔPlateforme en tant que
hosting platform over the internet, simulating the operating
Service
system level of a server. In a PAAS model, a cloud provider
delivers hardware and software tools (usually those needed
for application development) to its users as a service,
allowing users to develop applications without the need to
build or maintain the infrastructure of a server. 15

Predictive Analytics

The use of data to predict patterns of activity. As applied to
SupTech, predictive analytics may for example identify
potential signals such as the unusual use of communications,
fraud, likelihood of default, non-routine patterns of leaving
the office and non-completion of training. Such signals may
predict elevated misconduct risks. Predictive analytics may
involve technologies such as machine learning or
visualisation tools. 28

Private Cloud

Used to describe a cloud computing platform that is
implemented within the corporate firewall, under the control
of the IT department. A private cloud is designed to offer the
same features and benefits of cloud systems but removes a

 اﻟﺘﺤﻠﯿﻼت اﻟﺘﻨﺒﺆﯾﺔAnalyse Prédictive.

 ﺳﺤﺎﺑﺔ ﺧﺎﺻﺔCloud Privé
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number of objections to the cloud computing model
including control over enterprise and customer data, worries
about security, and issues connected to regulatory
compliance.4
Private Cloud Services

Private cloud services store data on internal servers using
local infrastructure. A private cloud is not shared with any
other organization. Management of and access to data stored
in private cloud services is controlled by the home institution
or organization. Data resides on the organization’s intranet or
hosted data center where it is protected behind a firewall.
Management, maintenance and updating of data centers is the
responsibility of the institution. Private clouds may offer an
increased level of security as they share very few, if any,
resources with other organizations. However; not all
institutions have the infrastructure and/or personnel needed
to host private services.52

Public Cloud

A type of cloud computing in which a service provider makes
resources, such as applications and storage, available to the
general public over the internet. Public cloud services may
be free or offered on a pay-per-usage model. 15

Public Cloud Services

Public cloud services are companies that provide free or forfee storage to multiple customers using remote servers that
are managed by a provider. Data is stored on the provider’s
server and the provider is responsible for the management
and maintenance of the data center. While public cloud
services are shared among different customers, each
customer's data and applications running in the cloud remain
hidden from other cloud customers. Examples of public
cloud services include Google Drive, DropBox, iCloud and
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 ﺧﺪﻣﺎت اﻟﺴﺤﺎﺑﺔ اﻟﺨﺎﺻﺔServices de cloud
privées

 ﺳﺤﺎﺑﺔ ﻋﺎﻣﺔPublic Cloud
Nuage Public

 ﺧﺪﻣﺎت اﻟﺴﺤﺎﺑﺔ اﻟﻌﺎﻣﺔServices de Cloud
publiques

OneDrive (personal). Of particular note to Canadian
academic institutions, public cloud storage is provided using
servers that are outside of the institution’s control and that
could be anywhere in the world, and thus subject to the host
country’s laws. While public clouds employ privacy and
security measures, they have sprawling infrastructure with
many different points where an unauthorized user could
attempt to extract data. In some cases, private services may
be less open to such attacks.52
Pull Technology

Network communication where the initial request for data
originates from the client, and then is responded to by the
server. 28

Push Technology

Software that automates the delivery of information to users.

Secured Socket Layering
(SSL)

A computing protocol that ensures the security of data sent
via the internet by using encryption.49

Serverless Computing

Serverless computing is a Cloud-based technology where an
application runs on-demand. It does not require the customer
to manage a server to run their code. Pricing is calculated
based on memory usage and execution duration. 16

Session Riding

An attack in which a hacker steals a user’s cookie in order to
use an application in the name of the user. An attacker might
also use a cross-site request forgery attack in order to trick
the user into sending authenticated requests to arbitrary
websites in order to achieve various objectives. 15

28

 ﺗﻘﻨﯿﺔ اﻟﺴﺤﺐTechnologie de Pull

 ﺗﻘﻨﯿﺔ اﻟﺪﻓﻊTechnologie de Push
 طﺒﻘﺎت اﻟﻤﻘﺎﺑﺲ اﻵﻣﻨﺔSecure Sockets Layers
 اﻟﺤﻮﺳﺒﺔ ﺑﺪون ﺧﺎدمInformatique sans
Serveur

 اﻣﺘﻄﺎء اﻟﺠﻠﺴﺔSéance d'Équitation

49
49

Software as a Service (SAAS) Provides you with a completed product that is run and
managed by the service provider. In most cases, people
referring to SaaS are referring to end-user applications as you
do not have to think about how the service is maintained or
how the underlying infrastructure is managed; you only need
to think about how you will use that particular piece software.

 اﻟﺒﺮﻣﺠﯿﺎت ﻛﺨﺪﻣﺔLogiciel en tant que
( )ﻧﻤﻮذج ﺣﻮﺳﺒﺔ ﺳﺤﺎﺑﯿﺔService

16

Structured Data

Information that has a pre-defined data model or is organised
in a predefined manner. 28

Supply Chain

The system of organizations, people, activities, information,
and resources involved in creating, building, and moving a
product or service from supplier to customer. 15

Two Factors Authentication
(2FA)

Cloud-based strong authentication service that enables
enterprises to secure access to networks and applications
while preventing access by malicious unauthorised attackers.
“Multi-Factor Authentication” requires not only a password
and username but also something that only that user has on
them, i.e. a piece of information only they should know or
have immediately to hand – such as a physical token.4

Unstructured Data

Information that either does not have a pre-defined data
model or is not organized in a pre-defined manner. 28

Virtual Machine Escape

A cloud vulnerability that exploits a hypervisor remotely by
using a vulnerability present in the hypervisor itself. Such
vulnerabilities are quite rare, but they do exist. Additionally,
a virtual machine can escape from the virtualized sandbox
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 اﻟﺒﯿﺎﻧﺎت اﻟﻤﮭﯿﻜﻠﺔDonnées Structurées
 ﺳﻠﺴﻠﺔ اﻟﺘﻮرﯾﺪChaîne

d'Approvisionnement
Chaîne Logistique

 ﺗﻮﺛﯿﻖ ذو ﻋﺎﻣﻠﯿﻦAuthentification à Deux
Facteurs (A2F)

 ﺑﯿﺎﻧﺎت ﻏﯿﺮ ﻣﮭﯿﻜﻠﺔDonnées non
Structurées

 اﻟﮭﺮوب اﻻﻟﻲ اﻻﻓﺘﺮاﺿﻲÉvasion de Machine
Virtuelle

environment and gain access to the hypervisor, and
consequentially all the virtual machines running on it. 15
Virtual Private Cloud (VPC)

A Virtual Private Cloud (VPC) is an on-demand configurable
pool of shared computing resources allocated within a public
Cloud environment, providing for a level of isolation
between the different organizations using the resources. This
network separation allows for the protection of applications
and data using software defined networks, firewalls, load
balancers, etc. 16

 اﻟﺴﺤﺎﺑﺔ اﻻﻓﺘﺮاﺿﯿﺔNuage Privé Virtuel
(VPC) اﻟﺨﺎﺻﺔ
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Cryptography اﻟﺘﺸـﻔﯿﺮ
Definition

Access control

The process of granting or denying requests for access to
systems, applications and information. Can also refer to the
process of granting or denying requests for access to
facilities.55

Access Cross Domain
Solution

A system permitting access to multiple security domains  اﻟﻮﺻﻮل ﻋﺒﺮ ﺣﻠﻮل اﻟﻤﺠﺎلSolution accès
from a single client device.55
 اﻵﻣﻦinter-domaines

Advanced Encryption
Standard "AES"

The Advanced Encryption Standard or AES is a symmetric
block cipher used by the U.S. government to protect
classified information and is implemented in software and
hardware throughout the world to encrypt sensitive data.21

 ﻣﻌﯿﺎر اﻟﺘﺸﻔﯿﺮ اﻟﻤﺘﻘﺪمStandard d'Encryptage

A digital representation of an actual asset or revenue stream.

 رﻣﺰ ﻣﺪﻋﻮم ﺑﺎﻷﺻﻮلJeton Adossés à des

Access challenge

Asset-Backed Token

Authentication method used to prove the identity of a user
logging in to the network. When a user logs in, the network
access server, wireless access point, or authentication server
creates a "challenge," typically a random number sent to the
client machine. The client software uses its password or a
secret key to encrypt the challenge, using an encryption
algorithm or a one-way hash function and sends the result
back to the network (the "response"). The authentication
system also performs the same cryptographic process on the
challenge and compares its result to the response from the
client. If they match, the authentication system has verified
that the user has the correct password.50

14
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 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﺗﺤﺪي اﻟﻮﺻﻮلDéfi d'accès

Terms

 اﻟﺘﺤﻜﻢ ﻓﻲ اﻟﻮﺻﻮلContrôle d'accès

Avancé (AES)

Standard de
Chiffrement Avancé
Actifs

Asymmetric cryptography

Asymmetric cryptography or public-key cryptography is
cryptography in which a pair of keys is used to encrypt and
decrypt a message so that it arrives securely. Initially, a
network user receives a public and private key pair from a
certificate authority. Any other user who wants to send an
encrypted message can get the intended recipient’s public
key from a public directory. They use this key to encrypt the
message, and they send it to the recipient. When the recipient
gets the message, they decrypt it with their private key, which
no one else should have access to. 21

Back Door

A back door is a means of access to a computer program that
bypasses security mechanisms. A programmer may
sometimes install a back door so that the program can be
accessed for troubleshooting or other purposes. However,
attackers often use back doors that they detect or install
themselves, as part of an exploit. In some cases, a worm is
designed to take advantage of a back door created by an
earlier attack. For example, Nimda gained entrance through
a back door left by Code Red.21
Black hat is used to describe a hacker (or, if you prefer,
cracker), who breaks into a computer system or network with
malicious intent. Unlike a white hat hacker, the black hat
hacker takes advantage of the break-in, perhaps destroying
files or stealing data for some future purpose. The black hat
hacker may also make the exploit known to other hackers
and/or the public without notifying the victim. This gives
others the opportunity to exploit the vulnerability before the
organization is able to secure it. 21

Black Hat

 اﻟﺘﺸﻔﯿﺮ ﻏﯿﺮ اﻟﻤﺘﻤﺎﺛﻞCryptographie
Asymétrique

 اﻟﺒﺎب اﻟﺨﻠﻔﻲPorte Arrière
Porte Dérobée

 اﻟﻘﺒﻌﺔ اﻟﺴﻮداءChapeau Noir
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Measurable physical characteristics used to identify or verify
an individual.55

Blockchain token economy
companies

Companies business models that entail participation or  ﺷﺮﻛﺎت ﺗﺮﻣﯿﺰ وﺗﺸﻔﯿﺮEntreprises de
blockchain-based decentralised ecosystems A blockchain اﻷﻧﺸﻄﺔ اﻻﻗﺘﺼﺎدﯾﺔl'économie des jetons
based token economy has emerged, driven by the explosive
Blockchain
89
growth in the value and variety of crypto-assets.

Certificate Authority (CA)

A certificate authority (CA) is an authority in a network that
issues and manages security credentials and public keys for
message encryption. As part of a public key infrastructure
(PKI), a CA checks with a registration authority (RA) to
verify information provided by the requestor of a digital
certificate. If the RA verifies the requestor’s information, the
CA can then issue a certificate. 21

 اﻟﻤﺮﺟﻊ اﻟﻤﺼﺪقAutorité de
( )ﺳﻠﻄﺔ اﻟﺘﺼﺪﯾﻖCertification

Commercial Grade
Cryptographic Equipment

A subset of ICT equipment which contains cryptographic ﺑﺪرﺟﺔ
components.55

 ﻣﻌﺪات اﻟﺘﺸﻔﯿﺮÉquipement
 ﺗﺠﺎرﯾﺔcryptographique de

Consumer guide

Specific configuration and usage guidance for products
evaluated through the ASD Cryptographic Evaluation
program or the High Assurance Evaluation program.55

 دﻟﯿﻞ اﻟﻤﺴﺘﮭﻠﻚGuide du

Cryptanalysis

Studies the encrypted secret message (ciphertext) to gain as
much information as possible about the original message.53

 ﺗﺤﻠﯿﻞ اﻟﺸﻔﺮاتCryptanalyse

Crypto-Assets

A type of private digital asset that depends primarily on
cryptography and distributed ledger or similar technology as
part of their perceived or inherent value. 5

 اﻷﺻﻮل اﻟ ُﻤﺸﻔﺮةCrypto-Actifs
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 اﻟﻘﯿﺎﺳﺎت اﻟﺤﯿﻮﯾﺔBiométrie

Biometrics

qualité commerciale
consommateur

 أﺻﻞ ﻣﺸﻔﺮ أو أﺻﻞCrypto Actif ou Jeton
ﺑﺎﺳﺘﺨﺪام اﻟﺘﺮﻣﯿﺰ

Crypto Asset or Tokenized
Asset

A digital representation of value, rights and obligations that
are created, stored and transferred electronically, using
distributed ledger technology (DLT) or similar technology.56

Crypto-Asset ‘coin versus
token’

One distinctions between a coin and token is that a coin is
issued on the crypto-asset developer’s platform (e.g. bitcoin
on Bitcoin blockchain, ether on the Ethereum blockchain),
waves on Waves, ripple on XRP whereas a token can be
issued on other platform (e.g. Gemini dollar, Filecoin and
Documo issued on the Ethereum blockchain).
Another distinction is that coins refer to bitcoin and alt-coins,
which were issued originally with a main purpose to serve as
“currency,” that is, with money and payments-related
functions. Tokens have more functions than coins, for
example, permitting the coin holders to participate in the
service provided or the returns offered by the token issuer. 89

Crypto-asset platform
developer

Crypto-assets developers on own platform (e.g. Bitcoin,
Ethereum).89

َ  ﻣDéveloppeur de
ﻄﻮر ﻣﻨﺼﺔ اﻷﺻﻮل
 اﻟﻤﺸﻔﺮةplateforme de crypto-

Crypto-asset trading
platform

Any trading platform where Crypto-Assets can be bought and
sold, regardless of legal status. 27

 ﻣﻨﺼﺔ ﺗﺪاول اﻷﺻﻮلPlateforme de Trading
 اﻟﻤﺸﻔﺮةde Crypto-Actifs

 اﻷﺻﻮل اﻟﻤﺸﻔﺮةCrypto-actif « pièce
 "اﻟﻌﻤﻼت ﻣﻘﺎﺑﻞ اﻟﺮﻣﻮزcontre jeton »
"اﻟﻤﺸﻔﺮة

actifs

Platesforme de
Négociation de CryptoActifs
Crypto-Asset Coin Versus
Token
Crypto-Currencies

The difference between a coin and token is that a coin is
issued on the crypto-asset developer’s platform (e.g. Bitcoin,
Ethereum) whereas a token can be issued on other platform.23
A crypto asset used exclusively/primarily for payments.

 ﻋﻤﻠﺔ اﻷﺻﻮل اﻟﻤﺸﻔﺮةMonnaie de Crypto ﻣﻘﺎﺑﻞ اﻟﺮﻣﺰActif contre Jeton
 اﻟﻌﻤﻼت اﻟ ُﻤﺸﻔﺮةCryptomonnaies
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CryptoAsset Custody
Cryptocurrency Exchange

Cryptography

Refers to the secure storage of cryptographic keys that are
required to unlock and move funds.8
A cryptocurrency exchange is any system that operates on the
basis of trading cryptocurrencies with other assets. Like a
traditional financial exchange, the cryptocurrency exchange's
core operation is to allow for the buying and selling of these
digital assets, as well as others. A cryptocurrency exchange
is also known as a digital currency exchange (DCE). 10
the conversion of data into private code using encryption
algorithms, typically for transmission over a public network.
5

 اﻟﺘﺸﻔﯿﺮCryptographie
Chiffrement
 ﺧﻮارزﻣﯿﺔ اﻟﺘﺸﻔﯿﺮAlgorithmes
cryptographiques

Cryptographic algorithm

An algorithm used to perform cryptographic functions such
as encryption, integrity, authentication, digital signatures or
key establishment.55

Cryptographic agility (or
crypto agility)

The property that permits changing or upgrading
cryptographic algorithms or parameters. While not specific
to quantum computing, crypto agility would make defense
against quantum computers easier by allowing substitution of
today’s quantum-vulnerable public-key algorithms with
quantum resistant algorithms. 53

Cryptographic Application
Programming Interface
(CAPI) or CryptoAPI

The Microsoft cryptographic application programming  واﺟﮭﺔ ﺑﺮﻣﺠﺔ ﺗﻄﺒﯿﻘﺎتCrypto API
interface (API). An API that enables application developers
اﻟﺘﺸﻔﯿﺮ
to add authentication, encoding, and encryption to WindowsInterface de
based applications.54
programmation
d'applications
cryptographiques
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Crypto-Monnaies
 ﺣﻔﻆ اﻷﺻﻮل اﻟﻤﺸﻔﺮةDépositaires des
Crypto-Actifs
 ﺗﺒﺎدل اﻟﻌﻤﻼت اﻟﻤﺸﻔﺮةÉchange de Cryptomonnaie

 ﺳﺮﻋﺔ اﻟﺘﺸﻔﯿﺮAgilité cryptographique
crypto-agile

Cryptographic equipment

A generic term for Commercial Grade Cryptographic
Equipment and High Assurance Cryptographic Equipment.55

Cryptographic Hash
Function

A function that returns a unique fixed-length string. The
returned string is unique for every unique input. Used to
create a "digital ID" or "digital thumbprint" of an input string.

 ﻣﻌﺪات اﻟﺘﺸﻔﯿﺮÉquipement

cryptographique

 وظﯿﻔﺔ ﺗﺠﺰﺋﺔ اﻟﺘﺸﻔﯿﺮFonction de Hachage
Cryptographique

9

 ﺑﺮوﺗﻮﻛﻮل اﻟﺘﺸﻔﯿﺮProtocole

Cryptographic protocol

An agreed standard for secure communication between two
or more entities to provide confidentiality, integrity,
authentication and non-repudiation of information. 55

Cryptographic Service
Provider (CSP)

A software module that implements cryptographic functions
for calling applications that generates digital signatures.
Multiple CSPs may be installed. A CSP is identified by a
name represented by a NULL-terminated Unicode string.54

Cryptographic software

Software designed to perform cryptographic functions. 55

Cryptographic system

A related set of hardware or software used for cryptographic
communication, processing or storage, and the
administrative framework in which it operates. 55

 ﻧﻈﺎم اﻟﺘﺸﻔﯿﺮSystème

Crypto liabilities

“crypto-liabilities” are defines as obligations that arise from
the issuance of crypto-assets that create a present obligation
for the issuing entity to transfer or grant access to an
economic resource in digital or non-digital form. 89

 اﻻﻟﺘﺰاﻣﺎت اﻟﻤﺸﻔﺮةCrypto-passifs

Cryptology

The mathematical science that deals with cryptoanalysis and
cryptography.61

cryptographique

 ﻣﺰود ﺧﺪﻣﺔ اﻟﺘﺸﻔﯿﺮFournisseur de services

cryptographiques (CSP)

 ﺑﺮﻧﺎﻣﺞ اﻟﺘﺸﻔﯿﺮLogiciel de

cryptographie
cryptographique

 ﻋﻠﻢ اﻟﺘﺸﻔﯿﺮCryptologie
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Crypto-Token

Crypto-tokens represent a particular fungible and tradable
asset or a utility that is often found on a blockchain. 10

Digital Token

Any digital representation of an interest, which may be of
value, a right to receive a benefit or perform specified
functions or may not have a specified purpose or use.14

Digital Wallet Provider

A firm that offers storage services to investors in crypto
assets. These may be connected online (‘hot’ storage) or kept
offline (‘cold’ storage). 14
Venues enabling users to buy and sell cryptoassets for other
assets. They serve as the on-off ramps to the cryptoasset
ecosystem.8
In computer security, a 64-bit block cipher that uses a 64-bit
key, of which 56 bits are used to control the cryptographic
process and 8 bits are used for parity checking to ensure that
the key is transmitted properly.57

Cryptoasset Exchanges
Data Encryption Algorithm

 رﻣﺰ رﻗﻤﻲJeton Numérique

 ﻣﺰود اﻟﺤﺎﻓﻈﺔ اﻟﺮﻗﻤﯿﺔFournisseur de

Portefeuille Numérique

 ﺗﺒﺎدل اﻷﺻﻮل اﻟﻤﺸﻔﺮةEchanges de CryptoActifs

 ﺧﻮارزﻣﯿﺔ ﺗﺸﻔﯿﺮ اﻟﺒﯿﺎﻧﺎتAlgorithme de

chiffrement des données

 ﻣﻌﯿﺎر ﺗﺸﻔﯿﺮ اﻟﺒﯿﺎﻧﺎتNorme de cryptage des

Data Encryption Standard
(DES)

A specification for encryption of computer data that uses a
56-bit key developed by IBM and adopted by the U.S.
government as a standard in 1976.54

Deep Cold Storage

A type of cold storage where not only Bitcoins are stored
offline, but also the system that holds the Bitcoins is never
online or connected to any kind of network. 58

 اﻟﺘﺨﺰﯾﻦ اﻟﺒﺎرد اﻟﻌﻤﯿﻖStockage profond à

Denial-of-Service Attack

An attempt by an adversary to prevent legitimate access to
online services (typically a website), for example, by
consuming the amount of available bandwidth or the
processing capacity of the server hosting the online service.55
A public key algorithm for digital signature generation and
verification used with the Digital Signature Standard.57

 ھﺠﻮم ﻗﻄﻊ اﻟﺨﺪﻣﺔAttaque par déni de

Digital Signature Algorithm
(DSA)

58
58

 رﻣﺰ اﻟﺘﺸﻔﯿﺮJeton Cryptographique

données (DES)

froid

service

 ﺧﻮارزﻣﯿﺔ اﻟﺘﻮﻗﯿﻊ اﻟﺮﻗﻤﻲAlgorithme de signature
numérique (DSA)

Digital Signature Standard
(DSS)

A standard describing the use of algorithms for digital
signature purposes. One of the algorithms specified is DSA
(Digital Signature Algorithm). 57

 ﻣﻌﯿﺎر اﻟﺘﻮﻗﯿﻊ اﻟﺮﻗﻤﻲNorme de signature

Digital Wallets

A software application or other tool which is used to control,
safeguard or manage public and private cryptographic keys
(or their equivalent) associated with Security Tokens. 56

 ﺣﻮاﻓﻆ رﻗﻤﯿﺔPortefeuilles

Digital assets

anything that exists in a binary format and comes with the
right to use, and more typically consisting of a data structure
intended to describe attributes and rights associated with
some entitlement.58

 اﻷﺻﻮل اﻟﺮﻗﻤﯿﺔActifs numériques

Digital collectibles

Digital assets that are collected by hobbyists and others for
entertainment, and which are often not fungible (e.g., Crypto
Kitties) (see Tokens, non-fungible).58

 اﻟﻤﻘﺘﻨﯿﺎت اﻟﺮﻗﻤﯿﺔObjets de collection

Digital currency

A type of currency available only in digital form, which can
be fiat currency or virtual currency that acts as a substitute
for fiat currency. 58

Digital currency exchange

A business that allows customers to trade cryptocurrencies or
digital currencies for other assets, such as conventional fiat
money, or one type of cryptocurrency for another type of
cryptocurrency. 58

Digital/electronic wallet

An electronic device or software that allows an individual to
securely store private keys and broadcast transactions across
a peer-to-peer network, which can be hosted (e.g., Coinbase)
or user managed (e.g., MyEtherWallet). 58

numérique (DSS)

numériques

numériques

 اﻟﻌﻤﻠﺔ اﻟﺮﻗﻤﯿﺔMonnaie numérique

 ﺻﺮف اﻟﻌﻤﻼت اﻟﺮﻗﻤﯿﺔÉchange de devises
numériques

 إﻟﻜﺘﺮوﻧﯿﺔ/  ﺣﺎﻓﻈﺔ رﻗﻤﯿﺔPortefeuille numérique /
électronique
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A form of access control technology to protect and manage
use of digital content or devices in accordance with the
content or device provider’s intentions. 61

Distributed consensus

the agreed consensus, protocol or procedures for verification,
confirmation and updating data stored on a DLT application
by its participants.56

Distributed Denial of Service

A denial of service technique that uses numerous systems to
perform the attack simultaneously. 61

Distinguished Encoding
Rules (DER)

A method for encoding a data object based on Basic  ﻗﻮاﻋﺪ اﻟﺘﺮﻣﯿﺰ اﻟﻤﺘﻤﯿﺰةRègles de codage
Encoding Rules (BER) encoding but with additional
(DER) distinguées (DER)
constraints. DER is used to encode X.509 certificates that
need to be digitally signed or to have their signatures
verified.54

Dynamic Attack Surface

The automated, on-the-fly changes of an information
system’s characteristics to thwart actions of an adversary. 61

ERC20

Ethereum’s token standard for fungible tokens which is used
by most token projects deployed on Ethereum. 88

Electronic Codebook (ECB)

A block cipher mode that does not use feedback and encrypts
each block individually. Blocks of identical plaintext, either
in the same message or in a different message that is
encrypted with the same key, are transformed into identical
ciphertext blocks. Initialization vectors cannot be used.54

Electronic codebook (ECB)
operation

numériques

 اﻹﺟﻤﺎع اﻟﻤﻮزعConsensus distribué

 رﻓﺾ اﻟﺨﺪﻣﺔ اﻟﻤﻮزﻋﺔDéni de service
distribué

 ﺳﻄﺢ ھﺠﻮم دﯾﻨﺎﻣﯿﻜﻲSurface d'attaque
dynamique

 ﻣﻌﯿﺎر اﻟﺮﻣﺰ اﻟﻤﻤﯿﺰERC20
ﻷﯾﺜﺮﯾﻮم
 ﺳﺠﻞ اﻟﺘﺮﻣﯿﺰ اﻻﻟﻜﺘﺮوﻧﻲLivre de codes

A mode of operation used with block cipher cryptographic اﻟﺘﺮﻣﯿﺰ
algorithms in which plaintext or ciphertext is placed in the
input to the algorithm and the result is contained in the output
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 إدارة اﻟﺤﻘﻮق اﻟﺮﻗﻤﯿﺔGestion des droits

Digital Rights Management

électronique

Electronic Codebook
(ECB)

 ﺗﺸﻐﯿﻞ ﺳﺠﻞFonctionnement du
 اﻹﻟﻜﺘﺮوﻧﻲlivre de codes
électronique

of the algorithm. A mode of encryption using the data
encryption algorithm, in which each block of data is
enciphered or deciphered without an initial chaining vector.
It is used for key management functions and the encode and
decode callable services. 57
Electronic Funds Transfer
System (EFTS)

A computerized payment and withdrawal system used to  ﻧﻈﺎم ﺗﺤﻮﯾﻞ اﻷﻣﻮالSystème de transfert
transfer funds from one account to another and to obtain
(EFTS)  اﻹﻟﻜﺘﺮوﻧﻲélectronique de fonds
57
related financial data.
(EFTS)

Encipher

To scramble data or to convert data to a secret code that
masks the meaning of the data to any unauthorized recipient.
Synonymous with encrypt. Contrast with decipher. 57

Enciphered data

Data whose meaning is concealed from unauthorized users or
observers. 57

Encode

To convert data by the use of a code in such a manner that
reconversion to the original form is possible.
In computer security, to convert plaintext into an
unintelligible form by means of a code system. In ICSF, to
encipher data by use of a clear key. 57

Encryption Key

One of the input parameters to an encryption algorithm.
Generally speaking, an encryption algorithm takes as input a
clear-text message and a key, and results in a cipher-text
message. The corresponding decryption algorithm takes a
cipher-text message, and the key, and results in the original
clear-text message.54

Exportable form

A condition a key is in when enciphered under an exporter
key-encrypting key. In this form, a key can be sent outside

 ﻣﺸﻔﺮ ﺗﺤﻮﯾﻞEncipher

 ﻣﻌﻄﯿﺎت اﻟﺘﺸﻔﯿﺮDonnées chiffrées
 اﻟﺘﺸﻔﯿﺮEncoder

 ﻣﻔﺘﺎح اﻟﺘﺸﻔﯿﺮClé de cryptage

 ﻧﻤﻮذج ﻗﺎﺑﻞ ﻟﻠﺘﺼﺪﯾﺮFormulaire exportable
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the system to another system. A key in exportable form
cannot be used in a cryptographic function. 57
Exfiltration

The unauthorized transfer of information
information system. 61

Exporter key-encrypting key

A key used to protect keys sent to another system. A type of
transport key. 57

 اﻟﺘﺴﻠﻞExfiltration
-  ﻣﻔﺘﺎح ﺗﺸﻔﯿﺮClé de chiffrement
 ﻣﻔﺘﺎح اﻟﻤﺼﺪرClé de l'exportateur
 ﺣﺎﻓﻈﺔ اﻷﺟﮭﺰةPortefeuille matériel

Hardware wallet

An electronic device capable of running software necessary
to store private keys in a secure, encrypted state and structure
transactions capable of being broadcast on one or more
blockchain networks. Two popular examples are Ledger and
Trezor. 58

Hash-based Message
Authentication Code
(HMAC)

A mechanism for message authentication using  رﻣﺰ ﻣﺼﺎدﻗﺔ اﻟﺮﺳﺎﺋﻞCode d'authentification
cryptographic hash functions. HMAC can be used with any
 اﻟﻤﺴﺘﻨﺪة إﻟﻰ اﻟﺘﺠﺰﺋﺔde message basé sur le
iterative cryptographic hash function in combination with a
hachage
secret shared key. The cryptographic strength of HMAC
depends on the properties of the underlying hash function.54

Hash-based Message
Authentication Code
Algorithms

A cryptographic construction that can be used to compute  ﺧﻮارزﻣﯿﺎت رﻣﺰ ﻣﺼﺎدﻗﺔAlgorithmes de code
Message Authentication Codes using a hash function and a  اﻟﺮﺳﺎﺋﻞ اﻟﻤﺴﺘﻨﺪة إﻟﻰd'authentification de
secret key. 55
 اﻟﺘﺠﺰﺋﺔmessage basés sur le
hachage

Hash Rate

The measuring unit of the processing power on a Proof-ofWork blockchain. Hash rates give an indication of how many
hashes the entire network (or a single node) is performing per
second.88
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from an

 ﻣﻌﺪل اﻟﺘﺠﺰﺋﺔ ﻓﻲ اﻟﺘﺸﻔﯿﺮTaux de hachage

 إدارة ﺣﻘﻮق اﻟﻤﻌﻠﻮﻣﺎتGestion des droits

Information Rights
Management (IRM)

A technology that provides persistent protection to digital
data by using encryption, certificates, and authentication.
Authorized recipients or users acquire a license to gain access
to the protected files according to the rights or business rules
that are set by the content owner. 54

Intrusion Detection System

An automated system used to identify an infringement of
security policy. IDS can be host-based or network-based.55

Fungible Token

These tokens are divisible and uniform, because they don’t  رﻣﺰ ﻗﺎﺑﻞ ﻟﻼﺳﺘﺒﺪال أوJeton Interchangeable
have any specific information associated to them that would
اﻟﺘﺒﺎدل
make them unique. All fungible tokens from the same
blockchain are interchangeable.30

Keying material

Cryptographic keys generated or used by cryptographic
equipment or software. 55

 ﻣﻮاد ﻣﻔﺘﺎح اﻟﺘﺸﻔﯿﺮMatériel de clé

Key management

The use and management of cryptographic keys and
associated hardware and software. It includes their
generation, registration, distribution, installation, usage,
protection, storage, access, recovery and destruction. 55

 ادارة ﻣﻔﺎﺗﯿﺢ اﻟﺘﺸﻔﯿﺮGestion des clés

Light Client

A node that interfaces with the network through a full node.
Light clients do not verify all blocks of transactions on the
blockchain themselves, but instead only verify a subset of
information (block headers) provided by the full node
through which they are connecting with the network. 88

 اﻟﻌﻤﯿﻞ اﻟﺨﻔﯿﻒClient léger

Liquid Staking

Protocols that issue on-chain representations of staked assets
in a decentralized network. Through tokenization, liquid
staking protocols allow users to get liquidity on staked assets
and enable the usage of staked assets as collateral in

relatifs à l'information

 ﻧﻈﺎم ﻛﺸﻒ اﻟﺘﺴﻠﻞSystème de détection
d'intrusion

 ﺗﺴﯿﯿﻞ اﻟﺤﺼﺺJalonnement liquide
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(decentralized) financial applications. Other terms that are
often used to describe liquid staking protocols are staking
derivatives and programmable staking. 88
The process by which transactions are verified and added to
the public ledger known as the blockchain, which is often the
means through which new units of a virtual currency are
created (e.g., Bitcoin). 58

Mining Pool

An organized collective of miners in a Proof-of-Work
network who bundle their hashing rate to increase the
likelihood of becoming the proposer of a block and earning
the rewards.88

Multi-Party Computation
(MPC)

A subfield of cryptography with the goal of creating methods  اﻟﺤﻮﺳﺒﺔ ﻣﺘﻌﺪدة اﻷطﺮافCalcul multipartite
for parties to jointly compute a function over their inputs
(MPC) (MPC)
88
while keeping those inputs private.

Nakamoto Consensus

The consensus protocol used by Proof-of-Work blockchains
like Bitcoin abiding by the longest chain rule, which states
that the blockchain with the most work behind it, as measured
by the collective hash rate, is the one that nodes in the
network will follow. 88

Native Liquid Staking
Non-Custodial

crypto-monnaie

 ﺗﺠﻤﻊ اﻟﺘﻌﺪﯾﻦPool de Minage

 إﺟﻤﺎع ﻧﺎﻛﺎﻣﻮﺗﻮConsensus de
Nakamoto

Tokenized stake is issued as part of the core staking protocol.

 ﺗﺴﯿﯿﻞ اﻟﺤﺼﺺ اﻷﺻﻠﯿﺔJalonnement de liquide

Describes protocols in which users remain in control of the
private keys associated with their cryptoassets. 88

 ﻏﯿﺮ اﺣﺘﺠﺎزيNon-Custodial

88
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 اﻟﻌﻤﻼت اﻟﻤﺸﻔﺮة، اﻟﺘﻌﺪﯾﻦExploitation minière,

Mining, cryptocurrency

natif

Non-Fungible Token

These tokens are not interchangeable within the same  رﻣﺰ ﻗﺎﺑﻞ ﻟﻼﺳﺘﺒﺪال أوJeton Nonblockchain. They are unique and non-divisible, which
 اﻟﺘﺒﺎدلInterchangeable
30
enables the transfer of information and value.

Non-Native Liquid Staking

A secondary protocol, e.g. in the form of smart contracts, or ﻏﯿﺮ
on a different blockchain or platform is issuing
representations of tokenized stake. 88

Passive Attack

An actual assault perpetrated by an intentional threat source
that attempts to learn or make use of information from a
system, but does not attempt to alter the system, its resources,
its data, or its operations. 61

 ھﺠﻮم ﺳﻠﺒﻲAttaque passive

Penetration Testing

An evaluation methodology whereby assessors search for
vulnerabilities and attempt to circumvent the security
features of a network and/or information system. 61

 اﺧﺘﺒﺎر اﻻﺧﺘﺮاقTests de pénétration

Permissioned network

A blockchain in which the network owner(s) decides who can
join the network and issue credentials necessary to access the
network. 58

Platform or protocol coins

The native virtual currencies transferable on a blockchain  ﻋﻤﻼت اﻟﻨﻈﺎم اﻷﺳﺎﺳﻲ أوPlate-forme ou
network, which exist as a function of the protocol’s code
 اﻟﺒﺮوﺗﻮﻛﻮلprotocole des pièces de
base. 58
monnaie

Public Key Infrastructure
(PKI)

A public key infrastructure (PKI) supports the distribution  اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻟﻠﻤﻔﺘﺎح اﻟﻌﺎمInfrastructure à Clé
and identification of public encryption keys, enabling users
Publique (ICP)
and computers to both securely exchange data over networks
such as the Internet and verify the identity of the other party.
Without PKI, sensitive information can still be encrypted
(ensuring confidentiality) and exchanged, but there would be

اﻟﺤﺼﺺ

 ﺗﺴﯿﯿﻞJalonnement liquide
 اﻷﺻﻠﯿﺔnon natif

 اﻟﺸﺒﻜﺔ اﻟﻤﺼﺮح ﺑﮭﺎRéseau permissioned

65
65

no assurance of the identity (authentication) of the other
party.21
Quantum annealing

A process for finding the global minimum of a given
objective function over a given set of candidate solutions
(candidate states), by a process using quantum fluctuations.
It finds an absolute minimum size/length/cost/distance from
within a possibly very large, but nonetheless finite set of
possible solutions using quantum fluctuation-based
computation instead of classical computation.53

 اﻻﺣﺼﺎءات اﻟﻜﻤﯿﺔRecuit quantique

Quantum computing

The use of a non-classical model of computation. Whereas
traditional models of computing such as the Turing machine
or Lambda calculus rely on classical representations of
computational memory, a quantum computation could
transform the memory into a quantum superposition of
possible classical states.53

 اﻟﺤﻮﺳﺒﺔ اﻟﻜﻤﯿﺔL'informatique

Quantum computer

A device that could perform such computation.53

Quantum entanglement

A label for the observed physical phenomenon that occurs
when a pair or group of particles is generated, interact, or
share spatial proximity in a way such that the quantum state
of each particle of the pair or group cannot be described
independently
of
the
state
of
the
others, even when the particles are separated by a large
distance.53

Quantum gate

A basic quantum circuit operating on a small number of
qubits. They are the building blocks of quantum circuits, like
classical logic gates are for conventional digital circuits.53
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quantique

 ﺣﺎﺳﻮب اﻟﻜﻢUn ordinateur
quantique

 اﻟﺘﺸﺎﺑﻚ اﻟﻜﻤﻲIntrication quantique

 ﺑﻮاﺑﺔ اﻟﻜﻢPorte quantique

 ﻣﻔﺘﺎح اﻟﺘﻮزﯾﻊ اﻟﻜﻤﻲDistribution de clé

Quantum key distribution
(QKD)

A secure communication method that implements a
cryptographic protocol involving components of quantum
mechanics. It enables two parties to produce a shared random
secret key known only to them, which can then be used to
encrypt and decrypt messages.53

Security Token

A token intended to confer rights typically associated with a
security (e.g., stock or bond), and hence, are generally treated
as such by regulators. 58

Slashing

Destruction or retraction of cryptoassets pledged as collateral
in the staking process. Proof-of-Stake protocols employ
differing slashing conditions and parameters depending on
what kind of behavior they seek to discourage. Examples
include slashing for downtime (usually low amounts) or
slashing for double signing (i.e. signing two blocks at the
same height, which could be seen as an attack on the
network).88

 اﻟﻘﻄﻊSlashing

Session Key

A session key is an encryption and decryption key that is
randomly generated to ensure the security of a
communication session between a user and another computer
or between two computers. 21

 ﻣﻔﺘﺎح اﻟﺠﻠﺴﺔClé de Session

Stablecoin

Cryptoassets designed to maintain price stability, either in
relation to a pegged asset or a basket of goods (“purchasing
power”).8

 ﻋﻤﻠﺔ ﻣﺴﺘﻘﺮةStablecoin

Staking Position

Refers to tokens associated with a blockchain account that
are staking on the network.88

quantique

 رﻣﺰ اﻷﻣﺎنJeton de sécurité

 وظﯿﻔﺔ ﺣﻔﻆ اﻷﺻﻮلPosition de jalonnement
اﻟﻤﺸﻔﺮة
Position de Staking
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Staking

Staking Rewards

Staking refers to locking up cryptoassets to participate in the
selection mechanism for network roles (e.g. consensus nodes
(“Validators”) in Proof-of-Stake). Participation in staking is
incentivized by redistributing collected transaction fees
and/or newly issued tokens to those staking (“Staking
Rewards”). Staked assets are kept as collateral that in some
protocols can be retracted should malicious behavior be
detected (“Slashing”). 88
Earnings participants in a Proof-of-Stake network
(“Stakers”) receive in return for putting up their tokens as
collateral. Rewards consist of transaction fees and/or newly
issued tokens which are distributed to incentivize
participation in the network.88

Staking

 ﻣﻜﺎﻓﺂت ﺗﺄﻣﯿﻦ اﻷﺻﻮلRécompenses de
 اﻟﻤﺸﻔﺮةjalonnement
Récompenses de staking

Ricardian contracts

A Ricardian Contract is a document that outlines the
intentions and the actions that will be undertaken. The
Ricardian Contract is the best effort to record the agreement,
smart contract is the execution of said agreement. In addition
to crypto assets, some blockchain platforms also support
smart contracts. The most prominent smart contract is
Ethereum.89

 اﻟﻌﻘﻮد اﻟﺮﯾﻜﺎردﯾﺔContrats ricardiens

Threshold Signatures

A distributed multi-party computation protocol that includes
distributed key generation, signing, and verification
algorithms. 88

 ﺗﻮﻗﯿﻌﺎت اﻟﻌﺘﺒﺔSignatures de seuil

Unbonding Premium

The economic cost associated with the unbonding period
taking into account opportunity costs, capital costs of
hedging risks associated with the volatility of the underlying

 ﻗﺴﻂ ﻏﯿﺮ ﻣﻠﺰمPrime de déliaison
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 ﺗﺄﻣﯿﻦ اﻷﺻﻮل اﻟﻤﺸﻔﺮةJalonnement

asset, and the inability to instantly liquidate assets when
trying to exit a staking position. 88
Unicode

A character encoding standard developed by the Unicode
Consortium that represents almost all of the written
languages of the world. The Unicode standard provides three
forms and seven schemes.54

Validator

Consensus nodes in a Proof-of-Stake network. The physical
machines participating in the consensus process by running
the protocol software and proposing blocks and verifying
transactions are called validators. Validators are identified by
private keys and backed by collateral in the form of the
protocol’s native cryptoasset, e.g. XTZ in Tezos. We
distinguish between validator operators or entities, i.e. the
individual or company operating the nodes and the nodes
themselves.88

XOR obfuscation

A type of file encryption that helps protect private data by
using an exclusive or bitwise operation. This is done by
adding a mathematical expression that prevents a simple
reverse-engineering process.54

( ﯾﻮﻧﯿﻜﻮد )اﻟﺘﺮﻣﯿﺰ اﻟﻤﻮﺣﺪUnicode

 ﻣﺪﻗﻖ إﺛﺒﺎت اﻟﺤﺼﺔValidateur

 اﻟﺘﻌﺘﯿﻢXOR obfuscation
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Cyber Security

أﻣﻦ اﻟﻔﻀﺎء اﻻﻟﻜﺘﺮوﻧﻲ
Definition

Actionable intelligence

Information that can be acted upon to address, prevent or
mitigate a cyber threat. 2

Advanced Persistent Threat
(APT)

A cyber attacker or adversary that possesses sophisticated
technical capabilities, expertise and resources which allow it
to employ a range of tactics, techniques and procedures (e.g.,
cyber, physical, deception, etc.) to carry out an attack against
a targeted victim. 59

Agency governance
framework

The management structure used by the agency. Cyber
security management will be embedded within the overall
governance framework.
Governance may be further described as: the decisionmaking processes that define expectations, grant power, or
verify performance. It consists either of a separate process or
of a specific part of management or leadership processes.60

 إطﺎر ﺣﻮﻛﻤﺔ اﻟﻮﻛﺎﻟﺔCadre de gouvernance

Authorization

The process for approving or permitting an individual,
application, and/or system to do something. 59

 ﺗﻔﻮﯾﺾAutorisation

Business Impact Analysis
(BIA)

A quantitative analysis that distinguishes critical and noncritical organizational controls, functions, processes and
activities and prioritizes their impact as a result of a

 ﺗﺤﻠﯿﻞ أﺛﺮ اﻷﻋﻤﺎلAnalyse d’impact sur

Access Control

The discipline, technology, process and/or control for
limiting access to an organization’s applications, systems,
platforms, critical assets, and facilities to authorized entities
(e.g., authorized personnel, workflows, and/or data
exchanges).59
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 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﺻﻼﺣﯿﺔ اﻟﺪﺧﻮلContrôle d'accès

Terms

 اﻟﺬﻛﺎء اﻟﻌﻤﻠﻲIntelligence Exploitable
 اﻟﺘﮭﺪﯾﺪ اﻟﻤﺴﺘﻤﺮ اﻟﻤﺘﻘﺪمMenace persistante
avancée

de l'agence

les affaires

compromise or loss of an application, system or platform.
Asset criticality and/or sensitivities are then qualitatively
and/or quantitatively assessed and the acceptability of the
identified risk, including recovery costs, is then determined.
59

Cyber

Refers to the interconnected information infrastructure of
interactions among persons, processes, data, and information
and communications technologies, along with the
environment and conditions that influence those interactions.

 اﻟﻔﻀﺎء اﻹﻟﻜﺘﺮوﻧﻲCyber

2

 ھﺠﻮم إﻟﻜﺘﺮوﻧﻲCyberattaque

Cyber Attack

The use of an exploit by an adversary to take advantage of a
weakness(es) with the intent of achieving an adverse effect
on the ICT environment. 2

Cyber Ecosystem

The interconnected information infrastructure of an  ﻧﻈﺎم ﺑﯿﺌﺔ أﻣﻦ اﻟﻔﻀﺎءCyberécosystème
organization’s enterprise that facilitates electronic data
اﻻﻟﻜﺘﺮوﻧﻲ
exchange, communication and interactions among
authorized users, applications, systems, platforms, and
processes.59

Cyber Event

An observable occurrence in an information system or
network. 2

 ﺣﺪث إﻟﻜﺘﺮوﻧﻲÉvénement de Cyber
Cyber Evénement
 ﺗﻤﺮﯾﻦ إﻟﻜﺘﺮوﻧﻲCyber-exercice

Cyber Exercise

A planned event during which an organization simulates a
cyber disruption to develop or test capabilities such as
preventing, detecting, mitigating, responding to or
recovering from the disruption. 61

Cyber Governance

Arrangements an organisation puts in place to establish,  ﺣﻮﻛﻤﺔ اﻟﻔﻀﺎء اﻻﻟﻜﺘﺮوﻧﻲCybergouvernance
implement and review its approach to managing cyber risks.
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cyber maturity model A mechanism to have cyber resilience
controls, methods and processes assessed according to
management best practice, against a clear set of external
benchmarks. 2
Cyber Infrastructure

The information and communications systems and services  اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻷﻣﻦ اﻟﻔﻀﺎءCyberinfrastructure
composed of all hardware and software that process, store,
اﻹﻟﻜﺘﺮوﻧﻲ
and communicate information, or any combination of all of
these elements.
▪▪ Processing includes the creation, access, modification, and
destruction of information.
▪▪ Storage includes paper, magnetic, electronic, and all other
media types.
▪▪ Communications include sharing and distribution of
information. 61

Cyber Maturity Model

A mechanism to have cyber resilience controls, methods and
processes assessed according to management best practice,
against a clear set of external benchmarks. 2

Cyber Resilience

A Financial Market Infrastructure’s ability to anticipate,
withstand, contain and rapidly recover from a cyber-attack. 2

Cyber Resilience Framework Consists of the policies, procedures and controls a Financial
Market Infrastructure has established to identify, protect,
detect, respond to and recover from the plausible sources of
cyber risks it faces. 2
Cyber Resilience Strategy

A Financial Market Infrastructure’s high-level principles and
medium-term plans to achieve its objective of managing
cyber risks. 2
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 ﻧﻤﻮذج ﻧﻀﺞ اﻟﻔﻀﺎءModèle de Cyber
 اﻻﻟﻜﺘﺮوﻧﻲMaturité
 ﻣﺘﺎﻧﺔ اﻷﻣﻦ اﻻﻟﻜﺘﺮوﻧﻲCyberrésilience
Cyber-résilience
 إطﺎر ﻣﺘﺎﻧﺔ اﻷﻣﻦCadre de
 اﻻﻟﻜﺘﺮوﻧﻲCyberrésilience

 اﺳﺘﺮاﺗﯿﺠﯿﺔ ﻣﺘﺎﻧﺔ اﻷﻣﻦStratégie de
 اﻻﻟﻜﺘﺮوﻧﻲCyberrésilience

The combination of the probability of an event occurring
within the realm of an organization's information assets,
computer and communication resources and the
consequences of that event for an organisation. 2

 ﻣﺨﺎطﺮ اﻷﻣﻦ اﻻﻟﻜﺘﺮوﻧﻲCyberrisques

Cyber Risk Management

The process used by a Financial Market Infrastructure to
establish an enterprise-wide framework to manage the
likelihood of a cyber-attack and develop strategies to
mitigate, respond to, learn from and coordinate its response
to the impact of a cyber-attack.
The management of a Financial Market Infrastructure's cyber
risk should support the business processes and be integrated
in the Financial Market Infrastructure’s overall risk
management framework. 2

 إدارة ﻣﺨﺎطﺮ اﻷﻣﻦGestion des
 اﻻﻟﻜﺘﺮوﻧﻲCyberrisques

Cyber risk profile

The cyber risk actually assumed, measured at a given point
in time. 2

 ﺑﯿﺎن ﻣﺨﺎطﺮ اﻷﻣﻦProfil de Cyberrisques
اﻻﻟﻜﺘﺮوﻧﻲ

Cyber risk tolerance

The propensity to incur cyber risk, being the level of cyber
risk that Financial Market Infrastructure intends to assume in
pursuing its strategic objectives. 2

Cyber Security

The protection of information assets by addressing threats to
information processed, stored, and transported by
internetworked information systems.33

Cyber Security architecture

Describes the structure, components and topology
(connections and layout) of security controls within an
enterprise's IT infrastructure Scope Note: The security
architecture shows how defense-in-depth is implemented and
how layers of control are linked and is essential to designing

Cyber Risk

Cyber-risques

 ﺗﺤﻤﻞ ﻣﺨﺎطﺮ اﻷﻣﻦTolérance au Cyber اﻻﻟﻜﺘﺮوﻧﻲrisque
 أﻣﻦ اﻟﻔﻀﺎء اﻻﻟﻜﺘﺮوﻧﻲCybersécurité

 ھﻨﺪﺳﺔ أﻣﻦ اﻟﻔﻀﺎءArchitecture de
 اﻹﻟﻜﺘﺮوﻧﻲcybersécurité
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and implementing security controls in any complex
environment.32
Cyber Security Incident

An occurrence or activity of a system, service or network
state indicating a possible breach of protective security policy
or failure of safeguards, or a previously unknown situation
that may be security relevant. Examples include:
• Receiving suspicious or seemingly targeted emails with
attachments or links.
• Any compromise or corruption of information.
• Unauthorised access or intrusion into an identity service.
• Data spill.
• Intentional or accidental introduction of viruses to a
network.
• Denial of service attacks.
• Suspicious or unauthorised network activity.18

Cyber Security Plan

A document that identifies and defines the cyber security
requirements and associated controls necessary for meeting
those requirements. 59

Cyber Security Policy

A set of principles, measures, and conditions that have been
defined to support cyber security capabilities and planning
across an organization. 59

Cyber security program
funding model

It is expected that there will be capital expenditure (CAPEX)
during implementation of cyber security tasks and ongoing
operational expenditure (OPEX) for ongoing maintenance
and support. 60

Cyberspace

The interdependent network of information technology
infrastructures,
that
includes
the
Internet,
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 ﺣﺪث اﻷﻣﻦ اﻻﻟﻜﺘﺮوﻧﻲUn Incident de
Cybersécurité

 ﺧﻄﺔ أﻣﻦ اﻟﻔﻀﺎءPlan de cybersécurité
اﻻﻟﻜﺘﺮوﻧﻲ
 ﺳﯿﺎﺳﺔ أﻣﻦ اﻟﻔﻀﺎءPolitique de
 اﻻﻟﻜﺘﺮوﻧﻲcybersécurité
 ﻧﻤﻮذج ﺗﻤﻮﯾﻞ ﺑﺮﻧﺎﻣﺞ أﻣﻦModèle de financement
 اﻟﻔﻀﺎء اﻹﻟﻜﺘﺮوﻧﻲdu programme de
cybersécurité

 اﻟﻔﻀﺎء اﻹﻟﻜﺘﺮوﻧﻲCyberespace

telecommunications networks, computer systems, and
embedded processors and controllers. 61
Cyber threat

A circumstance or event with the potential to intentionally or
unintentionally exploit one or more vulnerabilities in
Financial Markets Infrastructures' systems, resulting in a loss
of confidentiality, integrity or availability. 2

 ﺗﮭﺪﯾﺪ اﻟﻜﺘﺮوﻧﻲCybermenaces
Menace Cybernétique

 اﻟﻤﻌﻠﻮﻣﺎت اﻟﻤﺘﻌﻠﻘﺔRenseignements sur les
 ﺑﺎﻟﺘﮭﺪﯾﺪات اﻹﻟﻜﺘﺮوﻧﯿﺔMenaces

Cyber Threat Intelligence

Information that provides relevant and sufficient
understanding for mitigating the impact of a potentially
harmful event (may also be referred to as “cyber threat
information”). 2

Data Breach

An unauthorized access and retrieval of sensitive information
by an individual, group, or software system. It is a
cybersecurity mishap which happens when data,
intentionally or unintentionally, falls into the wrong hands
without the knowledge of the user or owner. 10

 ﺧﺮق اﻟﺒﯿﺎﻧﺎتViolation de Données

Defence in Depth

The security controls deployed throughout the various layers
of the network to provide for resiliency in the event of the
failure or the exploitation of a vulnerability of another control
(may also be referred to as “layered protection”). 2

 اﻟﺪﻓﺎع ﻓﻲ اﻟﻌﻤﻖDéfense en Profondeur

Denial of Service (DoS)

System security breach in which network services become
unavailable to users.50

 رﻓﺾ اﻟﺨﺪﻣﺔDéni de service

Denial of Service (DoS)
attack

Any attempt to deny valid users access to network or server
resources by using up all the resources of the network
element or server. Typically, an attacker sends a flood of
information to overwhelm a service system’s resources,
causing the server to ignore valid service requests. 50

 ھﺠﻮم رﻓﺾ اﻟﺨﺪﻣﺔAttaque par déni de
service
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Detection

Development and implementation of the appropriate
activities in order to identify the occurrence of a cyber event.

 اﻛﺘﺸﺎف اﻟﺘﮭﺪﯾﺪDétection de

A disruption is an event affecting an organization's ability to
perform its critical operations. 2

 إﺧﻼل ﺑﺎﻷﻣﻦ اﻻﻟﻜﺘﺮوﻧﻲPerturbation

2

Disruption

Distributed Denial-of-Service A distributed denial-of-service (DDoS) attack is one in which
(DDoS)
a multitude of compromised systems attack a single target,
thereby causing denial of service for users of the targeted
system. The flood of incoming messages to the target system
essentially forces it to shut down, thereby denying service to
the system to legitimate users. 21

 ھﺠﻮم رﻓﺾ اﻟﺨﺪﻣﺔAttaque de Déni de
 اﻟﻤﻮزعService Distribuée

 اﻟﻨﻈﺎم اﻟﺒﯿﺌﻲÉcosystème

Ecosystem

A system or group of interconnected elements formed
linkages and dependencies. For a Financial Market
Infrastructure, this may include participants, linked Financial
Market Infrastructure, service providers, vendors and vendor
products. 2

End-to-End- Encryption

A system of communication where only the communicating  اﻟﺘﺸﻔﯿﺮ ﻣﻦ طﺮف إﻟﻰChiffrement de bout en
users can read the messages. Only the sender and receiver
 طﺮفbout
will know the content of an SMS and nobody in between can
see the text. All messages sent via Spryng's Gateway are Endto end- encrypted.51

Financial Market
Infrastructure (FMI)

A multilateral system among participating institutions,  اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻟﻸﺳﻮاقInfrastructure des
including the operator of the system, used for the purposes of
 اﻟﻤﺎﻟﯿﺔMarchés Financiers
clearing, settling or recording payments, securities,
derivatives or other financial transactions. 2
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Cyberattaques

 ﺗﺤﻘﯿﻖ اﻷﻣﻦ اﻻﻟﻜﺘﺮوﻧﻲEnquête judiciaire

Forensic Investigation

The application of investigative and analytical techniques to
gather and preserve evidence from a digital device impacted
by a cyber-attack. 2

Forensic Readiness

The ability of a Financial Market Infrastructure to maximise
the use of digital evidence to identify the nature of a cyber
attack. 2

Gray Hat

Gray hat describes a cracker (or, if you prefer, hacker) who
exploits a security weakness in a computer system or product
in order to bring the weakness to the attention of the owners.
Unlike a black hat, a gray hat acts without malicious intent.
The goal of a gray hat is to improve system and network
security. However, by publicizing a vulnerability, the gray
hat may give other crackers the opportunity to exploit it. This
differs from the white hat who alerts system owners and
vendors of a vulnerability without actually exploiting it in
public.21

 اﻟﻘﺒﻌﺔ رﻣﺎدﯾﺔChapeau Gris

Identification

To develop the organizational understanding required to
manage cyber risk to systems, assets, data and capabilities. 2

 اﻟﮭﻮﯾﺔIdentification

Incident Management

The management and coordination of activities associated
with an actual or potential occurrence of an event that may
result in adverse consequences to information or information
systems. 61

 إدارة اﻟﺤﻮادثGestion des incidents

Incident Response

Cybersecurity work where a person: Responds to crisis or
urgent situations within the pertinent domain to mitigate
immediate and potential threats; uses mitigation,
preparedness, and response and recovery approaches, as
needed, to maximize survival of life, preservation of

 اﺳﺘﻌﺪاد اﻷﻣﻦ اﻻﻟﻜﺘﺮوﻧﻲPréparation

 اﻻﺳﺘﺠﺎﺑﺔ ﻟﻠﺤﺎدثRéponse aux incidents
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property, and information security; and investigates and
analyzes all relevant response activities. 61
Any piece of data, device or other component of the
environment that supports information-related activities.
Information assets include data, hardware and software.
Information assets are not limited to those that are owned by
the entity. They also include those that are rented or leased,
and those that are used by service providers to deliver their
services. 2

Information Sharing and
Analysis Center (ISAC)

An institution that supports the gathering, analysis and وﺗﺤﻠﯿﻞ
sharing of cyber threat information. 59

Integrity

With reference to information, an information system or a
component of a system, the property of not having been
modified or destroyed in an unauthorized manner. 2

International Data
Encryption Algorithm IDEA

One of the methods at the heart of Pretty Good Privacy  ﺧﻮارزﻣﯿﺔ ﺗﺸﻔﯿﺮ اﻟﺒﯿﺎﻧﺎتAlgorithme
(PGP), it uses a 128-bit key. IDEA is patented by Ascom
 اﻟﺪوﻟﯿﺔinternational de
50
Tech AG and is popular in Europe.
cryptage des données
(IDÉE)

Layered protection

As relying on any single defence against a cyber threat may
be inadequate, a Financial Market Infrastructure can use a
series of different defences to cover the gaps in and reinforce
other protective measures. For example, the use of firewalls,
intrusion detection systems, malware scanners, integrity
auditing procedures and local storage encryption tools can
serve to protect information assets in a complementary and
mutually reinforcing manner. May also be referred to as
“defence in depth”. 2
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 أﺻﻮل اﻟﻤﻌﻠﻮﻣﺎتActif d'Informations

Information Asset

 ﻣﺮﻛﺰ ﺗﺒﺎدلCentre de partage et
 اﻟﻤﻌﻠﻮﻣﺎتd'analyse d'information
 ﺳﻼﻣﺔ اﻟﻤﻌﻠﻮﻣﺎتIntégrité

 طﺒﻘﺎت اﻟﺤﻤﺎﯾﺔProtection Multicouche

Malware

Malicious software used to disrupt the normal operation of
an information system in a manner that adversely impacts its
confidentiality, availability or integrity. 2

Multifactor Authentication
(MFA)

The required application of two or more factors that a user
must employ to authenticate to an application, system or
platform. Applicable factors can include: A) something you
know (e.g., a unique password); B) something you have (e.g.,
an identification device); C) something you are (e.g.,
biometric, such as a fingerprint); or D) you are where you say
you are (e.g., a GPS token or device). 59

One-Time-Password

OTP, also one-time PIN or dynamic password is a password
that is valid for only one login session or transaction, on a
computer system or other digital device. OTPs avoid several
shortcomings that are associated with traditional (static)
password-based authentication; one implementation is twofactor authentication. OTPs can safely be sent in an SMS via
Spryng's systems and will be delivered within seconds.51

Operational Resilience

The ability of a Financial Market Infrastructure to: (i)
maintain essential operational capabilities under adverse
conditions or stress, even if in a degraded or debilitated state;
and (ii) recover to effective operational capability in a time
frame consistent with the provision of critical economic
services. 2

Phishing

A digital form of social engineering to deceive individuals
into providing sensitive information. 59

 اﻟﺒﺮﻣﺠﯿﺎت اﻟﺨﺒﯿﺜﺔLogiciel Malveillant
Malware

 ﻣﺼﺎدﻗﺔ ﻣﺘﻌﺪدة اﻟﻌﻮاﻣﻞAuthentification
multifacteur

 ﻛﻠﻤﺔ اﻟﺴﺮ ﻟﻤﺮة واﺣﺪةMot de passe à usage
unique

 اﻟﻤﺘﺎﻧﺔ اﻟﺘﺸﻐﯿﻠﯿﺔRésilience

Opérationnelle

 اﻟﺘﺼﯿﺪPhishing
Hameçonnage
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Protection

Development and implementation of appropriate safeguards,
controls and measures to enable reliable delivery of critical
infrastructure services. 2

 اﻟﺤﻤﺎﯾﺔLa Protection

Ransomware

Computer malware that installs on a system, encrypts the
system’s data, prevents access to these data, and holds the
data hostage or threatens to publish the data until a ransom is
paid. 59

 ﺑﺮاﻣﺞ اﻟﻔﺪﯾﺔRansomware

Recover

To restore any capabilities or services that have been
impaired due to a cyber event. 2

 اﻻﺳﺘﻌﺎدةRécupérer

Red Team

An independent group that challenges the cyber resilience of
an organisation to test its defences and improve its
effectiveness. A red team views the cyber resilience of a
Financial Market Infrastructure from an adversary’s
perspective. 2

Resilience by design

The embedding of security in technology and system  ﻣﺘﺎﻧﺔ اﻷﻣﻦ اﻹﻟﻜﺘﺮوﻧﻲ ﻣﻦCyberrésilience par
development from the earliest stages of conceptualization
 ﺧﻼل اﻟﺘﺼﻤﯿﻢDesign
2
and design.

Respond

Of Financial Market Infrastructure, to develop and
implement appropriate activities to be able to take action
when it detects a cyber event. 2

Resume

To recommence functions following a cyber incident.  اﺳﺘﺌﻨﺎف اﻟﺨﺪﻣﺎت اﻟﺤﯿﻮﯾﺔRésumé
Financial Market Infrastructure should resume critical
اﻻﻟﻜﺘﺮوﻧﯿﺔ
services as soon as it is safe and practicable to do so without
causing unnecessary risk to the wider sector or further
detriment to financial stability. The plan of action should
incorporate the use of a secondary site and be designed to
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 اﻟﻔﺮﯾﻖ اﻷﺣﻤﺮÉquipe Rouge
)ﻓﺮﯾﻖ اﺧﺘﺒﺎر ﻣﺘﺎﻧﺔ اﻷﻣﻦ
(اﻷﻟﻜﺘﺮوﻧﻲ

 اﻻﺳﺘﺠﺎﺑﺔRépondre

ensure that critical ICT systems can resume operations within
two hours following a disruptive event. 2
Security Operations Centre

A function or service responsible for monitoring, detecting
and isolating incidents. 2

 ﻣﺮﻛﺰ اﻟﻌﻤﻠﯿﺎت اﻷﻣﻨﯿﺔCentre des Opérations

Secure Sockets Layer (SSL)

Uses a combination of public-key and symmetric-key
encryption to secure a connection between two machines,
typically a Web or mail server and a client machine,
communicating over the Internet or an internal network. 21

 طﺒﻘﺔ اﻟﻮﺻﻼت اﻵﻣﻨﺔProtocole Sécurisé de

Situational Awareness

The ability to identify, process and comprehend the critical
elements of information through a cyber threat intelligence
process that provides a level of understanding that is relevant
to act upon to mitigate the impact of a potentially harmful
event. 2

 اﻟﻮﻋﻲ ﺑﺎﻟﺤﺎﻟﺔConscience de la

Smishing

The fraudulent practice of sending text messages purporting
to be from reputable companies in order to induce individuals
to reveal personal information, such as passwords or credit
card numbers. Spryng has various mechanisms in place to
prevent imposters from using our systems and endangering
our clients or their customers. 51

Spear Phishing

Phishing (see definition above), but personalized and
directed at an individual, usually a senior person in the
organization. 59

 اﻟﺘﺼﯿﺪ ﺑﺎﻟﺮﻣﺢSpear Phishing

An attack by which a malicious actor impersonates as a
trusted actor by using a trusted IP address to hide the
malicious IP address. An attacker might do this to attack a

 اﻧﺘﺤﺎلSpoofing

Spoofing

de Sécurité
Cryptage

Secure Sockets Layer
Situation

 اﻟﺮﺳﺎﺋﻞ اﻻﺣﺘﯿﺎﻟﯿﺔSmishing

Harponnage
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network host, spread malware, steal information, or other
actions that require bypassing access controls. 59
A circumstance or event that has or indicates the potential to
exploit vulnerabilities and to adversely impact (create
adverse consequences for) organizational operations,
organizational assets (including information and information
systems), individuals, other organizations or society in
general. 2

Threat and Vulnerability
Management

A structured approach for estimating and assessing threats
and vulnerabilities and establishing actions, plans or
procedures to mitigate the consequences of those threats and
vulnerabilities. This approach should incorporate the
organization’s risk assessments and risk mitigation plans. 59

 إدارة اﻟﺘﮭﺪﯾﺪات واﻟﻀﻌﻒGestion des menaces et

Threat Intelligence

Threat intelligence is evidence-based knowledge, including
context, mechanisms, indicators, implications and actionable
advice, about an existing or emerging menace or hazard to
assets that can be used to inform decisions regarding the
subject's response to that menace or hazard. 2

 ﻣﻌﻠﻮﻣﺎت اﻟﺘﮭﺪﯾﺪاتRenseignements sur les
 اﻻﻟﻜﺘﺮوﻧﯿﺔMenaces

Vishing

An attack in which a scammer solicits private information via
social engineering over the telephone. Victims are
encouraged to share usernames, confidential passwords,
private financial account information or credit card numbers.

 اﻟﺘﺼﯿﺪVishing

A weakness, susceptibility or flaw in a system that an
attacker can access and exploit to compromise system
security. Vulnerability arises from the confluence of three
elements: the presence of a susceptibility or flaw in a system;

 ﻧﻘﺎط اﻟﻀﻌﻒVulnérabilité

59

Vulnerability
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 اﻟﺘﮭﺪﯾﺪات اﻹﻟﻜﺘﺮوﻧﯿﺔMenace

Threat

des vulnérabilités

Hameçonnage vocal ou
VoIP

an attacker’s access to that flaw; and an attacker’s capability
to exploit the flaw. 2
Vulnerability Assessment

Systematic examination of an information system and its
controls and processes, to determine the adequacy of security
measures, identify security deficiencies, provide data from
which to predict the effectiveness of proposed security
measures and confirm the adequacy of such measures after
implementation. Source: Adapted from NIST/FSB Cyber
Lexicon. 2

 ﺗﻘﯿﯿﻢ ﻧﻘﺎط اﻟﻀﻌﻒÉvaluation de la
Vulnérabilité
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Data Protection

ﺣﻤـﺎﯾﺔ اﻟﺒﯿـﺎﻧﺎت
Definition

Accountability

There’s a great deal of responsibility that Data Controllers
have to bear in the GDPR Era but one of them tops it all –
ensuring compliance. Controllers must be able to
demonstrate the steps they take to abide by GDPR before
taking up any business.29

Account Servicing Payment
Services Provider ('ASPSP')

Means the entity that provides a payment account for the PSU  ﻣﻘﺪم ﺧﺪﻣﺎت اﻟﺪﻓﻊ ﻟﺨﺪﻣﺔPrestataire de service de
and which permit payments initiated by TPPs and/or make
 اﻟﺤﺴﺎبpaiement gestionnaire
64
the PSU's account transaction data available to TPPs.
de compte

Age Verification

The age requirement at which data subjects can lawfully give
consent introduces a need to verify children’s ages. Rules for
the language used in consent requests which are targeted at
children, and the way online services obtain children’s
consent, is regulated. Under the GDPR changes, the default
age at which a person is no longer considered a child is 16.
However, member states can adjust that limit between 13 and
16.
Data controllers need to know the age of consent in every
member state and cannot seek consent from anyone under
that age. Consent must be obtained from a person holding
“parental responsibility”. Reasonable efforts are required to
verify that the person providing that consent is indeed a
parental figure. See Parental Consent.34

Accessibility

It represents the degree to which a system, device, service, or
environment is available to as many people as possible. 65
Accessibility can be viewed as the "ability to access" and
benefit from some system or entity. 65
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 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 إﻣﻜﺎﻧﯿﺔ اﻟﻮﺻﻮلAccessibilité

Terms

 اﻟﻤﺴﺆوﻟﯿﺔResponsabilité

 اﻟﺘﺤﻘﻖ ﻣﻦ اﻟﻌﻤﺮVérification de l'âge

 إﺧﻔﺎء اﻟﮭﻮﯾﺔAnonymisation

Anonymisation

The process of turning personal data into a form which does
not identify individuals and where identification is not likely
to take place. This allows for a much wider use of the
personal data.62

Anonymous Data

Data from which no individuals can be identified, and which
is therefore outside the scope of GDPR. 34

Applications and Business
Service Viewpoint

It focuses on the explain and justifying the role of  ﺷﺮح اﻟﺘﻄﺒﯿﻘﺎت وﺧﺪﻣﺔPoint de vue des
applications and services with the user/tenant organization as
 اﻷﻋﻤﺎلapplications et des
65
well with the impact on the infrastructure.
services aux entreprises

Automated Data

Information processed by any type of computer or other
equipment that operates automatically. 24

Automatic decision-making

Making a decision solely by automated means without any
human involvement. 62

 اﺗﺨﺎذ اﻟﻘﺮار اﻟﺘﻠﻘﺎﺋﻲPrise de décision

Binding Corporate Rules
(BCRS)

A set of binding rules designed to allow multinational
companies and organisations to transfer personal data from
the EU to the organization's affiliates based outside the EU
but within the organization. BCRs must demonstrate
adequate safeguards and be authorized by the appropriate
lead authority in the EU to vouch for data protection
compliance. 34

 ﻗﻮاﻋﺪ ﻣﻠﺰﻣﺔ ﻟﻠﺸﺮﻛﺎتRègles d'Entreprise

Biometric Data

Any data created during a biometric process. This includes
physical samples, fingerprints as well as verification and
identification data. 34

 ﺑﯿﺎﻧﺎت ﻣﺠﮭﻮﻟﺔ اﻟﻤﺼﺪرDonnées Anonymes

 اﻟﺒﯿﺎﻧﺎت اﻵﻟﯿﺔDonnées Automatisée

automatique

Contraignantes

 اﻟﺒﯿﺎﻧﺎت اﻟﺤﯿﻮﯾﺔDonnées Biométriques

85
85

Breach

Breach Notification

A breach of security leading to the accidental or unlawful
loss, destruction, unauthorized disclosure of, or access to, the
personal data. 34
Organisations are required to report data breaches to the ICO
within 72 hours of the breach and/or the organization
becoming aware of the breach. In the case of Data Subjects
being caused potential harm by the breach, they must also be
notified. 34

 إﺷﻌﺎر ﺑﺎﻟﺨﺮق اﻷﻣﻨﻲNotification des
Violations

Notification des
Atteintes

 ﻣﺸﻐﻞ اﻟﺴﺤﺎﺑﺔOpérateur Cloud

Cloud Operator

An entity that is responsible for making applications
available to users. It can be public or private. 65

Consent

Freely given, specific, informed and unambiguous consent
given by the data subject either by statement or clear
affirmative action which signifies agreement to the subject’s
personal data being processed. 34

 اﻟﻤﻮاﻓﻘﺔ اﻟﻤﺴﺒﻘﺔConsentement

Cross-Border Processing

The processing of data by a Controller or Processor who
operates in more than one EU member state, or the
processing of data in one EU member state of subjects
resident in one or more member state. 34

 ﻣﻌﺎﻟﺠﺔ اﻟﺒﯿﺎﻧﺎت ﻋﺒﺮTraitement
 اﻟﺤﺪودTransfrontalier

Data asset

A body of data or information, defined and managed as a
single unit so it can be understood, shared, protected and
exploited efficiently.63

Data asset registry

A data asset registry provides a summary of the key datasets
being generated and managed by different actors in a context.
63
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 ﺧﺮق أﻣﻨﻲLa Violation

 أﺻﻞ اﻟﺒﯿﺎﻧﺎتActif de données

 ﺗﺴﺠﯿﻞ أﺻﻮل اﻟﺒﯿﺎﻧﺎتRegistre des actifs de
données

Data Controller

Any person or organization) the legal entity or individua) that
determines the purposes, conditions and methodology for the
processing of personal data. 34

 ﻣﺘﺤﻜﻢ ﺑﯿﺎﻧﺎتResponsable du

Data ecosystem map

A data ecosystem map provides a summary of major data
management activities, including the scale, scope, and types
of data being processed, stakeholders involved, data flows
between different actors, and processes and platforms in use.

 ﺧﺮﯾﻄﺔ اﻟﻨﻈﺎم اﻟﺒﯿﺌﻲCarte de l'écosystème
 ﻟﻠﺒﯿﺎﻧﺎتde données

Traitement

63

 ﻣﺤﻮ اﻟﺒﯿﺎﻧﺎتEffacement de Données

Data Erasure

Also known as the Right to be Forgotten. The right to have
the Data Controller erase the personal data, stop publishing
the data and cease processing the data. 34

Data impact assessment

A data impact assessment is a generic term to refer to a
variety of tools that are used to determine the positive and
negative consequences of a data management activity. These
include commonly used – and sometimes legally required –
tools such as Data Protection Impact Assessments and
Privacy Impact Assessments. 63

 ﺗﻘﯿﯿﻢ أﺛﺮ اﻟﺒﯿﺎﻧﺎتÉvaluation d'impact des

Data Portability

The right to allow individuals to obtain and reuse their
personal data for their own purposes across different services
so they can move, copy or transfer the data easily in a safe
and secure way. 34

 ﻗﺎﺑﻠﯿﺔ ﻧﻘﻞ اﻟﺒﯿﺎﻧﺎتPortabilité des Données

Data Privacy Impact
Assessment (DPIA)

A methodology or tool used to identify and reduce the
privacy risks of individuals when planning projects or
policies to protect the data. 34

 ﺗﻘﯿﯿﻢ ﺗﺄﺛﯿﺮ ﺧﺼﻮﺻﯿﺔÉvaluation de l'Impact
(DPIA)  اﻟﺒﯿﺎﻧﺎتde la Confidentialité des

Data Processor

Any person or organization [the entity or individual] that
processes data on behalf of the Data Controller. Processing is

données

Données.

 ﻣﻌﺎﻟﺞ اﻟﺒﯿﺎﻧﺎتTraitement de Données
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defined very widely and includes collection, storage, use,
recording, disclosure or manipulation of data whether or not
by automated means. 34
The tools and techniques used to ensure data is not lost or
corrupted. When selecting a cloud service provider (CSP),
consider their services or protocols for backup, recovery,
business continuity, and disaster recovery. 15

Data Protection Act (DPA)

The Data Protection Act 2018 was introduced in the UK to
give effect to GDPR. 34

 ﻗﺎﻧﻮن ﺣﻤﺎﯾﺔ اﻟﺒﯿﺎﻧﺎتLoi sur la Protection
(DPA) des Données

Data Protection Authority
(DPA)

Means the independent public authority supervising
compliance with privacy and data protection legislation. 64

 ﺳﻠﻄﺔ ﺣﻤﺎﯾﺔ اﻟﺒﯿﺎﻧﺎتAutorité de Protection

Data Protection Impact
Assessment (DPIA)

A tool and process for assessing the protection impacts on
data subjects in processing their personal data and for
identifying remedial actions as necessary in order to avoid or
minimize such impacts. 63

 ﺗﻘﯿﯿﻢ أﺛﺮ ﺣﻤﺎﯾﺔ اﻟﺒﯿﺎﻧﺎتAnalyse d'impact sur la

Data Protection Officer
(DPO)

The role in an organization which has responsibility for
ensuring that individual’s personal data is protected under
data protection legislation and that the organization is
compliant with the legislation. 34

Data sensitivity

Classification of data based on the likelihood and severity of
potential harm that may materialize as a result of its exposure
in a particular context. 63
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 ﺣﻤﺎﯾﺔ اﻟﺒﯿﺎﻧﺎتProtection des Données

Data Protection

des Données

protection des données
(AIPD)

 ﻣﺴﺆول ﺣﻤﺎﯾﺔ اﻟﺒﯿﺎﻧﺎتResponsable de la

Protection des Données
Le Délégué à la
Protection des Données
(DPD

 ﺣﺴﺎﺳﯿﺔ اﻟﺒﯿﺎﻧﺎتSensibilité des données

Data Sovereignty

The concept that information which has been converted and
stored in binary digital form is subject to the laws of the
country in which it is located. 34

 ﺳﯿﺎدة اﻟﺒﯿﺎﻧﺎتSouveraineté des

Edge Computing

Various form of data and network layer analytics will be
required to support use-cases requiring real-time decision
making and management of data flow in intelligent fashion.
This study may help in envisioning the requirements in the
area of edge computing and analytics. Edge Computing may
be at Mobile edge in the form of Mobile Edge Computing
either at RAN or Fronthaul or mid-haul or backhaul or at the
edge of enterprise/customer network. Edge computing nodes
come with its own capabilities required to store processing
data, compute or execute some algorithm and communication
setup to interact with rest of the network. 65

 ﺣﻮﺳﺒﺔ اﻟﺤﺎﻓﺔEdge Computing

Edge Interworking

Edge interworking refers to Edge to Edge communication
between communication service provider networks or
between Industry vertical solution and communication
service provider networks. 65

Encrypted Data

Data that is secure as protected by translating the data into
another form that can only be read by those with authorized
access through a key or password. 34

Enforcement Notice

A Notice served by the Information Commissioner requiring
us to take (or refrain from taking) specific action regarding
our data processing activities, in order to comply with the
Act. 24

General Data Protection
Regulation (GDPR)

It came into force on 25th May 2018. The GDPR further
harmonizes data protection rules across EU member states. It

Données

 ﺣﺎﻓﺔ اﻟﻌﻤﻞ اﻟﺒﯿﻨﻲBord

d'interfonctionnement

 اﻟﺒﯿﺎﻧﺎت اﻟﻤﺸﻔﺮةDonnées Chiffrées
Données Cryptées

 إﺷﻌﺎر اﻹﻧﻔﺎذAvis d'Exécution

 اﻟﻼﺋﺤﺔ اﻟﻌﺎﻣﺔ ﻟﺤﻤﺎﯾﺔRèglement Général sur
 اﻻﺗﺤﺎد اﻷورﺑﻲ/  اﻟﺒﯿﺎﻧﺎتla Protection des

89
89

applies to data processing carried out by individuals and
organisations operating within the EU, but also applies to
organisations outside the EU that offer goods and services to
EU citizens. The GDPR significantly enhances the rights of
data subjects in the processing of their personal data. 34

Données (RGPD) Union Européenne

Infrastructure information
Viewpoint

It focuses on models and frameworks to present the
information requirements and control information of a
system. It would show how information is partitioned across
logical boundaries and the required quality attributes of
information. 65

 وﺟﮭﺔ ﻧﻈﺮ ﻣﻌﻠﻮﻣﺎتPoint de vue
 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔd'informations sur

Fair Processing Notice (FPN)

Fair processing notices are the "small print" that appear on
forms, which are sometimes called privacy statements or
collection texts. They are used to inform the person from
whom personal data are being collected, the data subject,
how their data will be processed.44

 إﺷﻌﺎر اﻟﻤﻌﺎﻟﺠﺔ اﻟﻌﺎدﻟﺔTraitement Loyal des

Genetic Data

Data that is unique concerning the characteristics of an
individual which are inherited or acquired. See Biometric
Data. 34

 اﻟﺒﯿﺎﻧﺎت اﻟﻮراﺛﯿﺔDonnées Génétiques

Grounds for Processing

An organization's lawful basis for processing personal data –
consent; contractual; legal basis; vital interests; public
interest; legitimate interests. 34

 أﺳﺒﺎب اﻟﻤﻌﺎﻟﺠﺔMotif de Traitement

Information Commissioners
Office (ICO)

The UK’s independent authority set up to uphold information
rights in the public interest, promoting openness by public
bodies and data privacy for individuals. 34
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l'infrastructure

Données

 ﻣﻜﺘﺐ ﻣﻔﻮﺿﻲ اﻟﻤﻌﻠﻮﻣﺎتBureau du
(ICO) Commissariat à
l'Information

Lawful Basis of Data
Processing

It is the need to have a valid lawful reason to process personal
data. This could be consent, a legitimate interest or
contractual necessity. 29

Legitimate Interest

It is a valid alternative to consent as lawful basis for
processing— but not for special categories of data. It will not
be valid if it harms the rights, interests or freedoms of the
individual. Records of your legitimate interest should be
documented. 29
MEC has been a terminology mainly in the context of 5G
where local computing and storage capabilities can be
embedded at the mobile network edge in order to provide low
latency data/computing services to locally attached end users.
It can be envisaged that in future emerging space and
terrestrial networks, LEO satellites can also become MEC
servers in constellation in the space once equipped with
computing and data storage capabilities. 65

Mobile Edge Computing
Server

Parental Consent

Consent from a person holding parental authority over
children under 16 (age varies across member states). It is the
responsibility of the Data Controller to set up the verification
procedures that guarantee the age of the child and the
authenticity of the Parental Consent. See Age Verification. 34

Personal Data Breach

Means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to, Personal Information transmitted,
stored or otherwise processed. 64

Privacy by Design

The principle of the inclusion of data protection from the
onset of the designing and planning of systems, rather than
as a later addition (also Privacy by Default). 34

 اﻷﺳﺎس اﻟﻘﺎﻧﻮﻧﻲ ﻟﻤﻌﺎﻟﺠﺔBase Légale du
 اﻟﺒﯿﺎﻧﺎتTraitement des Données
 اﻟﻤﺼﻠﺤﺔ اﻟﻤﺸﺮوﻋﺔIntérêt Légitime

 ﺧﺎدم اﻟﺤﻮﺳﺒﺔ اﻟﻤﺘﻨﻘﻠﺔServeur informatique
de périphérie mobile

 ﻣﻮاﻓﻘﺔ وﻟﻲ اﻷﻣﺮConsentement Parental

 ﺧﺮق اﻟﺒﯿﺎﻧﺎت اﻟﺸﺨﺼﯿﺔViolation de Données
Personnelles

 اﻟﺨﺼﻮﺻﯿﺔ ﺣﺴﺐProtection des données
 اﻟﺘﺼﻤﯿﻢdès la Conception
(Privacy by Design)
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Privacy Impact Assessment
(PIA)

The GDPR imposes a new obligation on data controllers and
data processors to conduct a Data Protection Impact
Assessment (also known as a privacy impact assessment, or
PIA) before undertaking any processing that presents a
specific privacy risk by virtue of its nature, scope, or
purposes.19

Privacy Notice

A notice informing Data Subjects how their personal
information is going to be used and their rights when their
data is provided, collected and processed. 34

Profiling

Pseudonymisation

Automated processing of personal data to evaluate certain
things about an individual. 62
A process undertaken to ensure that no personal data can be
attributed to an individual data subject without the use of
additional information. A procedure by which the most
identifying fields within a data record/ database are replaced
by one or more artificial identifiers, or pseudonyms. GDPR
explicitly
encourages
organizations
to
consider
pseudonymization as a security measure provided the “key”
that enables re-identification is kept separate and secure. 34

 إﺷﻌﺎر اﻟﺨﺼﻮﺻﯿﺔDéclaration de

Confidentialité
Politique de
Confidentialité

Avis de Confidentialité
 اﻟﺘﻨﻤﯿﻂProfilage
Profiling

 اﻟﺘﺴﻤﯿﮫ اﻟﻤﺴﺘﻌﺎرةPseudonymisation

Recipient

Person to whom the personal data are disclosed in the course
of processing. 34

 اﻟﻤﺘﻠﻘﻲDestinataire

Rectification

The right for Data Subjects to have inaccurate personal
information corrected. 34

 اﻟﺘﺼﺤﯿﺢRectification
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 ﺗﻘﯿﯿﻢ ﺗﺄﺛﯿﺮ اﻟﺨﺼﻮﺻﯿﺔÉvaluation de l'Impact
(PIA) de la Confidentialité

Re-identification

A process by which de-identified (anonymized) data can be
traced back or linked to an individual(s) or group(s) of
individuals through reasonably available means at the time of
data re-identification. 63

 إﻋﺎدة ﺗﺤﺪﯾﺪ اﻟﮭﻮﯾﺔRé-identification

Relevant Filing System

Any set of information relating to individuals which is
structured either by reference to individuals or by reference
to criteria relating to individuals in such a way that specific
information relating to a particular individual is readily
accessible even where processing does not take place
automatically. This would include any paper files relating to
an individual student or member of staff. 24

 ﻧﻈﺎم اﻟﻤﻠﻔﺎت ذات اﻟﺼﻠﺔSystème de Fichiers

Right to Be Forgotten

Also known as Data Erasure. See Data Erasure.

 اﻟﺤﻖ ﻓﻲ اﻟﻨﺴﯿﺎنDroit à l'Oubli

Right to Access

Also known as Subject Access Right. See Subject Access
Right.

 اﻟﺤﻖ ﻓﻲ اﻟﻮﺻﻮلDroit d'Accéder

Safe Harbour

A Safe harbour is a list of countries that have an adequate
level of security standards in terms of processing and
handling personal information and acceptable to the
European Union. The term originated during an agreement
between EU and US department of commerce to maintain
adequate level of data security. 29

Standard Contractual
Clauses

The SCCs or “model clauses” are standardized contract
language (approved by the European Commission) and one
method of permission for controllers/processors to send
personal data to third countries.42
Data classified as sensitive based on the likelihood and
severity of potential harm that may materialize as a result of
its exposure in a particular context. Both personal and non-

Sensitive data

Associé

Droit d'Avoir Accès

 اﻟﻤﻼذ اﻵﻣﻦSphère de Sécurité
La Zone Sûre

 اﻟﺒﻨﻮد اﻟﺘﻌﺎﻗﺪﯾﺔ اﻟﻤﻌﯿﺎرﯾﺔClauses Contractuelles
Standard

 ﺑﯿﺎﻧﺎت ﺣﺴﺎﺳﺔDonnées sensibles
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personal data can be sensitive. Many organizations have
specific classification systems regarding what constitutes
sensitive data in order to facilitate data management
practices. 63
Sensitive Personal Data

Personal Data that is of a private nature and includes racial
origin, sexual life, political or religious views and
affiliations, and physical or mental health. 34

Sensibles

Données Personnelles
Confidentielles
 طﻠﺐ اﻟﻮﺻﻮل اﻟﻤﻮﺿﻮعDemande d'Accès aux
Données

Subject Access Request

A written or electronic request by an individual to an
organization asking for access to information about the
individual held by the organization. 34

Subject Access Right

Also known as the Right to Access, it entitles the Data
Subject to have access to and information about the personal
data that a Controller holds. Application is by a Subject
Access Request that is free of charge. 34

 ﺣﻖ اﻟﻮﺻﻮل إﻟﻰDroit d'Accès au Sujet
اﻟﻤﻮﺿﻮع

Supervisory Authority

The lead authority in the EU member state that manages data
protection compliance. 34

 اﻟﺴﻠﻄﺔ اﻹﺷﺮاﻓﯿﺔL'Autorité de Contrôle

Third Party

Any person other than the Data Subject, Data Controller or
Data Processor. 34

Third Party Provider ('TPP') Means the legal or natural person that provides account
initiation services or payment initiation services to a PSU. 64
User Managed Access
(UMA)

A standard protocol adopted in 2015 and designed to give an
individual data subject, a unified control point for authorizing
access to their personal data, content, and services, no matter
where that data is stored. 34
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 ﺑﯿﺎﻧﺎت ﺷﺨﺼﯿﺔ ﺣﺴﺎﺳﺔDonnées Personnelles

 اﻟﻄﺮف اﻟﺜﺎﻟﺚTiers
 ﻣﺰود اﻟﻄﺮف اﻟﺜﺎﻟﺚFournisseur tiers
Prestataire tiers
 اﻟﻮﺻﻮل اﻟﺬي ﯾﺪﯾﺮهAccès Géré par
(UMA)  اﻟﻤﺴﺘﺨﺪمl'Utilisateur

Digital ID
Terms

اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔ

Access consent

Definition

Represents a Consent that an end-user has granted to Data
Consumer to use for 1) new processing locally or 2) access
the data in Data Provider.69

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 اﻟﻤﻮاﻓﻘﺔ ﻋﻠﻰ اﻟﻮﺻﻮلConsentement d'accès

 ﺑﻮاﺑﺔ اﻟﻮﺻﻮلPasserelle d'accès

Access Gateway

API Gateway component that is used to protect access to the
Data Provider APIs. Responsible for authenticating and
authorising the incoming requests with the Access consent
information received in Authorization HTTP header. 69

Access token

Temporary credential issued by Identity Provider to perform
operations against Resource Servers on behalf of Resource
Owner and with the consent of the Resource Owner. Access
token is always tied to a particular client application, it has
limited Scope and lifetime. Access tokens are not intended to
carry information about the end-user. 69

(ACR) claim, (ACR) values

Authentication Context Class Reference, result claim and  اﻟﻤﻄﺎﻟﺒﺔ ﺑﻤﺮﺟﻊ ﻓﺌﺔ ﺳﯿﺎقRéférence de modèle de
request parameter used in OpenID Connect authentication
 اﻟﻤﺼﺎدﻗﺔcontexte
requests. values are set of arbitrary values that the Client and
d'authentification
IdP agreed upon to communicate the level of authentication
that happened. This is to give the client a level of confidence
on the quality of the authentication (LoA) that took place. 69

Accredited Participant

An entity that is accredited in accordance with the TDIF to
be a part of the system as an attribute service provider,
identity provider, credential service provider or identity
exchange (as applicable), is listed by the Oversight Authority
on a register, and performs the role for which it has been
accredited in connection with the system.67

 رﻣﺰ وﺻﻮلJeton d'accès

 ﻣﺸﺎرك ﻣﻌﺘﻤﺪParticipant Accrédité
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Allowed identity correlation

A use case in MyDataShare ecosystem that allows using a  ارﺗﺒﺎط اﻟﮭﻮﯾﺔ اﻟﻤﺴﻤﻮح ﺑﮫCorrélation d'identité
shared, public identifier for the end-user among the
autorisée
federation entities. In this ID configuration the Gluu INUM
claim with public subject id is provided back on the Identity
token the authentication requester receives. 69

Artificial Intelligence
Assurance

The defensive science of protecting AI applications from
attack or malfunction.68

Artificial Intelligence Digital
Ecosystem

A technology stack driving the development, testing,  اﻟﻨﻈﺎم اﻟﺒﯿﺌﻲ اﻟﺮﻗﻤﻲÉcosystème numérique
fielding, and continuous update of AI-powered applications.
 ﻟﻠﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲd'intelligence artificielle
The ecosystem is managed as a multilayer collection of
shared AI essential building blocks (e.g., data, algorithms,
tools, and trained AI models) accessed through common
interfaces.68

Artificial General
Intelligence (AGI)

A phrase that has been used to capture the possibility of
developing more general AI capabilities, in distinction to the
typically narrow capabilities of AI systems that have been
developed to date. Some use the term to refer to the prospect
of achieving more human-like intelligence, developing AI
systems with the ability to perform many of the intellectual
tasks that humans are capable of doing, or developing
systems that might employ a wide range of skills across
multiple domains of expertise.68

Artificial Intelligence
Governance

The actions to ensure stakeholder needs, conditions, and  ﺣﻮﻛﻤﺔ اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲGouvernance de
options are evaluated to determine balanced, agreed-upon
l'intelligence artificielle
enterprise objectives; setting direction through prioritization
and decision-making; and monitoring performance and
compliance against agreed-upon directions and objectives.
AI governance may include policies on the nature of AI
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 ﺿﻤﺎن اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲAssurance de

l'intelligence artificielle

 اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲ اﻟﻌﺎمIntelligence (IA)

artificielle générale

applications developed and deployed versus those limited or
withheld.68
Artificial Intelligence
Lifecycle
Artificial Intelligence Stack

The steps for managing the lifespan of an AI system: 1) اﻟﺬﻛﺎء
ﺣﯿﺎة
دورة
Specify the system’s objective. 2) Build a model. 3) Test the
اﻻﺻﻄﻨﺎﻋﻲ
AI system. 4) Deploy and maintain the AI system. 5) Engage
in a feedback loop with continuous training and updates.68
AI can be envisioned as a stack of interrelated elements:
ﺣﺰم اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲ
talent, data, hardware, algorithms, applications, and
integration.68

Assured identity

A claimed identity that has been subject to an identity
proofing process and is thus linked to a person with a defined
level of confidence that it is the person’s real identity. 70

Attribute

An item of information or data associated with an individual.
Examples of Attributes include information such as name,
address, date of birth, email address and mobile phone
number. 67

Attribute service provider

An entity that has been accredited in accordance with the
TDIF as an attribute service provider and that verifies
specific Attributes relating to entitlements, qualifications or
characteristics of an individual (for example, this Joe Bloggs
is authorised to act on behalf of business XYZ in a particular
capacity). 67

Auditability

A characteristic of an AI system in which its software and
documentation can be interrogated and yield information at
each stage of the AI lifecycle to determine compliance with
policy, standards, or regulations.68

Cycle de vie de
l'intelligence artificielle
Stack d'intelligence
artificielle

 ھﻮﯾﺔ ﻣﺆﻛﺪةIdentité assurée

 اﻟﺴﻤﺔAttribut

 ﻣﺰود ﺧﺪﻣﺔ اﻟﺴﻤﺎتFournisseur de services
d'attributs

 اﻟﻘﺎﺑﻠﯿﺔ ﻟﻠﺘﺪﻗﯿﻖAuditabilité
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Establishes that the claimant who asserts his or her identity is
the same person whose identity was obtained, verified, and
credentialed during on-boarding. 25

Authentication Assurance
Level (AAL)

Intended to provide some confidence in the authentication
provided by the identity provider. 69

Authenticator

Something the claimant possess and controls that is used to
authenticate (confirm) that the claimant is the individual to
whom a credential was issued, and therefore (depending on
the strength of the authentication component of the digital ID
system) is (to varying degrees of likelihood, specified by the
authentication assurance level) the actual subscriber and
account holder. 25

 اﻟﻤﺼﺪقAuthentificateur

Biometric matching

The process of automated identification of an individual in
the system using their Biometric Information. 67

 اﻟﻤﻄﺎﺑﻘﺔ اﻟﺤﯿﻮﯾﺔCorrespondance

Claimant

A person who seeks to prove his/her identity and obtain the
rights associated with that identity (e.g., to open or access a
financial account). A Claimant can also be described as a
Subscriber who asserts ownership of an identity to a Relying
Party (RP) and seeks to have it verified, using authentication
protocols. 25

 اﻟﻤﺪﻋﻲDemandeur

Computational Thinking

The thought processes involved in formulating problems so
their solutions can be represented as computational steps and
algorithms. 68

 اﻟﺘﻔﻜﯿﺮ اﻟﺤﺎﺳﻮﺑﻲPensée informatique

Computer Vision

The digital process of perceiving and learning visual tasks in
order to interpret and understand the world through cameras
and sensors. 68

 اﻟﺮؤﯾﺔ اﻟﺤﺎﺳﻮﺑﯿﺔVision par ordinateur
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 اﻟﻤﺼﺎدﻗﺔAuthentification

Authentication

 ﻣﺴﺘﻮى ﺿﻤﺎن اﻟﻤﺼﺎدﻗﺔNiveau d'assurance
d'authentification

biométrique

 اﻟﻤﻮاﻓﻘﺔConsentement

Consent

Provides the legal basis for the processing of the Personally
Identifiable Information of the individual. Consent must be
freely given, specific, informed and unambiguous. 69

Consent introspection

A service request to validate a given Access consent at
MyDataShare Operator Platform. Received typically from a
Data Provider (but also by Data Consumers in applicable
case). 69

Consent introspection
endpoint

API endpoint for incoming Consent Introspection requests at  ﻧﻘﻄﺔ ﻧﮭﺎﯾﺔ اﻟﻤﻮاﻓﻘﺔ ﻋﻠﻰConsentement point
MyDataShare Operator Platform. Requires Access token
 اﻻﺳﺘﺒﻄﺎنfinal d'introspection
with Scope consent introspection. 69

Consent receipt

A machine-readable and human-readable artifact of the fact
that Individual has given consent to data processing. An
approved Consent request can result in delivery of a Consent
receipt. 69

 إﯾﺼﺎل اﻟﻤﻮاﻓﻘﺔRécépissé de

Consent request

A Data Consumer initiated service request to initiate consent
notice & acquisition process with an end-user. Request is
managed via MyDataShare Operator Platform and the
applicable Wallet application. 69

 طﻠﺐ اﻟﻤﻮاﻓﻘﺔDemande de

Consent request endpoint

API endpoint for incoming Consent requests at MyDataShare
Operator Platform. Requires Access token with Scope
consent request. 69

 ﻧﻘﻄﺔ ﻧﮭﺎﯾﺔ طﻠﺐ اﻟﻤﻮاﻓﻘﺔPoint final de demande

Continuous Authentication

A dynamic form of authentication. It can leverage
biomechanical biometrics, behavioural biometric patterns,
and/or dynamic Transaction Risk Analysis to focus on
ensuring that certain data points collected throughout the
course of an online interaction with an individual (such as

 اﻟﻤﻮاﻓﻘﺔ ﻋﻠﻰ اﻻﺳﺘﺒﻄﺎنIntrospection du
consentement

consentement

consentement

de consentement

 اﻟﻤﺼﺎدﻗﺔ اﻟﻤﺴﺘﻤﺮةAuthentification
Continue
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geolocation, MAC and IP addresses, typing cadence and
mobile device angle) match “what should be expected”
during the entire session. 25
The technology used to authenticate an individual’s identity.
A Credential may incorporate a password, cryptographic key
or other form of access restriction. Credential service
provider. An entity that has been accredited in accordance
with the TDIF as a credential service provider and that
generates, binds and distributes Credentials to Users or binds
and manages Credentials generated by Users themselves. 67

Credential Service Provider
(CSP)

Entity that issues and/or registers authenticators and  ﻣﺰود ﺧﺪﻣﺔ اﻋﺘﻤﺎد اﻟﮭﻮﯾﺔFournisseur de Services
corresponding electronic credentials (binding the
Justificatifs d'Identité
authenticators to the verified identity) to subscribers. The
CSP is responsible for maintaining the subscriber’s identity
credential and all associated enrolment data throughout the
credential’s lifecycle and for providing information on the
credential’s status to verifiers. 25

Data access log

A human-readable history of end-user related data access  ﺳﺠﻞ اﻟﻮﺻﻮل إﻟﻰ اﻟﺒﯿﺎﻧﺎتJournal d'accès aux
events collected via reporting entities such as AGW, Wallet
données
and CMS. This data is served to End-users via MyDataShare
Wallet. 69

Data Architecture

The structure of an organization’s logical and physical data
assets and data management resources. 68

De-anonymization

Matching anonymous data (also known as de-identified data)
with publicly available information, or auxiliary data, in
order to discover the individual to whom the data belong. 68
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 اﻻﻋﺘﻤﺎدCredential

Credential

 ھﻨﺪﺳﺔ اﻟﺒﯿﺎﻧﺎتArchitecture de données
 إزاﻟﺔ إﺧﻔﺎء اﻟﮭﻮﯾﺔDésanonymisation

 اﻟﻤﻌﺮف اﻟﻼﻣﺮﻛﺰيIdentifiant décentralisé

Decentralised Identifier
(DID)

A type of identifier intended for verifiable digital identity that
is "self-sovereign", i.e., fully under the control of the identity
owner and not dependent on a centralised registry, identity
provider or certificate
authority.66

Decentralised Identifier
(DID) Document

Contains a set of key descriptions, which are machinereadable descriptions of the Identity Owner’s public keys,
and a set of service endpoints, which are resource pointers
necessary to initiate trusted interactions with the Identity
Owner. 66

 وﺛﯿﻘﺔ اﻟﻤﻌﺮف اﻟﻼﻣﺮﻛﺰيDocument

Deployed AI

AI that has been fielded for its intended purpose within its
relevant operational environment. 68

 إﻋﻤﺎل اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲIntelligence Artificielle

De-duplication

The process of resolving identity evidence and attributes to a
single unique identity within a given population or
context(s). 25

Digital Ecosystem

The stakeholders, systems, tools, and enabling environments
that together empower people and communities to use digital
technology to gain access to services, engage with each other,
and pursue missional opportunities. 68

Digital financial inclusion or
fintech-enabled financial
inclusion

We use the two terms interchangeably in the paper. Digital  اﻟﺸﻤﻮل اﻟﻤﺎﻟﻲ اﻟﺮﻗﻤﻲ أوInclusion financière
access to and usage of formal financial services, such as  اﻟﺸﻤﻮل اﻟﻤﺎﻟﻲ اﻟﻤﻤﻜّﻦ ﻣﻦnumérique
through mobile phone (both smart and non-smart phones)
اﻟﺘﻘﻨﯿﺎت اﻟﻤﺎﻟﯿﺔ اﻟﺤﺪﯾﺜﺔ
and computers (to access the internet). This concept includes
services provided by fintech companies and financial
institutions.71

d'identification
décentralisé

déployée

 إزاﻟﺔ اﻻزدواﺟﯿﺔDéduplication

 اﻟﻨﻈﺎم اﻟﺒﯿﺌﻲ اﻟﺮﻗﻤﻲÉcosystème numérique
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A set of the attributes about a person that uniquely describes
the person engaged in an online transaction under the Trust
Framework identity eco-system. 18

Digital Identity System

The system for identity management transactions which is
the subject of this Consultation Paper and the Legislation. 67

 ﻧﻈﺎم اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔSystème d'identité

Digital Identity Systems

For the purposes of this Guidance, are systems that cover the
process of identity proofing/enrolment and authentication.
Identity proofing and enrolment can be either digital or
physical (documentary), or a combination, but binding,
credentialing, authentication, and portability/federation must
be digital. 25

 أﻧﻈﻤﺔ اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔSystèmes d'Identités

Digital Identity Assurance
Frameworks and Technical
Standards

A set of open sources, consensus-driven assurance  أطﺮ ﺿﻤﺎن اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔCadres d’Assurance de
frameworks and technical standards for digital ID systems
 واﻟﻤﻌﺎﯾﯿﺮ اﻟﻔﻨﯿﺔl’Identité Numérique et
that have been developed in several jurisdictions and also by
Normes Techniques
international organizations and industry bodies See
Appendix D: Digital ID assurance framework and technical
standard setting bodies. See for example NIST standards and
eIDAS Regulation at Appendix E: Overview of US and EU
digital ID assurance frameworks and technical standards. 25

Digital Identity system

The system for identity management transactions which is
the subject of this Consultation Paper and the Legislation. 67

Digital Infrastructure

The foundational components that enable digital
technologies and services. Examples of digital infrastructure
include fiber-optic cables, cell towers, satellites, data centers,
software platforms, and end-user devices. 68
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 اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔIdentité Numérique

Digital Identity

numérique

Numériques

 ﻧﻈﺎم اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔSystème d'identité
numérique

 اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ اﻟﺮﻗﻤﯿﺔInfrastructure
numérique

 اﻻﺳﺘﺒﻄﺎن اﻟﻤﺒﺎﺷﺮIntrospection directe

Direct introspection

A mechanism where Data Provider validates the requests
from Data Consumers directly against MyDataShare
Operator Platform APIs (no Access Gateway in middle). 69

Digital lending/credit

Credit activity that involves the extension of funds through  اﻻﺋﺘﻤﺎن اﻟﺮﻗﻤﻲ/  اﻹﻗﺮاضPrêt/crédit numérique
digital means—via mobile phone or online. Digital lending
can be extended through marketplace lending, peer-to-peer
lending, e-commerce lending, online lending by banks, and
mobile lending. Digital credit models typically make
extensive used of digital data collection. 71

eIDAS Regulation

(EU) N°910/2014 on electronic identification and trust  اﻟﻼﺋﺤﺔ اﻟﺘﻨﻈﯿﻤﯿﺔ ﻟﻼﺗﺤﺎدRèglement eIDAS
services for electronic transactions in the internal market. 25 اﻷوروﺑﻲ ﻟﺘﺤﺪﯾﺪ اﻟﮭﻮﯾﺔ

Electronic Identity
Verification (eIDV)

Enrolment

اﻹﻟﻜﺘﺮوﻧﯿﺔ وﺧﺪﻣﺎت اﻟﺜﻘﺔ
ﻟﻠﻤﻌﺎﻣﻼت اﻹﻟﻜﺘﺮوﻧﯿﺔ
The use of public and private databases to quickly confirm
 اﻟﺘﺤﻘﻖ ﻣﻦ اﻟﮭﻮﯾﺔValidation électronique
whether an individual is who they claim to be. eIDV uses
 اﻹﻟﻜﺘﺮوﻧﯿﺔde l'identité
personal information such as name, date of birth, Social
Security number and address. The result of trying to confirm
an individual’s identity could be a match, non-match, or
partial match. 10

The process by which an IDSP registers (enrolls) an identityproofed applicant as a ‘subscriber’ and establishes their
identity account. This process authoritatively binds the
subscriber’s unique verified identity (i.e., the subscriber’s
attributes/identifiers) to one or more authenticators possessed
and controlled by the subscriber, using an appropriate
binding protocol. The process of binding the subscriber’s
identity to authenticator(s) is also referred to as
‘credentialing’. 25

 اﻟﺘﺴﺠﯿﻞInscription
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Systèmes d’Identité à
Usage Général
ou
Systèmes d’Identité
Fondamentaux

Typically provide documentary and/or digital credentials that
are widely recognized and accepted by government agencies
and private sector service providers as proof of official
identity for a variety of purposes (for example, national ID
systems and civil registration). 25

High-Performance
Computing (HPC)

Developing, deploying, and operating very highcapacity اﻷداء
computers (along with the requisite software, hardware,
facilities, and underpinning infrastructure) to advance the
computational upper limits of resolution, dimensionality, and
complexity. 68

Homomorphic Encryption

A technique that allows computation to be performed directly
on encrypted data without requiring access to a secret key.
The result of such a computation remains in encrypted form
and can at a later point be revealed by the owner of the secret
key. 68

Human-Machine Teaming
(or Human-AI Teaming)

The ability of humans and AI systems to work together to  ﻓﺮﯾﻖ اﻟﺬﻛﺎء اﻻﺻﻄﻨﺎﻋﻲEquipe Hommeundertake complex, evolving tasks in a variety of
 اﻟﺒﺸﺮيMachine
environments with seamless handoff both ways between
human and AI team members. Areas of effort include
developing effective policies for controlling human and
machine initiatives, computing methods that ideally
complement people, methods that optimize goals of
teamwork, and designs that enhance human-AI interaction. 68

Identification Assurance
Level (IAL)

Confidence level related to end-user identity proofing ﺗﺤﺪﯾﺪ
process. 69

Identifier

Something that enables an individual, entity, process or thing
to be discovered and identified in a given context. The
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أﻧﻈﻤﺔ اﻟﮭﻮﯾﺔ ذات
اﻷﻏﺮاض اﻟﻌﺎﻣﺔ
)أو أﻧﻈﻤﺔ اﻟﮭﻮﯾﺔ
(اﻟﺘﺄﺳﯿﺴﯿﺔ

General-Purpose Identity
Systems (or Foundational
Identity Systems)

ﻋﺎﻟﯿﺔ

 ﺣﻮﺳﺒﺔCalcul haute
(HPC) performance

 ﺗﺸﻔﯿﺮ ﻣﺘﻤﺎﺛﻞ اﻟﺸﻜﻞCryptage homomorphe

ﺿﻤﺎن

 ﻣﺴﺘﻮىNiveau d'assurance
 اﻟﮭﻮﯾﺔd'identification
 اﻟﻤﻌﺮفIdentifiant

Decentralised Identifier or DID is the building block of SSI.
In the context of this document, we refer to DIDs when
speaking about identifiers. 66

 ﺟﺮﯾﻤﺔ اﻟﮭﻮﯾﺔCrime d'identité

Identity crime

Activities or offences in which a perpetrator uses a
fabricated, manipulated, stolen or otherwise fraudulently
assumed identity to facilitate the commission of crime. 70

Identity exchange

An entity that has been accredited in accordance with the
TDIF as an identity exchange and that conveys, manages and
coordinates the flow of Attributes and assertions between
Accredited Participants and relying parties. 67

 ﺗﺒﺎدل اﻟﮭﻮﯾﺔÉchange d'identité

Identity fraud

The gaining of money, goods, services or other benefits or
the avoidance of obligations through the use of a fabricated,
manipulated, stolen or otherwise fraudulently assumed
identity. 70

 ﺗﺰوﯾﺮ اﻟﮭﻮﯾﺔFraude à l'identité

Identity Holder

An individual or organisation that controls the private keys
associated with a given DID. While all types of entities,
including natural persons, processes, organisations, smart
agents, and things (e.g., IoT devices, machines, etc.) may
have DIDs that identify them, the private keys associated
with a DID will still be controlled by an individual or
organisation. 66

 ﺣﺎﻣﻞ اﻟﮭﻮﯾﺔTitulaire d'identité

Identity lifecycle

Management refers to the actions that should be taken in
response to events that can occur over the identity lifecycle
and affect the use, security and trustworthiness of
authenticators, for example, loss, theft, unauthorized
duplication, expiration, and revocation of authenticators
and/or credentials. 25

 دورة ﺣﯿﺎة اﻟﮭﻮﯾﺔCycle de Vie d’Identité
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Linking the digital identifiers of an identity in multiple
federated identity providers to a digital identifier of the same
identity in the MyDataShare ID identity provider. 69

Identity non-correlation

A use case in MyDataShare ecosystem that uses only
MyDataShare ID -stored pairwise identifiers of the end-user
among the peer entities. The authentication requester only
receives the end-user’s pairwise identifier, so that doesn’t
allow correlation in context. 69

Identity Proofing

Answers the question, “Who are you?” and refers to the
process by which an identity service provider (IDSP)
collects, validates and verifies information about a person
and resolves it to a unique individual within a given
population or context. It involves three actions: (1)
collection/resolution, (2) validation, and (3) verification. 25

 إﺛﺒﺎت اﻟﮭﻮﯾﺔPreuve d'Identité

Identity Provider (IDP)

Identity Provider solution that is used to offer Identity
Provisioning and Access Management services. 69

 ﻣﺰود اﻟﮭﻮﯾﺔFournisseur d'identité

Identity Service Provider
(IDSP)

Generic umbrella term that refers to all of the various types
of entities involved in providing and operating the processes
and components of a digital ID system or solution. IDSPs
provide digital ID solutions to users and relying parties. A
single entity can undertake the functional roles of one or
more IDSPs – see Appendix A: Description of a Basic Digital
Identity System and its Participants for a summary of all the
relevant entities including – identity provider, credential
service provider (CSP), registration authority (RA) (or
identity manager), verifier, user/Individual, applicant,
subscriber, claimant, relying party and Trust Framework
Provider / Trust Authority. 25

 ﻣﺰود ﺧﺪﻣﺔ اﻟﮭﻮﯾﺔFournisseur de Service
(IDSP) d'Identité
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 رﺑﻂ اﻟﮭﻮﯾﺔLiaison d'identité

Identity linking

 ﻋﺪم ارﺗﺒﺎط اﻟﮭﻮﯾﺔNon-corrélation
identitaire

 ﺳﺮﻗﺔ اﻟﮭﻮﯾﺔVol d'identité

Identity theft

The fraudulent use of a person’s identity (or a significant part
thereof) without consent, whether the person is living or
deceased. 70

Identity token

A security token granted by the OpenID Provider that
contains information about an End-user. This information
tells your client application that the user is authenticated and
can also give you additional information like their username
or locale. 69

Face Verification Service

The national online system which enables a facial image
associated with an individual to be compared against another
image of the same individual held in government records
(such as documents) of that individual, to help verify the
identity of that individual. 67

Legislation

The proposed legislation for the Digital Identity system
including primary and secondary legislation. 67

Level of assurance (or
confidence)

The degree of confidence in a person’s claimed identity at ( ﻣﺴﺘﻮى اﻟﻀﻤﺎن )أو اﻟﺜﻘﺔNiveau d'assurance ou
application (i.e. through identity proofing) or at
de confidence
authentication. 70

Marketplace lending

Lending via digital platforms which directly connects lenders
to borrowers. 71

Multi-Party Federated
Learning

An ML setting where many clients (e.g., mobile devices or ﻣﺘﻌﺪد
whole organizations) collaboratively train a model under the
orchestration of a central server (e.g., service provider) while
keeping the training data decentralized. It can mitigate many
of the systemic privacy risks and costs resulting from
traditional, centralized ML and data science approaches.

 رﻣﺰ اﻟﮭﻮﯾﺔJeton d'identification

 ﺧﺪﻣﺔ اﻟﺘﺤﻘﻖ ﻣﻦ اﻟﻮﺟﮫService de vérification
faciale

 ﺗﺸﺮﯾﻊLégislation

 اﻹﻗﺮاض ﻣﻦ اﻟﺴﻮقPrêt du marché
اﻟﻤﻮﺣﺪ

 اﻟﺘﻌﻠﻢApprentissage fédéré
 اﻷطﺮافmultipartite
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However, it does introduce new attack vectors that must be
addressed. 68
MyDataShare ID

MyDataShare Operator
Platform, MOP

OpenID Connect compliant Identity Provider that is used to
offer Access Management services to protect access to
Wallet application and MyDataShare Operator Platform’s
APIs. In case of Single sign-on use of MyDataShare ID by
the relying party, it protects access to its resources/services
too. 69

 ُﻣﻌﺮف ﻣﺸﺎرﻛﺔ ﺑﯿﺎﻧﺎﺗﻲMon identifiant de
données partagés
Identifiant
MyDataShare

MyDataShare Operator ties together end-users, Data ﻣﺸﺎرﻛﺔ
Providers and Data Consumers by offering Data Consumers
the ability to enter into Contracts with, and/or request
Consents from End-users. 69

 ﻣﻨﺼﺔ ﻣﻌﺮفOpérateur du
 ﺑﯿﺎﻧﺎﺗﻲplateforme mon

identifiant de données
partagés
MyDataShare

End-user web application that gives end-users the possibility
to manage Consent requests, Consents and other data
processing information related to MyDataShare Operator
Platform. 69

 ﺣﺎﻓﻈﺔ ﻣﺸﺎرﻛﺔ ﺑﯿﺎﻧﺎﺗﻲPortefeuille de partage

Natural Language
Processing (NLP)

The ability of a machine to process, analyze, and mimic
human language, either spoken or written. 68

 ﻣﻌﺎﻟﺠﺔ اﻟﻠﻐﺔ اﻟﻄﺒﯿﻌﯿﺔTraitement du langage

Natural Language
Understanding

The ability of a machine to represent and act on the meaning
that a language expresses utilizing language semantically
rather than statistically. 68

 ﻓﮭﻢ اﻟﻠﻐﺔ اﻟﻄﺒﯿﻌﯿﺔCompréhension du

Neuromorphic Computing

Computing that mimics the human brain or neural network.

 اﻟﺤﻮﺳﺒﺔ اﻟﻌﺼﺒﯿﺔCalcul neuromorphique

MyDataShare Wallet

68
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de mes données
Portefeuille
MyDataShare
naturel

langage naturel

Official Identity

For the purposes of this Guidance, is the specification of a
unique natural person that (1) is based on characteristics
(identifiers or attributes) of the person that establish a
person’s uniqueness in the population or particular
context(s), and (2) is recognized by the state for regulatory
and other official purposes. 25

One Shot (or Few Shot)
Learning

An approach to machine learning that leverages existing
knowledge to enable learning in some applications (e.g.,
object recognition) on a few non-repeated examples, with the
system rapidly learning similarities and dissimilarities
between the training examples. 68

Participant

The Oversight Authority and each attribute service provider,
credential service provider, identity exchange, identity
provider and relying party. 67

Platform Environment

Provides an application developer or user secured access to
resources and tools (e.g., workflows, data, software tools,
storage, and compute) on which applications can be
developed or run. 68

Peer Decentralised Identifier
(DID)

A DID created only for use within a pairwise connection.
Private, not resolvable through a DID Registry. 69

Permission token

A MyDataShare issued token similar to Consent token but
generalised to cover also other legal processing bases
(including consent). Permission token is validated against the
Consent introspection endpoint. 69

 اﻟﮭﻮﯾﺔ اﻟﺮﺳﻤﯿﺔIdentité Officielle

 اﻟﺘﻌﻠﻢ ﺧﻄﻮة واﺣﺪةApprentissage one-shot
(ou Few-shot learning)

Apprentissage à partir
de quelques exemples
ou d'un seul exemple

 ﻣﺸﺎركParticipant

 ﺑﯿﺌﺔ اﻟﻤﻨﺼﺔEnvironnement plateforme

Identifiant pair
ﻣﻌﺮف اﻷﻗﺮان اﻟﻼﻣﺮﻛﺰي
ّ
décentralisé

 رﻣﺰ اﻹذن أو اﻟﺘﺼﺮﯾﺢJeton d'autorisation
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A fraudulent attempt to gather credentials from unknowing
victims using deceptive emails and websites. For example, a
criminal attempt to trick its victim into supplying names,
passwords, government ID numbers or credentials to a
seemingly trustworthy source. 25

 اﻟﺘﺼﯿﺪ اﻻﺣﺘﯿﺎﻟﻲHameçonnage

Portability / Interoperability

Portable identity means that an individual’s digital ID
credentials can be used to prove official identity for new
customer relationships at unrelated private sector or
government entities, without their having to obtain and verify
personally identifiable information (PII) and conduct
customer identification/verification each time. Portability
requires developing interoperable digital identification
products, systems, and processes. Portability/interoperability
can be supported by different digital ID architecture and
protocols. 25

 اﻟﺘﺸﻐﯿﻞ/  ﻗﺎﺑﻠﯿﺔ اﻟﻨﻘﻞInteropérabilité /
 اﻟﺒﯿﻨﻲPortabilité

Progressive Identity

Official identity that can change over time as the identified
individual develops a progressively more robust digital
footprint that provides an increasing number of attributes
and/or authenticators that can be verified against an
increasing number and range of sources. 25

Public-key encryption

Where a pair of keys are generated for an entity—a person,
ﺗﺸﻔﯿﺮ اﻟﻤﻔﺘﺎح اﻟﻌﺎم
system, or device—and that entity holds the private key
securely, while freely distributing the public key to other )اﻟﻤﺴﺘﺨﺪم ﻓﻲ ﺷﮭﺎدات
entities. Anyone with the public key can then use it to encrypt
اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻟﻠﻤﻔﺘﺎح اﻟﻌﺎم
a message to send to the private key holder, knowing that
(PKI)
only they will be able to open it. 25

Phishing
(also referred to as man-inthe-middle or credential
interception)

(Used in Public Key
Infrastructure (PKI)
Certificates)
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ou Phishing

(Aussi Appelé
Interception de
l’Homme au Milieu ou
des Titres de
Compétences)

 اﻟﮭﻮﯾﺔ اﻟﺘﻘﺪﻣﯿﺔIdentité progressive

Chiffrement à Clé
Publique
(Utilisé dans les
Certificats

d’Infrastructure à Clé
Publique)
 ﺗﻌﺰﯾﺰ اﻟﺘﻌﻠﻢApprentissage par
renforcement

Reinforcement Learning

A method of training algorithms to make suitable actions by
maximizing rewarded behavior over the course of its actions.
This type of learning can take place in simulated
environments, such as game-playing, which reduces the need
for real-world data. 68

Relying party

An entity listed by the Oversight Authority on a register as a
relying party and that relies on verified Attributes or
assertions provided by identity providers and attribute
service providers to enable the provision of access to a digital
service to a User. 67

Reliable AI

An AI system that performs in its intended manner within the
intended domain of use. 68

 ذﻛﺎء اﺻﻄﻨﺎﻋﻲ ﻣﻮﺛﻮقIntelligence artificielle

Responsible AI

An AI system that aligns development and behavior to goals
and values. This includes developing and fielding AI
technology in a manner that is consistent with democratic
values. 68

 ذﻛﺎء اﺻﻄﻨﺎﻋﻲ ﻣﺴﺆولIntelligence Artificielle

Robust AI

An AI system that is resilient in real-world settings, such as
an object-recognition application that is robust to significant
changes in lighting. The phrase also refers to resilience when
it comes to adversarial attacks on AI components. 68

 ذﻛﺎء اﺻﻄﻨﺎﻋﻲ ﻗﻮيIntelligence artificielle

Self-Sovereign Identity

A model of digital identity where individuals and entities
alike are uniquely in full control over central aspects of their
digital identity, including their underlying encryption keys,
creation, registration, and use of their decentralised

 اﻟﻄﺮف اﻟﻤﻌﻮلPartie de confiance

fiable

Responsable

robuste

اﻟﮭﻮﯾﺔ اﻟﺬاﺗﯿﺔ

Identité autosouveraine
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identifiers or DIDs, and control over how their credentials
and related personal data is shared and used. 66
A collection of machine learning techniques that are used to
train models or learn embedded representations without
reliance on costly labeled data; rather, an approach is to
withhold part of each data sample and require the algorithm
to learn to predict the missing piece.65 Self-supervision has
been used to train some of the largest language models built
to date by training on large amounts of natural language data.

 ﺗﻌﻠﻢ اﻵﻟﺔ اﻟﺨﺎﺿﻊApprentissage
 ﻟﻺﺷﺮاف اﻟﺬاﺗﻲautomatique auto-

Semi-Supervised Machine
Learning

A process for training an algorithm on a combination of
labeled and unlabeled data. Typically, this combination will
contain a very small amount of labeled data and a very large
amount of unlabeled data. One approach is to use the costly,
smaller amount of labeled data to bootstrap a classification
model, use that model to generate predicted labels across the
larger, unlabeled data, and then use the outcome to
retrain/refine the model and iterate until class label
assignments stabilize. 68

 ﺗﻌﻠﻢ اﻵﻟﺔ ﺷﺒﮫ اﻟﺨﺎﺿﻊApprentissage
 ﻟﻺﺷﺮافautomatique semi-

Single sign-on (SSO)

An access control property of a system where a single
authentication provides access to multiple services, by
passing the authentication token seamlessly to configured
services. 69

Social (Digital) Footprint

The trail of information recorded in information systems or
other types of evidence (such as testimonial from a referee)
as a result of normal social, living and employment activities
during a person’s lifetime. An online social footprint (or

Self-Supervised Machine
Learning

supervisé

68
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supervisé

 اﻟﺪﺧﻮل اﻟﻤﻮ ّﺣﺪAuthentification unique

 اﻟﺒﺼﻤﺔ اﻻﺟﺘﻤﺎﻋﯿﺔEmpreinte sociale
(( )اﻟﺮﻗﻤﯿﺔnumérique)

‘digital footprint’) refers to the trail, traces or ‘footprints’ that
people leave behind online.70
Supervised Machine
Learning

A process for training algorithms by example. The training
data consists of inputs paired with the correct outputs. During
training, the algorithm will search for patterns in the data that
correlate with the desired outputs and learn to predict the
correct output for newly presented input data over iterative
training and model updates. 68

 ﺗﻌﻠﻢ اﻵﻟﺔ اﻟﺨﺎﺿﻊApprentissage
 ﻟﻺﺷﺮافautomatique Supervisé

Synthetic Identities

Developed by criminals by combining real (usually stolen)
and fake information to create a new (synthetic) identity,
which can be used to open fraudulent accounts and make
fraudulent purchases. Unlike impersonation, the criminal is
pretending to be someone who does not exist in the real world
rather than impersonating an existing identity. 25

 اﻟﮭﻮﯾﺎت اﻟﺘﺮﻛﯿﺒﯿﺔIdentités Synthétiques
اﻟﮭﻮﯾﺎت اﻻﺻﻄﻨﺎﻋﯿﺔ

 اﻟﺘﺘﺒﻊTraçabilité

Traceability

A characteristic of an AI system enabling a person to
understand the technology, development processes, and
operational capabilities (e.g., with transparent and auditable
methodologies along with documented data sources and
design procedures). 68

Token endpoint

API endpoint in MyDataShare ID that issues access tokens.

Trusted Client

A client that has been registered and issued valid credentials
to access the MyDataShare ecosystem’s APIs. 69

Trusted Digital Identity
Framework or TDIF

The documents which set out the requirements for  إطﺎر ﻋﻤﻞ اﻟﮭﻮﯾﺔ اﻟﺮﻗﻤﯿﺔCadre d'identité
accreditation of entities in connection with the system. 67
 اﻟﻤﻮﺛﻮق ﺑﮫnumérique de confiance

 ﻧﻘﻄﺔ ﻧﮭﺎﯾﺔ اﻟﺮﻣﺰPoint de terminaison de
jeton

 ﻋﻤﯿﻞ ﻣﻮﺛﻮق ﺑﮫClient de confiance
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Unsupervised Machine
Learning

A process for training a model in which the model learns ﺗﻌﻠﻢ اﻵﻟﺔ ﻏﯿﺮ اﻟﺨﺎﺿﻊ
from the data itself without any data labels. Two common
ﻟﻺﺷﺮاف
approaches are clustering (in which inherent groupings are
discovered) and association (in which rules that describe
large portions of the data are discovered). 68

Validation (identity)

Part of identity proofing and involves determining that the
evidence is genuine (not counterfeit or misappropriated) and
the information the evidence contains is accurate by checking
the identity information/evidence against an acceptable
(authoritative/reliable) source to establish that the
information matches reliable, independent source
data/records. 25

Verification

Part of identity proofing and involves confirming that the
validated identity relates to the individual (applicant) being
identity proofed.25
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Apprentissage nonsupervisé
Unsupervised Machine
Learning

 اﻟﻤﺼﺎدﻗﺔValidation

 اﻟﺘﺤﻘﻖVérification

Distributed Ledger Technology (DLT) ﺗﻘﻨﯿﺔ اﻟﺴـﺠﻼت اﻟﻤﻮزﻋﺔ
 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 اﻟﻤﺪﯾﺮ )ﻧﻈﺎم ﺗﻘﻨﯿﺔAdministrateur
(اﻟﺴﺠﻼت اﻟﻤﻮزﻋﺔ

Terms

Definition

Airdrop

A distribution of digital tokens to a list of blockchain
addresses.73

Alt-coin

Any cryptocurrency that exists as an alternative to bitcoin. 9

Asset-Backed Token

A DLT-based digital representation of an actual real asset or
revenue stream. 5

 رﻣﺰ ﻣﺪﻋﻮم ﺑﺎﻷﺻﻮلJeton Adossé à des

Atomic Swap

An exchange of tokens that does not involve the intervention
of any trusted intermediary and automatically reverts if all of
the provisions are not met.73

 اﻟﻤﺒﺎدﻟﺔ اﻟﺬرﯾﺔAtomic Swap

Administrator

Actors that controls access to the core codebase repository
and can decide to add, remove and amend code to change
system rules. An administrator is often considerably involved
in the governance process.11

 ﻋﻤﻠﯿﺔ ﺗﻮزﯾﻊ اﻟﺮﻣﻮزAirdrop
 اﻟﻌﻤﻠﺔ اﻟﺒﺪﯾﻠﺔAlt-coin
Actifs

Échange atomique

Block header

Structured data that includes a cryptographic link to the
previous block unless there is no previous block. 85

 رأس اﻟﻜﺘﻠﺔEn-tête de bloc

Blockchain as a service
(BaaS)

A cloud service category in which the capabilities provided
to the cloud service customer are to deploy and manage a
blockchain network in order to enable the abilities of
consensus, smart contract, transaction, crypto engine, block
record storage, peer-to-peer connectivity and management
using blockchain. 85

 ﺳﻠﺴﻠﺔ اﻟﻜﺘﻞ ﻛﺨﺪﻣﺔBlockchain en tant que
service
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A software for visualizing blocks, transactions, and
blockchain network metrics (e.g., average transaction fees,
hashrates, block size, block difficulty).73

Blockchain Subnetwork

A blockchain network that is tightly coupled with one or اﻟﻜﺘﻞ
more other blockchain networks, as found in sharding.73

Commit-Chain

A scheme that enables the off-chain processing of
transactions by one or more operators with on-chain state
update commitments that do not contain per-transaction
data.73

Candidate Record

A record that has not yet been propagated to the network and
thus not been subject to network consensus. 11

 ﺳﺠﻞ اﻟﻤﺮﺷﺢDossier du Candidat

Censorship Resistance

Inability of a single party or cartel to unilaterally perform any
of the following: 1) change rules of the system; 2) block or
censor transactions; and 3) seize accounts and/or freeze
balances. 11

 اﻟﻤﻘﺎوﻣﺔ اﻟﺮﻗﺎﺑﯿﺔRésistance à la Censure

Consensus Algorithm

A set of rules and processes used by the network to reach
agreement and validate records. 11

Consensus Model

A process to achieve agreement within a distributed system
on the valid state.73

Consortium

A group of organizations or individuals with the objective of
mutualizing resources for achieving a common goal (e.g.,
operating a consortium blockchain).73
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 ﻣﺴﺘﻜﺸﻒ ﺳﻠﺴﺔ اﻟﻜﺘﻞBlockchain explorateur

Blockchain Explorer

ﺳﻠﺴﻠﺔ

 ﺷﺒﻜﺔBlockchain Sous-réseau
اﻟﻔﺮﻋﯿﺔ

 ﺳﻠﺴﻠﺔ اﻻﻟﺘﺰامCommit-Chaîne

 اﻟﺨﻮارزﻣﯿﺔ اﻟﻤﺘﻮاﻓﻘﺔAlgorithme de
Consensus

 ﻧﻤﻮذج اﻟﺘﻮاﻓﻖModèle de consensus
 اﻟﺘﺤﺎﻟﻒConsortium

This is the practice of funding a project or venture by raising
monetary contributions from a large number of people. It is
often performed via internet mediated registries that facilitate
money collection for the borrower (lending) or issuer
(equity).6

 اﻟﺘﻤﻮﯾﻞ اﻟﺠﻤﺎﻋﻲFinancement

Custodian

A third-party entity that holds and safeguards a user’s private
keys or digital assets on their behalf. Depending on the
system, a custodian may act as an exchange and provide
additional services, such as staking, lending, account
recovery, or security features.73

 أﻣﯿﻦ اﻟﺤﻔﻆGardien

DASH

A peer-to-peer cryptocurrency that was forked out of Bitcoin
to offer faster and more private transactions to users. It is also
considered to be one of the first digital currency with a
decentralized blockchain governance system. Dash is a blend
word for Digital Cash and its currency symbol in the markets
is DASH. 10

 ﻋﻤﻠﺔ ﻣﺸﻔﺮةDASH

Decentralized Applications
(dApps)

Decentralized applications developed to run on top of
distributed ledger technology like blockchain leveraging
smart contracts. The blockchain network is the back-end
system for these applications and they often connect with the
blockchain network via APIs.72

 اﻟﺘﻄﺒﯿﻘﺎت اﻟﻼﻣﺮﻛﺰﯾﺔdApps

Decentralized System

Distributed system wherein control is distributed among the
persons or organizations participating in the operation of
system. 85

Delegated Proof of Stake
(DPoS)

Another approach to proof of stake (see 6.50) where a
number of nodes are elected or selected to function as the
block-producing full validating nodes for the network. 85

Crowdfunding

Participatif

Crowdfunding

Applications
décentralisées

 ﻧﻈﺎم ﻻﻣﺮﻛﺰيSystème décentralisé

 ﺗﻔﻮﯾﺾ إﺛﺒﺎت اﻟﺤﺼﺔPreuve de participation
déléguée
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Digital Asset

Any text or media that is formatted into binary source. 9

Digital signature

A mathematical scheme used for presenting the authenticity
of digital assets. 9

Disaster-Recovery-as-aService

A cloud computing and backup service model that uses cloud
resources to protect applications and data from disruption
caused by disaster. It gives an organization a total system
backup that allows for business continuity in the event of
system failure. DRaaS is often offered in conjunction with a
disaster recovery plan (DRP) or business continuity plan
(BCP). The other name for DRaaS is business continuity as a
service (BCaaS). 10

Distributed Ledger
Technology (DLT)

A means of recording information through a distributed
ledger, i.e. a repeated digital copy of data at multiple
locations, as in blockchain. These technologies enable nodes
in a network to securely propose, validate, and record a full
history, state changes (or updates) to a synchronised ledger
that is distributed across the network’s nodes.28

DLT System

A system of electronic records that (i) enables a network of
independent participants to establish a consensus around (ii)
the authoritative ordering of cryptographically validated
(‘signed’) transactions. These records are made (iii)
persistent by replicating the data across multiple nodes, and
(iv) tamper-evident by linking them by cryptographic hashes.
(v) The shared result of the reconciliation/ consensus process
- the ‘ledger’ - serves as the authoritative version for these
records. 11
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 اﻷﺻﻮل اﻟﺮﻗﻤﯿﺔActifs Numériques
 اﻟﺘﻮﻗﯿﻊ اﻻﻟﻜﺘﺮوﻧﻲSignature Numérique
 اﻟﺘﻌﺎﻓﻲ ﻣﻦ اﻟﻜﻮارثRécupération après
 ﻛﺨﺪﻣﺔSinistre en tant que
Service

Reprise après Sinistre
en Tant que Service

 ﺗﻘﻨﯿﺔ اﻟﺴﺠﻼت اﻟﻤﻮزﻋﺔTechnologie des

Registres Distribués
(TRD)

 ﻧﻈﺎم ﺗﻘﻨﯿﺔ اﻟﺴﺠﻼتSystème des Registres
 اﻟﻤﻮزﻋﺔDistribués
Système de Technologie
du Grand Livre
Distribué

Dogecoin

A peer-to-peer open source cryptocurrency and falls under
the category of altcoins. Launched in December 2013 with a
Shibu Inus (Japanese dog) as its logo, Dogecoin looked
casual in its approach but is gaining wide acceptance for
online transactions. It is a decentralized virtual currency and
uses peer-to-peer technology to carry out its operations.
Dogecoin is script based (i.e. based on a password key) and
enables fast payments to anyone, anywhere across the globe.

 ﻋﻤﻠﺔ ﻣﺸﻔﺮةDogecoin

10

 اﻟﻤﺮﺟﻌﯿﺔ اﻟﺬاﺗﯿﺔRéférence Endogènes

Endogenous reference

Data which can be created and transferred solely through the
means of the system and has meaning within the system.
Enforcement is automatically performed by the system. 11

Ethereum mainnet

Secured by the interaction of thousands of independent nodes
run by individuals and miners. Anybody can set up a node on
Ethereum mainnet. 72

Ethereum Request for
Comments (ERC)

A document that smart contract programmers using the
Ethereum blockchain platform write and Ethereum-based
tokens must comply with the rules in the documents.72

 طﻠﺐ اﻹﯾﺜﺮﯾﻮم ﻟﻠﺘﻌﻠﯿﻘﺎتEthereum Demande de

Exogenous reference

Data that makes reference to some real-world condition and
needs to be incorporated from the outside. This generally
requires a gateway to make the connection to the external
system and enforce decisions outside the DLT system. 11

 اﻟﻤﺮﺟﻌﯿﺔ اﻟﺨﺎرﺟﯿﺔRéférence Exogène

Fork

The event of a DLT system splitting into two or more
networks. A fork can occur when two or more record
producers publish a valid set of records at roughly the same
time, as a part of an attack (e.g. 51% attack) or when a DLT

 اﻟﺸﺒﻜﺔ اﻟﺮﺋﯿﺴﺔ ﻟﻸﯾﺜﺮﯾﻮمEthereum mainnet

commentaires

 ﺗﺸﻌﺐ أو ﺗﻔﺮﯾﻊFourche
Bifurcation
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system protocol change is attempted (such a fork is ‘hard’ if
all users are required to upgrade, otherwise it is ‘soft’). 11
Actor that provides interfaces to the system by acting as a
bridge between the system and the external world. 11

Genesis block

The first block in a blockchain that serves to initialize the
blockchain. 85

 ﻛﺘﻠﺔ اﻟﺘﻜﻮﯾﻦBloc Genesis

Hard Fork

Alters the blockchain data in a public blockchain. Require s
all nodes in a network to upgrade and agree on the new
version. 9

 اﻟﺘﺸﻌﺐ اﻟﺼﻠﺐFourche dur

Hash function

A function that maps a bit string of arbitrary length to a  وظﯿﻔﺔ اﻟﺘﺠﺰﺋﺔ ﻓﻲ ﻟﺘﺸﻔﯿﺮFonction de hachage
fixed-length bit string. Approved hash functions satisfy the
following properties:
1. One-way: It is computationally infeasible to find any input
that maps to any pre-specified output.
2. Collision resistant: It is computationally infeasible to find
any two distinct inputs that map to the same output. 85

Hierarchical DL

Distributed ledger where each node has a full copy of the  اﻟﺘﺴﻠﺴﻞ اﻟﮭﺮﻣﻲ ﻟﻠﺴﺠﻼتDL Hiérarchique
ledger, but some details are hidden using cryptography. Only
اﻟﻼﻣﺮﻛﺰﯾﺔ
one or more trusted third parties have a full view of the
ledger. 7

Hybrid Permission

A combination of permissionless and permissioned
accessibility to a distributed ledger system. 85

Hybrid Reference

Data that shares both endogenous and exogenous
characteristics. Enforcement is dependent to some extent on
gateways. 11
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 اﻟﺒﻮاﺑﺔ-  اﻟﻤﺪﺧﻞPasserelle

Gateway

 إذن ﻣﺨﺘﻠﻂAutorisation hybride
 ﻣﺮﺟﻊ ﻣﺨﺘﻠﻂRéférence Hybride

 اﻟﺜﺒﺎتImmutabilité

Immutability

Property of a distributed ledger wherein ledger records
cannot be modified or removed once added to a distributed
ledger. 85

Incentive mechanism

Method of offering reward for some activities concerned with
the operation of a distributed ledger system. 85

Independent validation

Ability of the system to enable each participant to
independently verify the state of their transactions and
integrity of the system. 11

Inter ledger interoperability

Ability of two or more distributed ledger protocols to  ﻗﺎﺑﻠﯿﺔ اﻟﺘﺸﻐﯿﻞ اﻟﺒﯿﻨﻲInteropérabilité interexchange information and to use information that has been
 ﻟﻠﺴﺠﻼت اﻟﻼﻣﺮﻛﺰﯾﺔregistre
exchanged with one another. 85

Intra ledger interoperability

Ability of two or more tokens within distributed ledger  إﻣﻜﺎﻧﯿﺔ اﻟﺘﺸﻐﯿﻞ اﻟﺒﯿﻨﻲInteropérabilité intraplatform to operate with one another. 85
 داﺧﻞ اﻟﺴﺠﻼت اﻟﻼﻣﺮﻛﺰﯾﺔregistre

JSON Web Token

A data exchange format made of a header, payload, and
signature where the header and the payload take the form of
JSON objects. They are encoded and concatenated with the
aggregate being signed to generate a signature.73

Ledger

The authoritative set of records collectively held by a
substantial proportion of network participants at any point in
time, such that records are unlikely to be erased or amended
(i.e. ‘final’). 11
An unordered set of valid transactions held by a node, which
have not yet been incorporated into a formal record subject
to network consensus rules (i.e. ‘unconfirmed’ transactions).
Also called mempool. 11

Log

 آﻟﯿﺔ اﻟﺤﻮاﻓﺰMécanisme d'incitation
 اﻟﻤﺼﺎدﻗﺔ اﻟﻤﺴﺘﻘﻠﺔValidation

Indépendante

 رﻣﺰ اﻟﻮﯾﺐJSON Web Token

 اﻟﺴﺠﻞRegistre
Grand livre

 اﻟﺴﺠﻞLog
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Mint

A protocol-level operation that creates and distributes new
tokens to blockchain addresses, either individually or in
batch.73

Multi-party consensus

Ability of the system to enable independent parties to come
to agreement on a shared set of records without requiring a
central authority. 11

 ﺗﻮاﻓﻖ ﻣﺘﻌﺪد اﻷطﺮافConsensus Multipartite
إﺟﻤﺎع ﻣﺘﻌﺪد اﻷطﺮاف
 ﻣﺘﻌﺪد اﻟﺘﻮﻗﯿﻊMulti-Signature

Multi-Signature

A cryptographic signature scheme where the process of
signing information (e.g., a transaction) is distributed among
multiple private keys.73

Native Asset

The primary digital asset(s), if any, specified in the protocol
that are typically used to regulate record production, pay
transaction fees on the network, conduct ‘monetary policy’,
or align incentives. 11

Non-Custodial

Refers to an application or process that does not require users
to relinquish any control over their data or private keys.73

Notary

A trusted entity that submits transactions across blockchains
on behalf of users, often with respect to tokens the users have
previously locked up.73

Oracle

A gateway that bridges the gap between the DLT system and
external systems by serving as a source of information. 11

 أوراﻛﻞ ﻛﻮﺳﯿﻂOracle

Peer-to-peer (P2P)

The direct sharing of data between nodes on a network, as
opposed to via a central server.31

 اﻟﻤﺸﺎرﻛﺔ اﻟﻤﺒﺎﺷﺮةPair à Pair
ﻟﻠﺒﯿﺎﻧﺎت

Permissioned distributed
ledger system

Distributed ledger system in which permissions are required
to maintain and operate a node. 85
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 ﺻﻚ اﻟﺮﻣﻮزMint

 اﻷﺻﻮل اﻟﻤﺤﻠﯿﺔActif Natif

 ﻏﯿﺮ ﻣﺤﺘﺠﺰNon privative de liberté
 ﻛﺎﺗﺐ ﻋﺪلNotaire

 ﻧﻈﺎم اﻟﺴﺠﻼت اﻟﻼﻣﺮﻛﺰﯾﺔSystème de registre
 اﻟﻤﺴﻤﻮح ﺑﮫdistribué autorisé

Permissionless distributed
ledger system

Distributed ledger system where permissions are not required
to maintain and operate a node. 85

 ﻧﻈﺎم اﻟﺴﺠﻼت اﻟﻼﻣﺮﻛﺰﯾﺔSystème de registre
 ﺑﺪون إذنdistribué Permissionless

Programmatically - Executed A computer script that, when triggered by a particular
Transaction
message, is executed by the system. When the code is capable
of operating as all parties intend, the deterministic nature of
the execution reduces the level of trust required for individual
participants to interact with each other. They are commonly
referred to as smart contracts due to the scripts’ ability to
replace certain fiduciary relationships, such as custody and
escrow, with code. However, they are not autonomous or
adaptive (‘smart’), nor contracts in a legal sense - rather, they
can be the technological means of implementing a contract
or agreement. 11

ً  اﻟﻤﻌﺎﻣﻼت اﻟﻤﻨﻔﺬة ﺑﺮﻣﺠﯿﺎPar Programme  )ﺗﻨﻔﯿﺬ اﻟﻤﻌﺎﻣﻼتTransaction Exécutée
(اﻟﻤﺒﺮﻣﺠﺔ

Public DLT system

A distributed ledger technology (DLT) system which is
accessible to the public for use. 85

 ﻧﻈﺎم اﻟﺴﺠﻼت اﻟﻼﻣﺮﻛﺰﯾﺔSystème de registre
 اﻟﻌﺎمdistribué public

Private DLT system

A distributed ledger technology (DLT) system which is
accessible for use only to a limited group of DLT users. 85

 ﻧﻈﺎم اﻟﺴﺠﻼت اﻟﻼﻣﺮﻛﺰﯾﺔSystème de registre
 اﻟﺨﺎصdistribué privé

Proof-of-Authority

A consensus method that assigns a small and designated
number of blockchain actors as validators to validate
transactions or interactions with the network and to update its
more or less distributed registry. 72

 إﺛﺒﺎت ﺻﺤﺔ اﻟﺼﻼﺣﯿﺔPreuve d'autorité

Record Reorganisation

A node discovers that a new ledger version has been formed
which excludes one or more records that the node previously
thought were part of the ledger. These excluded records then
become ‘orphaned’. 11

 إﻋﺎدة ﺗﻨﻈﯿﻢ اﻟﺴﺠﻞRéorganisation des
Enregistrements
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Relay

A scheme deployed on a given blockchain to receive and
verify transactions from another blockchain.73

 ﺗﻨﺎوبRelais

Rollup

A scheme that enables the off-chain processing of
transactions by one or more operators with on-chain state
update commitments that contain “compressed” pertransaction data.73

 ﺗﺮاﻛﻢRollup

 ﺣﻔﻆ اﻟﺴﺠﻼت اﻟﻤﺸﺘﺮﻛﺔArchivage Partagé

Shared Recordkeeping

The ability of the system to enable multiple parties to
collectively create, maintain, and update a shared set of
records. 11

Sharding

A blockchain configuration and architecture that enables the
processing of transactions in parallel. The blockchain’s
global state is split among multiple blockchain subnetworks
coordinated by a separate hub blockchain.73

 ﻋﻤﻠﯿﺔ اﻟﺘﺠﺰﺋﺔPartage

Sidechain

A blockchain with its own consensus mechanism and set of
nodes that is connected to another blockchain through a twoway bridge.73

 ﺳﻠﺴﻠﺔ ﺟﺎﻧﺒﯿﺔChaîne latérale

Staking

Protocol-defined token collateralization earning yields
and/or providing privileges, either at the base layer (in proofof-stake consensus models) or at the smart contract layer.73

 إﺛﺒﺎت اﻟﺤﺼﺺJalonnement

State Channel

A scheme that enables the off-chain processing of
transactions by a group of participants with instant second
layer finality and deferred on-chain settlement via state
updates.73

 ﻗﻨﺎة اﻟﻮﺣﺪةEtat du canal

State Update

An on-chain transaction used to anchor the current state of an
external ledger onto the underlying blockchain.73
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Cumul

( )اﻟﺘﺨﺼﯿﺺStaking

 ﺗﺤﺪﯾﺚ اﻟﺤﺎﻟﺔMise à jour de l'état

Stateless

Refers to a data representation or a process that is selfcontained and does not depend on any external data store.73

Sybil Attack

A cybersecurity attack wherein an attacker creates multiple
accounts and pretends to be many persons at once.73

Tamper resistance

The ability to make it hard for a single party to unilaterally
change past records (i.e. transaction history). 11

Token Factory Contract

A smart contract that defines and issues a token.73

Transaction

Any proposed change to the ledger; despite the connotation,
a transaction need not be economic (value-transferring) in
nature. Transactions can be unconfirmed (not included in the
ledger) or confirmed (part of the ledger). 11

Transaction Fee

An amount of cryptocurrency charged to process a
blockchain transaction. Given to publishing nodes to include
the transaction within a block.73

Transaction finality

Determines when a confirmed record can be considered
‘final’ (i.e. not reversible). Finality can be probabilistic (e.g.
Pow-based systems that are computationally impractical to
revert) or explicit (e.g. systems that incorporate
‘checkpoints’ that must appear in every transaction history).
Finalised records are considered permanently settled,
whereas records that have been produced but which are
feasible to revert are referred to as provisionally settled. 11

Transaction processing

The set of processes that specifies the mechanism of updating
the ledger: (i) which participants have the right to update the

 ﻋﺪﯾﻢ اﻟﺤﺎﻟﺔApatride
 ھﺠﻮم ﺳﯿﺒﯿﻞSybil Attaque
 ﻣﻘﺎوﻣﺔ اﻟﻌﺒﺚInviolabilité
 ﻋﻘﺪ ﻣﺼﻨﻊ اﻟﺮﻣﺰContrat d'usine de
jetons

( ﻣﻌﺎﻣﻠﺔ )ﻋﻤﻠﯿﺔ ﺗﺠﺎرﯾﺔTransaction

 رﺳﻮم اﻟﻤﻌﺎﻣﻠﺔFrais de transaction

 اﻟﻤﻌﺎﻣﻠﺔ اﻟﻨﮭﺎﺋﯿﺔTransaction de Finalité

 ﻣﻌﺎﻟﺠﺔ اﻟﻤﻌﺎﻣﻼتTraitement des
Transactions
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shared set of authoritative records (permission less vs.
permissioned) and (ii) how participants reach agreement over
implementing these updates. Also called mining. 11
Validation (ledger)

Wallet

The set of processes required to ensure that actors
independently arrive at the same conclusion with regard to
the state of the ledger. This includes verifying the validity of
unconfirmed transactions, verifying record proposals, and
auditing the state of the system. 11
A software program capable of storing and managing public
and private key pairs used to store and transfer digital assets.

( اﻟﻤﺼﺎدﻗﺔ )اﻟﺴﺠﻞValidation (registre)

A cryptographic scheme where a prover is able to convince a
verifier that a statement is true, without providing any more
information than that single bit (that is, that the statement is
true rather than false). 73

 إﺛﺒﺎت اﻟﻤﻌﺮﻓﺔ اﻟﺼﻔﺮﯾﺔPreuve Zero-Knowledge

 ﺣﺎﻓﻈﺔ ﻧﻘﻮدLe Portefeuille

11

Zero-Knowledge Proof
(ZKP)
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(ZKP)

InsurTech

اﻟﺘﺄﻣﯿﻦ ﺑﺎﺳﺘﺨﺪام اﻟﺘﻘﻨﯿﺎت اﻟﺤﺪﯾﺜﺔ
 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﺗﺮاﻛﻢAccumulation

Terms

Definition

Actuarial reserves

Technical provisions calculated according to actuarial
methods which provides the future cover for the policy
holder in terms of life insurance, health insurance and
personal accident insurance. It corresponds to the difference
of cash value of the future liabilities minus the cash value of
future premiums. 75

 اﻻﺣﺘﯿﺎطﯿﺎت اﻻﻛﺘﻮارﯾﺔRéserves actuarielles

Adjuster

A person appointed by an insurance company to investigate
claims and recommend settlement amounts. 36

 اﻟﻀﺎﺑﻂAjusteur

Agent (Independent Retail
Insurance Agent)

A distribution partner who recommends and markets  وﻛﯿﻞ )وﻛﯿﻞ ﺗﺄﻣﯿﻦ اﻟﺘﺠﺰﺋﺔAgent (agent
insurance to individuals and businesses; usually represents
( اﻟﻤﺴﺘﻘﻞd'assurance
several insurance companies. Insurance companies pay
indépendant au détail)
76
agents for business production.

Allocated loss expenses

Defense, litigation, and medical cost containment expense, اﻟﺨﺴﺎرة
whether internal or external. 76

Accumulation

Asset Vault

Accumulation describes several risks insured or reinsured by
the same insurance company that could be affected by one
loss event simultaneously.75

Enables consumers to catalogue all of their assets in a secure
online register and better understand their total value. The
firm also works with insurance providers to protect the
consumer and their assets with appropriate insurance
products. 35

 ﻣﺼﺎرﯾﻒProvisions pour pertes
 اﻟﻤﺨﺼﺼﺔet frais de règlement des
sinistres

 اﻷﺻﻮل اﻟﻤﺪﻓﻮﻧﺔVoûte d'actifs
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Assumed business

A transaction concluded between two insurance companies.
It is synonymous with the forwarding of part of the loss
distribution assumed from the policy holder from the direct
insurance company to a reinsurance company. 75

 اﻷﻋﻤﺎل اﻟﻤﻔﺘﺮﺿﺔEntreprise assumée

Audit Premium

Premiums based on data from an insured’s records, such as
payroll data. Insured’s records are subject to periodic audit
for purposes of verifying premium amounts. 76

 ﻗﺴﻂ اﻟﺘﺪﻗﯿﻖPrime d'audit

Binder

An authority given by an insurer to an intermediary to accept
risks or settle claims. A person who acts under a binder is
said to have a binding authority. 36

Blink

An insurance product with an automated claims process that
allows travelers to instantly book a new ticket on their mobile
device in the event of a flight cancellation. 35

Book Value per Common
Share

An expression of the value of an entity per outstanding  اﻟﻘﯿﻤﺔ اﻟﺪﻓﺘﺮﯾﺔ ﻟﻜﻞ ﺳﮭﻢValeur comptable par
common share, which is calculated by dividing common
 ﻋﺎديaction ordinaire
stockholders’ equity by the number of common shares
outstanding as of a specified date. This metric is used by both
investors and us in evaluating the financial strength of our
company. 76

Bordereau

A summary of underwriting information or claims data.
Bordereaux may be exchanged between an insurer and a
reinsurer or between an intermediary and an insurer. 36

Cancellation rate

The cancellation rate is the volume-weighted proportion of
cancelled contracts to recently concluded contracts or
existing contracts. Insofar as payable premiums develop in

128
128

 اﻟﻤﻮﺛﻖLiant

 ﻣﻨﺘﺞ ﺗﺄﻣﯿﻦ آﻟﻲ اﻟﻤﻄﺎﻟﺒﺔCligner

 ﺣﺪود اﻟﺘﺄﻣﯿﻦBordereau

 ﻣﻌﺪل اﻹﻟﻐﺎءTaux d'annulation

damage and personal accident insurance, which can still be
dropped due to an end or reduction in insurance risk,
cancellation reserves were developed for this scenario. 75

 اﻟﻨﺴﺒﺔ اﻟﻤﺠﻤﻌﺔRatio combiné

Combined Ratio

Percentage relationship of the total of expenditure for
insurance claims plus expenditure on insurance operations to
earned premiums – all net. This is equivalent to the total of
the loss and expense ratio. This is an important indicator
when considering the profitability of a policy, a subportfolio
or a complete insurance portfolio. If this figure exceeds
100%, it results in a technical loss for the transaction in
question. 75

Commission

Reimbursement paid by the insurance company to
representatives, brokers or other intermediaries for their costs
relating to the conclusion and administration of insurance
policies. 75

Composite insurer

Insurance companies which unlike single branch companies
(such a life insurance companies) run several lines of
insurance. 75

Credit Risk

Risk that a financially obligated party will default on any type
of debt by failing to make payment obligations. Examples
include: (i) a bond issuer does not make a payment on a
coupon or principal payment when due; or (ii) a reinsurer
does not pay policy obligations. 76

 ﻣﺨﺎطﺮ اﻻﺋﺘﻤﺎنRisque de crédit

Credit Spread

Represents the risk premium required by market participants
for a given credit quality and debt issuer. Spread is the
difference between the yield on a particular debt instrument
and the yield of a similar maturity U.S. Treasury debt

 ھﺎﻣﺶ اﻻﺋﺘﻤﺎنÉcart de crédit

 ﻋﻤﻮﻟﺔCommission

 ﺷﺮﻛﺔ اﻟﺘﺄﻣﯿﻦ اﻟﻤﺮﻛﺒﺔAssureur composite
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security. Changes in credit spreads may arise from changes
in economic conditions and perceived risk of default or
downgrade of individual debt issuers. 76
Another term for policyholders; individuals or entities that
purchase our insurance products or services. 76

Deposit receivables and
liabilities

Security payments to cover actuarial liabilities between
direct insurers and reinsurers. In this case the retaining
company reports deposit liabilities and the ceding company
reports deposit receivables. 75

 وداﺋﻊ اﻟﺬﻣﻢ واﻻﻟﺘﺰاﻣﺎتCréances dépôts et

Derivative financial
instruments

Financial instrument whose value rises or falls if a basic
variable (a certain interest rate, security price, exchange rate
or price index etc.) changes. Derivatives include futures,
forwards, swaps and options in particular. 75

 اﻷدوات اﻟﻤﺎﻟﯿﺔ اﻟﻤﺸﺘﻘﺔInstruments financiers

Diluted Weighted Average
Common Shares
Outstanding

Represents weighted-average common shares outstanding  ﻣﺘﻮﺳﻂ ﻣﺮﺟﺢ ﻣﺨﻔﻒMoyen pondéré dilué
adjusted for the impact of any dilutive common stock  ﻟﻸﺳﮭﻢ اﻟﻤﺸﺘﺮﻛﺔ اﻟﻘﺎﺋﻤﺔd'actions ordinaires en
circulation
equivalents. 76

Discounted cash flow method
(DCF)

The Discounted cash flow method builds on the اﻟﻨﻘﺪي
mathematical concept of discounting future cash flows for
calculating capital value. 75

Dispute resolution process

A system to resolve Complaints All AFSL holders are
required to have a dispute resolution process.36

Distribution Agreement /
Authorized Representative
Agreement

A contract regulating the sale and promotion of insurance  اﺗﻔﺎﻗﯿﺔ/  اﺗﻔﺎﻗﯿﺔ اﻟﺘﻮزﯾﻊEntente de Distribution/
products. A distribution agreement may also include an
اﻟﻤﻤﺜﻞ اﻟﻤﻌﺘﻤﺪ
appointment of the distributor as an Insurance Distributor or
Entente de
36
Authorized Representative.
Représentant Autorisé
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 ﻋﻤﻼءClients

Customers

dettes

dérivés

اﻟﺘﺪﻓﻖ

 طﺮﯾﻘﺔflux de trésorerie
 اﻟﻤﺨﺼﻮمactualisés

 ﻋﻤﻠﯿﺔ ﺣﻞ اﻟﻨﺰاﻋﺎتProcessus de Règlement
des Différends

Distribution Partners

Insurance consultants that we partner with in selling
our insurance products and services. Independent retail
insurance agents are our distribution partners for standard
market business and wholesale general agents are our
distribution partners for E&S market business. 76

 ﺷﺮﻛﺎء اﻟﺘﻮزﯾﻊPartenaires de

Duration

The duration describes the average term of an interestsensitive capital investment or of a portfolio. It is a risk
measurement for their sensitivity with respect to interest rate
changes. 75

 اﻟﻤﺪةDurée

Earned Premiums

Portion of a premium that is recognized as income based on
the expired portion of the policy period. 76

 اﻷﻗﺴﺎط اﻟﻤﻜﺘﺴﺒﺔPrimes acquises

Effective Duration

Expressed in years, provides an approximate measure of
the portfolio's price sensitivity to a change in interest rates,
taking into consideration how the change in interest rates
may impact the timing of expected cash flows. 76

Endorsement

A document which varies the terms of a policy.36

Equalisation provision

Provision to compensate for fluctuations in the course of a
claim. In years with relatively low or relatively high claims,
funds are allocated to or withdrawn from the equalisation
provision. 75

Equity ratio

Equity ratio in relation to net premium. 75

Etherisc

Uses smart contracts on a blockchain to provide fully
automated decentralized flight insurance. 35

distribution

 اﻟﻤﺪة اﻟﻔﻌﺎﻟﺔDurée effective

 اﻟﺘﺄﯾﯿﺪEndorsement/
Approbation

 ﻣﺨﺼﺺ اﻟﺘﺴﻮﯾﺔProvision d'égalisation

 ﻧﺴﺒﺔ ﺣﻘﻮق اﻟﻤﻠﻜﯿﺔRatio de fonds propres
 اﺛﯿﺮﺳﻚEtherisc

131
131

Excess insurance is a total increase of an existing pecuniary
damage liability insurance policy. High risks require higher
insurance amounts. 75

Expenditure for insurance
claims for own account

Total of claims paid and the provisions for losses occurring ﻣﻄﺎﻟﺒﺎت
 ﻣﺼﺮوﻓﺎتDépenses pour sinistres
in the fiscal year supplemented by the settlement result, each
 اﻟﺘﺄﻣﯿﻦ ﻟﻠﺤﺴﺎب اﻟﺨﺎصpour compte propre
75
after deduction of own reinsurance deductions.

Expenditure on insurance
operations (net)

Commission as well as personnel and operating expenditure  اﻟﻤﺼﺮوﻓﺎت ﻋﻠﻰ ﻋﻤﻠﯿﺎتDépenses sur opérations
for the closing and the ongoing administration of insurance
( اﻟﺘﺄﻣﯿﻦ )ﺻﺎﻓﻲd'assurance (net)
policies, net of commission and profit shares, repaid by
reinsurers. 75

Expense ratio gross

Expenditure on insurance operations in relation to the earned  ﻧﺴﺒﺔ اﻟﻤﺼﺎرﯾﻒ اﻹﺟﻤﺎﻟﯿﺔTaux de dépenses brut
premiums – all gross. 75

Expense ratio net

Expenditure on insurance operations in relation to earned
premiums – all net. 75

 ﺻﺎﻓﻲ ﻧﺴﺒﺔ اﻟﻤﺼﺎرﯾﻒRatio de dépenses net

External dispute resolution

A third-party dispute resolution provider, usually the
Australian Financial Complaints Authority. Disputes that
cannot be resolved through internal dispute resolution can be
referred to external dispute resolution. 36

 ﺣﻞ اﻟﻨﺰاﻋﺎت اﻟﺨﺎرﺟﯿﺔExterne de Résolution

Fair value

The fair value of a capital investment normally refers to its
market value. If the value cannot be calculated directly, one
must make do with the value at which the asset would be
traded between knowledgeable, willing and independent
parties. 75

Fiscal year loss ratio gross

Loss expenditure for the fiscal year in relation to the earned  ﻧﺴﺒﺔ اﻟﺨﺴﺎرة اﻹﺟﻤﺎﻟﯿﺔRatio de sinistralité
premiums – all gross. 75
 ﻟﻠﺴﻨﺔ اﻟﻤﺎﻟﯿﺔbrut de l'exercice
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 اﻟﺘﺄﻣﯿﻦ اﻟﺰاﺋﺪAssurance

Excess insurance

complémentaire

des Différends

 اﻟﻘﯿﻤﺔ اﻟﻌﺎدﻟﺔJuste valeur

Fiscal year loss ratio net

Loss expenditure for the fiscal year in relation to the earned  ﺻﺎﻓﻲ ﻧﺴﺒﺔ ﺧﺴﺎرة اﻟﺴﻨﺔRatio de sinistralité net
premiums – all net. 75
 اﻟﻤﺎﻟﯿﺔde l'exercice

FloodFlash

Provides event-based flood insurance, even in high-risk
areas. Customers receive a pre-agreed settlement as soon as
the company’s sensor detects that flood waters have
exceeded a certain depth. 35

For own account

The respective technical items or the ratio after deduction of
the business ceded to reinsurers ‘Gross/Net. 75

Frequency

A measure of the rate at which claims occur that is generally
calculated by dividing the number of claims by a measure of
exposure, such as earned premium or earned exposure
units.76

Guaranteed funds

The total of shareholders’ equity, technical provisions and
the equalization provision. This is the maximum amount
available to offset liabilities. 75

Hedging transaction

To hedge against (exchange rate) fluctuations special
financial contracts are used, particularly derivative financial
instruments. Hedging transactions thus balance the
underlying transaction risks which could occur in the event
of an unfavourable rate or price development. 75

Hull-White model

The Hull-White model is a mathematical model used to value
interest derivatives, which was published by John C. Hull and
Alan White. 75

 اﻟﺘﺄﻣﯿﻦ ﺿﺪ اﻟﻔﯿﻀﺎﻧﺎتFlash d'Inondation

 ﻟﻠﺤﺴﺎب اﻟﺨﺎصPour compte propre
 اﻟﺘﻜﺮرFréquence

 اﻷﻣﻮال اﻟﻤﻀﻤﻮﻧﺔFonds de Garantie

 ﻣﻌﺎﻣﻠﺔ اﻟﺘﺤﻮطOpération de
couverture

 ﻧﻤﻮذج ھﺎل واﯾﺖModèle Coque-Blanc
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Incurred But Not Reported
(IBNR) Reserves
Indemnity

Reserves for estimated losses that have been incurred by  اﻻﺣﺘﯿﺎطﯿﺎت اﻟﻤﺘﻜﺒﺪة وﻟﻜﻦRéserves engagées mais
insureds but not yet reported plus provisions for future
 ﻏﯿﺮ اﻟﻤﺒﻠﻎ ﻋﻨﮭﺎnon déclarées
76
emergence on known claims and reopened claims.
The principle according to which a person who has suffered
 اﻟﺘﻌﻮﯾﺾIndemnité
a loss is restored (so far as possible) to the same financial
position that he was in immediately prior to the loss, subject
in the case of insurance to any contractual limitation as to the
amount payable (the loss may be greater than the policy
limit). The application of this principle is called
indemnification. Most contracts of insurance are contracts of
indemnity. Life insurances and personal accident insurances
are not contracting of indemnity as the payments due under
those contracts for loss of life or bodily injury are not based
on the principle of indemnity.74
Usually relates to the proportion of net written premiums
relating to periods of risk after the accounting date, which are
deferred to subsequent accounting periods, as well as the
gross claims outstanding.74

Insurance Risk

Uncertainty over the likelihood of an insured event
occurring, the quantum of the claim or the time when claims
payments will fall due. 74

 ﻣﺨﺎطﺮ اﻟﺘﺄﻣﯿﻦRisque d'assurance

Interest Rate Risk

Exposure to interest rate risk relates primarily to market price
and cash flow variability associated with changes in interest
rates. A rise in interest rates may decrease the fair value of
our existing fixed income security investments and declines
in interest rates may result in an increase in the fair value of
our existing fixed income security investments. 76

 ﻣﺨﺎطﺮ ﻣﻌﺪل اﻟﻔﺎﺋﺪةRisque de taux d'intérêt
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 ﺗﻮﻓﯿﺮ اﻟﺘﺄﻣﯿﻦProvision d'assurance

Insurance Provision

Layer

Section of cover in a non-proportional reinsurance
programme in which total coverage is divided into number of
consecutive layers. Individual layers may be placed with
different insurers. 74

Liability Adequacy Test
(LAT)

A test that needs to be performed by an insurer to determine
whether its recognised insurance liabilities are adequate,
using current estimates of future cash flows under its
insurance contracts (as per the Sri Lanka Accounting
Standards). 74

Liquidity Spread

Represents the risk premium that flows to a market
participant willing to provide liquidity to another market
participant that is demanding it. The spread is the difference
between the price a seller is willing to accept to sell the asset
and the price the buyer is willing to pay for the asset. 76

Loss Adjuster

A person who is appointed to investigate the circumstances
of a claim under an insurance policy and to advise on the
amount that is payable to the policyholder in order to settle
that claim. 74

Loss Development Factors
(LDF)

There is a general upward trend in claim totals after the initial
reporting period called ‘loss development’. A common
method of adjusting losses for the growth in claims and
“Incurred But Not Reported” (IBNR) losses is to apply loss
development factors. 74

Loss Expenses

Expenses incurred in the process of evaluating, defending,
and paying claims. 76

 طﺒﻘﺔCouche

 اﺧﺘﺒﺎر ﻛﻔﺎﯾﺔ اﻹﻟﺘﺰاﻣﺎتTest de suffisance du
passif

 ﻓﺮق اﻟﺴﯿﻮﻟﺔÉcart de liquidité

 ﺿﺎﺑﻂ اﻟﻔﻘﺪLoss Adjuster

 ﻋﻮاﻣﻞ ﺗﻄﻮر اﻟﺨﺴﺎرةFacteurs de

développement de perte

 ﻣﺼﺎرﯾﻒ اﻟﺨﺴﺎرةFrais de sinistre
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Loss Expense Reserves

Amount of money an insurer expects to pay for claim
obligations and related expenses resulting from losses that
have occurred and are covered by insurance policies it has
sold. 76

 اﺣﺘﯿﺎطﻲ ﻧﻔﻘﺎت اﻟﺨﺴﺎرةProvisions pour pertes

Loss ratio

Percentage ratio of the expenditure on claims to earned
premiums. Net return on capital investments Total earnings
less total expenditure for capital investments in relation to the
mean asset value of the capital investments as at 01 January
and 31 December of the respective fiscal year. 75

 ﻧﺴﺒﺔ اﻟﺨﺴﺎرةTaux de perte

Meet Mia

Chatbot on Facebook Messenger that allows customers to
buy and manage travel insurance. Policies are written in plain
English and customers can ask the chatbot what they are
covered for. Group discounts and automated claims handling
will also be available. 35

 اﻟﻤﺤﺎور اﻟﺮﻗﻤﻲRencontre Mia
""ﻗﺎﺑﻞ ﻣﺎﯾﺎ

Misrepresentation

Incorrect information given to an insurer if fraudulent, an
insurer may be able to treat the policy as if it never existed.

 اﻟﺘﺰﯾﯿﻒFausse Déclaration

Net Expense Ratio

Expenses associated with running an insurance business,
such as commission, professional fees and other
administrative costs, expressed as a percentage of net earned
premiums. 74

 ﻧﺴﺒﺔ اﻟﻤﺼﺎرﯾﻒ اﻟﺼﺎﻓﯿﺔRatio des dépenses

New portfolio

Insurance companies have been organizing all their insurance
contracts into old and new portfolios since the insurance
industry was deregulated in 1994. The new portfolio
comprises contracts concluded since the deregulation. 75

Taux de sinistralité

36
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nettes

 ﺣﺎﻓﻈﺔ ﺟﺪﯾﺪةNouveau portefeuille

 ﻣﺘﻮﺳﻂ-  ﺻﺎﻓﻲ اﻟﻌﺎﺋﺪRendement net –
 ﺛﻼث ﺳﻨﻮاتmoyenne sur trois ans

Net return – three-year
average

Total earnings less total expenditure for capital investments
in relation to the mean asset value of the capital investments
as at 01 January and 31 December of the respective fiscal
year, calculated over a period of three years. 75

Old portfolio

Insurance companies have been organising all their insurance
contracts into old and new portfolios since the insurance
industry was deregulated in 1994. The old portfolio
comprises the contracts closed prior to deregulation. 75

Peer-to-peer (P2P) insurance

A risk- sharing network in which a group of individuals pool  ﺗﺄﻣﯿﻦ ﻧﻈﯿﺮ إﻟﻰ ﻧﻈﯿﺮAssurance peer-to-peer
their premiums together to insure against a risk. 79
(P2P)
Assurance entre pairs
The payment a policyholder makes in return for insurance
 ﻗﺴﻂ ﺗﺄﻣﯿﻦPrime
74
cover. Usually paid annually.

Premium

 اﻟﺤﺎﻓﻈﺔ اﻟﻘﺪﯾﻤﺔAncien portefeuille

 ﻣﺴﺆوﻟﯿﺔ ﻗﺴﻂ ﺗﺄﻣﯿﻦPrime de responsabilité

Premium Liability

The amount required to be held in respect of the unexpired
period of exposure and considers the unearned premium
reserves held and estimate of unexpired risk reserves. 74

Premiums Written

Premiums for all policies sold during a specific accounting
period. 76

Production

Production is classified as the new customers’ monthly
premium rate and the higher monthly premium rate for
contracts of pre-existing customers for adding more tariffs,
supplementary insurance and tariff change, including any
risk premiums. 75

Projected Unit Credit (PUC)
method

The Projected Unit Credit method is an actuarial valuation اﻟﻮﺣﺪة
procedure for obligations arising from company pension
plan. 75

 أﻗﺴﺎط ﻣﻜﺘﻮﺑﺔPrimes émises
 إﻧﺘﺎجProduction

اﻋﺘﻤﺎد

 طﺮﯾﻘﺔMéthode des unités de
 اﻟﻤﻘﺪرةcrédit projetées
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 ﻧﻤﻮذج طﻠﺐ اﻟﺘﻤﻮﯾﻞFormulaire de

Proposal form

A form prepared by an insurer which asks questions of the
insured to determine whether cover can be offered. 36

Provision for Outstanding
Claims

Provision for the liabilities arising from insurance claims  ﻣﺨﺼﺺ اﻟﻤﻄﺎﻟﺒﺎت ﺗﺤﺖProvision pour sinistres
which had already occurred on the balance sheet date, but
 اﻟﺘﺴﻮﯾﺔen souffrance
which had not been reported or could not be fully processed.

Proposition

75

Provision for obligations for premium funds to policy holders
not yet due as at the balance sheet date which is separated by
‘composite insurers into performance based and nonperformance based; the approach is the result of supervisory
or contractual regulations.75

Provision of Risk Margin for
Adverse Deviation (PRAD)

The provision of risk margin for adverse deviation that  ﺗﻮﻓﯿﺮ ھﺎﻣﺶ اﻟﻤﺨﺎطﺮةProvision de marge de
relates to the inherent uncertainty in the central estimate
 ﻟﻼﻧﺤﺮاف اﻟﻌﻜﺴﻲrisque pour écart
value of both the premium and claim liabilities at a 75% level
défavorable
of sufficiency. 74

Rating

Standardized assessment of the creditworthiness of debt
securities and companies by specialized, independent rating
agencies. 75

Reinsurer

Insurance company that assumes the risks of other insurance
companies and does not itself have any direct contractual
relations with the policy holder. 75

 ﻣﻌﯿﺪ اﻟﺘﺄﻣﯿﻦRéassureur

Reinsurance

A form of insurance bought by insurance companies to
protect themselves from the risk of large losses. One insurer
pays to place part of an insured risk or an entire book of
business with one or more other insurance companies, known
as the reinsurers. 74

 إﻋﺎدة اﻟﺘﺄﻣﯿﻦRéassurance
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 ﺗﻮﻓﯿﺮ اﻷﻣﻮال اﻟﻤﺘﻤﯿﺰةProvision pour les fonds

Provision for Premium
Funds

de primes

 ﺗﻘﯿﯿﻢNotation

Reinsurance Inwards

The acceptance of risks under a contract of reinsurance. 74

 إﻋﺎدة اﻟﺘﺄﻣﯿﻦ إﻟﻰ اﻟﺪاﺧﻞRéassurance vers

Reinsurance Outwards

The placing of risks under a contract of reinsurance. 74

 إﻋﺎدة اﻟﺘﺄﻣﯿﻦ إﻟﻰ اﻟﺨﺎرجRéassurance vers

Reinsurance Premium

The premium payable to the reinsurer. Reinsurance is an
arrangement whereby one party (the reinsurer), in
consideration for a premium, agrees to indemnify another
party (the cedent) against part or all of the liability assumed
by the cedent under a policy or policies of insurance. 74

Reinsurance Profit
Commission

Commission received or receivable by the cedent (reinsured) إﻋﺎدة
from the reinsurer based on the net profit (as defined in the
treaty) made by the reinsurer on the reinsurance treaty. 74

Risk Based Capital

Capital to be allocated by a company to cover risks arising  رأس اﻟﻤﺎل اﻟﻘﺎﺋﻢ ﻋﻠﻰCapital basé sur le
from the nature of its business and the markets in which it
 اﻟﻤﺨﺎطﺮrisque
operates, based on an assessment of those risks and the
likelihood of adverse developments. 74

Related Party

A related party is a person or an entity that is related to the
reporting entity:
- A person or a close member of that person’s family is
related to a reporting entity if that person has control, joint
control, or significant influence over the entity or is a
member of its key management personnel.
- An entity is related to a Reporting entity if, among other
circumstances, it is a parent, subsidiary, fellow subsidiary,
associate, or joint venture of the reporting entity, or it is
controlled, jointly controlled, or significantly influenced or
managed by a person who is a related party. 74

l'intérieur

l'extérieur

 ﻗﺴﻂ إﻋﺎدة اﻟﺘﺄﻣﯿﻦPrime de réassurance

أرﺑﺎح

 ﻋﻤﻮﻟﺔCommission sur les
 اﻟﺘﺄﻣﯿﻦbénéfices de
réassurance

 اﻷطﺮاف ذات اﻟﻌﻼﻗﺔPartie liée
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Estimated average premium change on renewal policies
(excludes all significant exposure changes). 76

Reported loss ratio gross

Expenditure on insurance claims in relation to earned  ﻧﺴﺒﺔ اﻟﺨﺴﺎرة اﻹﺟﻤﺎﻟﯿﺔRatio de sinistralité
premiums (all gross). 75
 اﻟﻤﺒﻠﻎ ﻋﻨﮭﺎbrut

Reported loss ratio net

Expenditure on insurance claims in relation to earned اﻟﺨﺴﺎرة
premiums (all net). 75

Reserve ratio

The reserve ratio is calculated to a reporting date from capital
investments at ‘fair values in relation to the capital
investments at book values.75

 ﻧﺴﺒﺔ اﻻﺣﺘﯿﺎطﻲRatio de réserve

Retention

The amount of any loss or combination of losses that would
otherwise be payable under an insurance/ reinsurance
contract which the insured/ reassured must bear itself before
the insurer or reinsurer becomes liable to make any payment
under that contract. An insured or reassured may be able to
insure its retention with another insurer/reinsurer. 74

 اﻻﺣﺘﻔﺎظRétention

Return on Common Equity

Measure of profitability that is calculated by dividing net
income available to common stockholders by average
common stockholders' equity during the period. 76

Rolling average return
(according to association
formula)
Security Assets

renouvellement

 ﺻﺎﻓﻲ ﻧﺴﺒﺔRatio de sinistralité net
 اﻟﻤﺒﻠﻎ ﻋﻨﮭﺎdéclaré

 اﻟﻌﺎﺋﺪ ﻋﻠﻰ اﻷﺳﮭﻢ اﻟﻌﺎدﯾﺔRentabilité financière
des fonds propres

Rentabilité des actions
ordinaires
Current gross earnings less expenditure on administration of  ﻣﺘﻮﺳﻂ اﻟﻌﺎﺋﺪ اﻟﻤﺘﺪاولRendement moyen de
capital investments less scheduled depreciation in relation to
( )وﻓﻘًﺎ ﻟﺼﯿﻐﺔ اﻻرﺗﺒﺎطroulement (selon la
the mean asset value of the capital investments as at 01
formule d'association)
January and 31 December of the respective fiscal year. 75
The portion of an insurance company’s assets which serve to
secure the claims of the policy holders. In order to secure the

140
140

 ﺳﻌﺮ اﻟﺘﺠﺪﯾﺪ اﻟﺼﺎﻓﻲPrix pur du

Renewal Pure Price

 اﻷﺻﻮل اﻷﻣﻨﯿﺔActifs de sécurité

claims of the insured in case of insolvency, security assets are
assets separated from the others within an insurance
company, access to which is forbidden to other creditors. 75

 ﻧﺘﯿﺠﺔ اﻟﺘﺴﻮﯾﺔRésultat du règlement

Settlement result

The settlement result shows how the loss provisions have
changed over the course of time through payments made and
by reassessment of the expected final loss on the respective
reporting date. 75

Severity

A measure of the average cost of claims that provides an
indication of the amount of damage that is, or may be,
inflicted by a loss. In general, severity is calculated by
dividing loss and loss expenses incurred by the number of
claims. 76

 ﺧﻄﻮرةSévérité

Sherpa Management
Services

Insurance solution where members set up one account to
manage multiple insurance risks. Offers dynamic products
which provide the ability to increase and decrease the sum
assured as needs change. 35

 ﺧﺪﻣﺎت إدارة ﺷﯿﺮﺑﺎServices de gestion

Short-period Cancellation

When an insurance contract is terminated prior to its expiry
date by the insured any return premium that is payable will
usually be calculated on a time on risk basis. The result is that
the insured will receive less return premium than would be
the case if the return premium was calculated on a pro-rata
basis. 74

 اﻹﻟﻐﺎء ﻟﻔﺘﺮة ﻗﺼﯿﺮةAnnulation de courte

Stablecoin

Crypto asset that seeks to stabilise its price by linking its
value to that of an asset or pool of assets. 7

Sherpa

durée

 ﻋﻤﻠﺔ ﻣﺴﺘﻘﺮةStablecoin
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Statutory Premiums to
Surplus Ratio

Statutory measure of solvency risk calculated by dividing net  اﻷﻗﺴﺎط اﻟﻘﺎﻧﻮﻧﯿﺔ ﻟﻨﺴﺒﺔRatio primes
statutory premiums written for the year by the ending
 اﻟﻔﺎﺋﺾstatutaires/excédent
statutory surplus.

Statutory Surplus

Amount left after an insurance company’s liabilities are
subtracted from its assets. Statutory surplus is not based on
GAAP, but SAP prescribed or permitted by state and foreign
insurance regulators. 76

Stress test

Stress tests are a special type of scenario analysis. Their aim
is to give a quantitative statement about the loss potential of
‘portfolios in the event of extreme market fluctuations. 75
In a structured product a ‘derivative financial instrument (e.g.
an option) is combined with a non-derivative instrument (e.g.
a bond). 75

Structured products

 اﺧﺘﺒﺎر اﻹﺟﮭﺎدTest de stress
 اﻟﻤﻨﺘﺠﺎت اﻟﻤﮭﯿﻜﻠﺔProduits structurés

Subrogation

The right of an insurer which has paid a claim under a policy
to step into the shoes of the insured so as to exercise in his
name all rights he might have with regard to the recovery of
the loss which was the subject of the relevant claim paid
under the policy up to the amount of that paid claim. The
insurer’s subrogation rights may be qualified in the policy. In
the context of insurance, subrogation is a feature of the
principle of indemnity and therefore only applies to contracts
of indemnity so that it does not apply to life assurance or
personal accident policies. It is intended to prevent an insured
recovering more than the indemnity he receives under his
insurance (where that represents the full amount of his loss)
and enables his insurer to recover or reduce its loss. 74

 اﻟﺨﻀﻮعSubrogation

Sum Insured

The maximum amount that an insurer will pay under a
contract of insurance. The expression is usually used in the

 ﻣﺒﻠﻎ اﻟﺘﺄﻣﯿﻦSomme assurée
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 اﻟﻔﺎﺋﺾ اﻟﻘﺎﻧﻮﻧﻲExcédent statutaire

context of property and life insurance where (subject to the
premium cost) the insured determines the amount of cover to
be purchased. 74
Surplus Treaty or Surplus
Lines Treaty

A type of reinsurance under which bands of cover known as  ﻣﻌﺎھﺪة اﻟﻔﺎﺋﺾ أو ﻣﻌﺎھﺪةTraité excédent ou
lines are granted above a given retention which is referred to
 اﻟﺨﻄﻮط اﻟﻔﺎﺋﻀﺔtraité lignes
as the cedant’s line. Each line is of equivalent size and the
excédentaires
capacity of the treaty is expressed as a multiple of the
cedant’s line. The reinsurer receives an equivalent proportion
of the full risk premium. A surplus treaty is a form of
proportional reinsurance. 74

Technical provisions

Uncertain liabilities that are directly connected with the
insurance business. Their formation ensures that obligations
from insurance policies can be met permanently. 75

Technical Reserve

This comprises the claims reserve net of reinsurance,
unearned premium reserve net of reinsurance and the
deferred acquisition expenses. 74

 اﻻﺣﺘﯿﺎطﻲ اﻟﻔﻨﻲRéserve technique

Technical result

Balance of earnings and expenditure that are attributable to
the insurance business. 75

 اﻟﻨﺘﯿﺠﺔ اﻟﻔﻨﯿﺔRésultat technique

Third Party Administrator
Agreement
Total Available Capital

Used when an insurer appoints a third party to manage and
settle claims. 36
Measures the actual available capital held by an insurer
eligible to calculate capital adequacy. 74

 اﺗﻔﺎﻗﯿﺔ ﻣﺴﺆول اﻟﻄﺮفEntente avec un Tiers
 اﻟﺜﺎﻟﺚAdministrateur
 إﺟﻤﺎﻟﻲ رأس اﻟﻤﺎل اﻟﻤﺘﺎحTotal du capital

Treaty Reinsurance

A reinsurance contract under which the reassured agrees to
offer and the reinsurer agrees to accept all risks of certain size
within a defined class. 74

 اﺗﻔﺎﻗﯿﺔ إﻋﺎدة اﻟﺘﺄﻣﯿﻦTraité de réassurance

 اﻷﺣﻜﺎم اﻟﻔﻨﯿﺔDispositions techniques

disponible
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Unallocated loss expenses

Loss adjustment expenses other than allocated loss
adjustment expenses. 76

 ﻣﺼﺎرﯾﻒ اﻟﺨﺴﺎرة ﻏﯿﺮFrais de sinistres non
 اﻟﻤﻮزﻋﺔalloués

Unearned Premiums

Portion of a premium that a company has written but has yet
to earn because a portion of the policy is unexpired. 76

 اﻷﻗﺴﺎط ﻏﯿﺮ اﻟ ُﻤﺤﺼﻠﺔPrimes non acquises

Unearned premium reserves

The proportion of premiums received in the fiscal year that
are due in the time after the reporting date are shown as
unearned premium reserves under technical provisions. 75

 اﺣﺘﯿﺎطﯿﺎت أﻗﺴﺎط ﻏﯿﺮRéserves de primes non
 اﻟ ُﻤﺤﺼﻠﺔacquises

Underinsurance

Insurance where the sum insured is less than the full value at
risk and would not be adequate to meet a total loss. 74

Underwriting

Insurer’s process of reviewing applications submitted for
insurance coverage, deciding whether to provide all or part
of the coverage requested, and determining applicable
premiums and terms and conditions of coverage. 76

Underwriting capacity

On the one hand, determining factors in underwriting
capacity include the volume and structural features
(insurance branches, private clients, commercial or industrial
business) of the insurance portfolio, and on the other hand,
they include the provision of equity and reinsurance
protection. 75

Underwriting Profit

The underwriting result generated by transacting non-life
insurance business, without taking into account the
investment income. 74
Underwriting income or loss; represents premiums
earned less insurance losses and loss expenses, underwriting
expenses, and dividends to policyholders. This measure of
performance is used by management and analysts to evaluate

Underwriting Result
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 اﻟﻔﻮاﺋﺪ اﻟﻤﻨﻘﻮﺻﺔSous-assurance
 اﻻﻛﺘﺘﺎبSouscription

 اﻟﻄﺎﻗﺔ اﻻﻛﺘﺘﺎﺑﯿﺔCapacité de

souscription

 رﺑﺢ اﻻﻛﺘﺘﺎبBénéfice de souscription
 ﻧﺘﯿﺠﺔ اﻻﻛﺘﺘﺎبRésultat de souscription

profitability of underwriting operations and is not intended to
replace GAAP net income. 76
Unexpired Risk Reserve
(URR)

The excess of the estimated value of claims and expenses  اﺣﺘﯿﺎطﻲ اﻟﻤﺨﺎطﺮ ﻏﯿﺮRéserve de risque non
likely to arise after the end of the financial year from
 اﻟﻤﻨﺘﮭﻲexpirée
contracts concluded before the date, insofar as their estimated
value exceeds the provision for unearned premiums (after
deduction of any acquisition costs deferred). 74

Usage- based insurance

A business model that aligns premium rates with أﺳﺎس
policyholder behavior. 79

Valuation reserves

The difference between the book value and the ‘fair value of
a capital investment.75
Distribution partner authorized to underwrite on behalf of a
surplus lines insurer through binding authority agreements.
Insurance companies pay wholesale general agents for
business production. 76

Wholesale General Agent

Wrisk

Usage-based contents insurance product with innovative
risk-scoring method. 35

Yield on Investments

Yield is the income earned on an investment, expressed as an
annual percentage rate that is calculated by dividing income
earned by the average invested asset balance. Yield can be
calculated based on either pre-tax or after-tax income and can
be calculated on the entire investment portfolio, or on a
portion thereof, such as the fixed income
securities portfolio. 76

YouToggle

An app that uses mobile phone telematics to monitor a user’s
driving and create an individual score that can then be shared

ﻋﻠﻰ

 ﺗﺄﻣﯿﻦAssurance basée sur
 اﻻﺳﺘﺨﺪامl'utilisation

 اﺣﺘﯿﺎطﯿﺎت اﻟﺘﻘﯿﯿﻢRéserves de valorisation
 وﻛﯿﻞ ﻋﺎم ﺑﺎﻟﺠﻤﻠﺔAgent général de gros

 ﻣﻨﺘﺞ ﺗﺄﻣﯿﻦ ﻋﻠﻰWrisk
اﻟﻤﺤﺘﻮﯾﺎت
 اﻟﻌﺎﺋﺪ ﻋﻠﻰ اﻻﺳﺘﺜﻤﺎراتRendement des

investissements

 ﺗﻄﺒﯿﻖ اﻟﺘﺄﻣﯿﻦYouToggle
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with a car insurer to obtain a discount. Driving information
captured by the app could also be used as evidence in the
event of motor accident.35
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Open Banking Operations
Terms

Account aggregator

اﻟﻌﻤﻠﯿﺎت اﻟﻤﺼﺮﻓﯿﺔ اﻟﻤﻔﺘﻮﺣﺔ

Definition

A category of nonbanking financial company created by the
Reserve Bank of India in 2016. Account aggregators securely
transfer financial data from data holders to data users based
on customer consent. 38

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﻣﺠﻤﻊ اﻟﺤﺴﺎﺑﺎتAgrégateurs de
Comptes

Account Information Service
Provider (AISP)

A third-party AISP provides customers with consolidated
online information about their financial accounts with other
payment service providers. 38

 ﻣﺰود ﺧﺪﻣﺔ ﻣﻌﻠﻮﻣﺎتPrestataire de Services
 اﻟﺤﺴﺎبd'Information sur les

Account Servicing Payment
Service Provider - ASPSP

Account Servicing Payment Service Providers provide and
maintain a payment account for a payer as defined by the
Payment Services Regulations (PSRs) and, in the context of
the Open Banking Ecosystem are entities that publish
Read/Write APIs to permit, with customer consent, payments
initiated by third party providers and/or make their
customers’ account transaction data available to third party
providers via their API end points.37

 ﻣﺰود ﺧﺪﻣﺎت اﻟﺪﻓﻊ ﻟﺨﺪﻣﺔPrestataire de services
 اﻟﺤﺴﺎبde Paiement

Account Servicing Payment
Service Provider BrandASPSP

An ASPSP brand is any registered or unregistered trademark
or other Intellectual Property Right provided by an ASPSP.

Aggregated Data

Data concerning financial services, such as service quality
and customer use, that are collected on an aggregate basis. 38

Application Programming
Interface (API)

A set of routines, protocols, and tools for building software
applications. APIs are the conduit for data transmission
between two parties.37

37

Comptes

Gestionnaire du
Compte

 اﻟﻌﻼﻣﺔ اﻟﺘﺠﺎرﯾﺔ ﻟﻤﺰودMarque du Prestataire
 ﺧﺪﻣﺔ اﻟﺪﻓﻊ ﻟﺨﺪﻣﺔde Services de Paiement
 اﻟﺤﺴﺎبGestionnaire du
Compte

 اﻟﺒﯿﺎﻧﺎت اﻟﻤﺠﻤﻌﺔDonnées Agrégées
 واﺟﮭﺔ إدارة اﻟﺘﻄﺒﯿﻘﺎتL'Interface de

Programmation
d'Application
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API User
Application Programming
Interface User
API Provider
Application Programming
Interface Provider

An API User is any person or organization who develops web
or mobile apps which access data from an API Provider. 37

An API Provider is a service provider implementing an Open
Data API. An API Provider provides Open Data via an API
gateway.37

Authorized Signatory

Means your authorized signing officer(s) as identified by you
on our prescribed form on file with us. 78

Bill Issuer

Means those entities or individuals whose bills (including,
tax payments/remittances) you indicate you would like to pay
through the bill payment feature of any of the Services that
we have registered to be an entity or individual which
participates in the bill payment service. 78

Bill Payment Account

Means any Account(s) linked to the Card authorized to
make bill payments:
(i) at any branch, by way of a customer service
representative;
(ii) through Telephone Banking, Online Banking; OR
(iii) by way of a Terminal.
Card means the BMO Debit Card for Business card(s)
provided to you by us or any other card that we permit you
to use. 78
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 ﻣﺴﺘﺨﺪم واﺟﮭﺔ إدارةUtilisateur API
اﻟﺘﻄﺒﯿﻘﺎت

Utilisateur d’Interface
de Programmation
d’Application

 ﻣﺰود واﺟﮭﺔ إدارةFournisseur API
اﻟﺘﻄﺒﯿﻘﺎت
Fournisseur
d'Interfaces de
Programmation
d'Application

 اﻟﻤﻔﻮض ﺑﺎﻟﺘﻮﻗﯿﻊSignataire autorisé
 ﻣﺼﺪر اﻟﻔﺎﺗﻮرةÉmetteur de factures

 ﺣﺴﺎب دﻓﻊ اﻟﻔﻮاﺗﯿﺮCompte de paiement de
factures

Competent Authority

A Competent Authority, in the context of the Open Banking
Ecosystem, is a governmental body or regulatory or
supervisory authority having responsibility for the regulation
or supervision of the subject matter of Participants. 37

Consumer Data Right (CDR)

Under Australian law, the right of a consumer to access his
or her own data or to share it with an accredited data recipient
to whom the consumer has given permission to access. 38

Cryptoasset

A type of private digital asset that depends primarily on
cryptography and distributed ledger or similar technology as
part of its perceived or inherent value. All cryptoassets
utilise various forms of DLT.79

Customer Acquisition
Services

Services, including customer referrals and loyalty programs,
provided by third parties that help the principal obtain new
clients. 38

Customer Data

Personally identifiable customer information that can be used
for data on account opening and use, including registration,
KYC, and CDD data. 38

Customer Transaction Data

Data from a customer’s bank or payment account(s) that
show the customer’s transaction history. 38
Entities that hold or possess customer data. 38

Data Holders
Data portability
Data Sharing Regime
Data subject

The ability of data subjects to download a full set of their data
and “port” or share it with whomever they choose. 38
Another term for open banking. 38
An individual or company that creates data.

38

 اﻟﺴﻠﻄﺔ اﻟﻤﺨﺘﺼﺔAutorité Compétente

 ﺣﻖ ﺑﯿﺎﻧﺎت اﻟﻤﺴﺘﮭﻠﻚDroit d'Accès des
(CDR) Données de
Consommateurs

 اﻷﺻول اﻟﻣﺷﻔرةCrypto actif

 ﺧﺪﻣﺎت اﻛﺘﺴﺎب اﻟﻌﻤﻼءService d'Acquisition de
Clients

 ﺑﯿﺎﻧﺎت اﻟﻌﻤﯿﻞDonnées de Client

 ﺑﯿﺎﻧﺎت ﻣﻌﺎﻣﻼت اﻟﻌﻤﻼءDonnées de

Transactions de Clients
 أﺻﺤﺎب اﻟﺒﯿﺎﻧﺎتLes Détenteurs des
Données
 ﻗﺎﺑﻠﯿﺔ ﻧﻘﻞ اﻟﺒﯿﺎﻧﺎتPortabilité des Données

 ﻧﻈﺎم ﻣﺸﺎرﻛﺔ اﻟﺒﯿﺎﻧﺎتRégime de Partage des
Données
 ﻣﻮﺿﻮع اﻟﺒﯿﺎﻧﺎتSujet des Données
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Data User

An entity that uses the data belonging to data subjects to
propose a service. 38

Directory Sandbox

The Open Banking Directory Sandbox is a test instance of
the Directory. The Directory Sandbox may be used to support
testing applications with test API endpoints and testing
integration with the Open Banking Directory. 37

e-Trading

A broad category of financial market trading methods on
electronic trading platforms and virtual marketplaces. This
can include algorithmic or high-frequency trading among
professional investors, and online investment, “social
trading” or “copy trading” among retail investors. 79

Financial Services Provider
(FSP)

An entity that provides financial services to consumers and
other businesses. 38

Fintech Credit

Credit activity facilitated by electronic platforms whereby
borrowers are matched directly with lenders. 79

Instrument

Means any bill of exchange, promissory note, cheque, draft,
payment instruction, banker’s acceptance, order for payment
of money (including any wire transfer or electronic payment
or transfer), security, coupon, note, clearing item or other
item, whether a negotiable or non negotiable instrument, or
contract for letter of credit or foreign exchange. 78

Loan-based Crowdfunder

A Type of fintech credit platform. Borrowers are usually
matched directly with investors. 79
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 ﻣﺴﺘﺨﺪم اﻟﺒﯿﺎﻧﺎتUtilisateur de Données
 دﻟﯿﻞ اﻟﺒﯿﺌﺔ اﻟﺘﺠﺮﯾﺒﯿﺔAnnuaire de Sandbox
Répertoire de Sandbox

 اﻟﺘﺠﺎرة اﻹﻟﻜﺘﺮوﻧﯿﺔCommerce électronique

 ﻣﺰود اﻟﺨﺪﻣﺎت اﻟﻤﺎﻟﯿﺔFournisseur de Services
(FSP) Financiers
 اﺋﺘﻤﺎن ﺑﻮاﺳﻄﺔ اﻟﻤﻨﺼﺎتCrédit Fintech
اﻹﻟﻜﺘﺮوﻧﯿﺔ
 أداة ﻣﺎﻟﯿﺔInstrument

 ﺗﻤﻮﯾﻞ ﺟﻤﺎﻋﻲ ﻗﺎﺋﻢ ﻋﻠﻰCrowdfunder basé sur
 اﻟﻘﺮوضprêt

Mobile and web-based
payments

Applications that allow consumers to conduct transactions
through their mobile phone or tablets, improving efficiency
and the customer experience. 79

 اﻟﻤﺪﻓﻮﻋﺎت ﻋﺒﺮ اﻟﮭﺎﺗﻒPaiements mobiles et
 اﻟﻤﺤﻤﻮل واﻟﺸﺒﻜﺔ اﻟﻌﺎﻟﻤﯿﺔWeb
ﻟﻠﻤﻌﻠﻮﻣﺎت

Mobile wallets

A digital interface on a mobile phone which replicates a
physical wallet in a digital interface on a mobile phone.
Customers can add store and carry credit, and debit cards,
as well as prepaid cards, gift cards and rewards cards to be
stored and carried. This use case not only replaces physical
plastic cards, but also allows those cards to be enhanced by
with additional services. 79

 ﺣﻮاﻓﻆ اﻟﮭﺎﺗﻒ اﻟﻤﺤﻤﻮلPortefeuilles mobiles

Online Banking

Means online and mobile banking services offered by us and
includes:
(i) instructions given through the use of a computer
connected via private communications networks or public
networks such as the Internet, or via wireless
communications networks or similar networks or devices
when available, and; (ii) instructions given through the use
of a mobile device. 78

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔ ﻋﺒﺮServices bancaires en
 اﻟﺸﺒﻜﺔ اﻟﻌﺎﻟﻤﯿﺔligne
ﻟﻠﻤﻌﻠﻮﻣﺎت

Open Application
Programming Interface
" Open API"

An open API (also referred to as a public API) is a publicly
available application programming interface (API) that
provides developers with programmatic access to a
proprietary software application or web service. 38

Open Banking

Open banking is a system that provides a user with a network
of financial institutions’ data through the use of application
programming interfaces (APIs). The Open Banking Standard
defines how financial data should be created, shared and
accessed. By relying on networks instead of centralization,
open banking helps financial services customers to securely

 واﺟﮭﺔ إدارة اﻟﺘﻄﺒﯿﻘﺎتAPI Ouverte
اﻟﻤﻔﺘﻮﺣﺔ

Interface Ouverte de
Programmation
d'Applications
 اﻟﻨﻈﺎم اﻟﻤﺼﺮﻓﻲ اﻟﻤﻔﺘﻮحDonnées Bancaire
Ouvertes
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share their financial data with other financial institutions.
Benefits include more easily transferring funds and
comparing product offerings to create a banking experience
that best meets each user’s needs in the most cost-effective
way. Open banking is also known as "open bank data."10
Open Banking Ecosystem

The Open Banking Ecosystem refers to all the elements that
facilitate the operation of Open Banking. This includes the
API Standards, the governance, systems, processes, security
and procedures used to support participants. 37

 ﺑﯿﺌﺔ اﻟﻨﻈﺎم اﻟﻤﺼﺮﻓﻲEcosystème Bancaire
 اﻟﻤﻔﺘﻮحOuvert

Open Banking
Implementation Entity
(OBIE)

The Open Banking Implementation Entity is the delivery
organization working with the CMA9 and other stakeholders
to define and develop the required APIs, security and
messaging standards that underpin Open Banking. Otherwise
known as Open Banking Limited. 37

 ﻛﯿﺎن ﺗﻨﻔﯿﺬ اﻟﺨﺪﻣﺎتEntité de Mise en
 اﻟﻤﺼﺮﻓﯿﺔ اﻟﻤﻔﺘﻮﺣﺔOeuvre des Services

Open Banking Services

The open banking services to be provided by Open Banking
to Participants, including but not limited to, the provision and
maintenance of the Standards and the Directory. 37

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔSystème Bancaire
 اﻟﻤﻔﺘﻮﺣﺔOuvert

Open Data

Information on ATM and Branch locations, and product
information for Personal Current Accounts, Business Current
Accounts (for SMEs), and SME Unsecured Lending,
including Commercial Credit Cards. 37

 اﻟﺒﯿﺎﻧﺎت اﻟﻤﻔﺘﻮﺣﺔDonnées Ouvertes

Open Data Regime

A public sector-driven framework for data sharing that goes
beyond financial services to include the sharing of telecoms,
utilities, health, social media, and/ or other types of data. 38
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Bancaires Ouverts

 ﻧﻈﺎم اﻟﺒﯿﺎﻧﺎت اﻟﻤﻔﺘﻮﺣﺔRégime de Données
Ouvertes.

PSD2
(Revised Payment Services
Directive)

Participant

The Payment Services Directive 2015/2366, as amended or
updated from time to time and including the associated
Regulatory Technical Standards developed by the European
Banking Association (EBA) and agreed by the European
Commission and as implemented by the PSR and including
any formal guidance issued by a Competent Authority. 37

 اﻟﺘﻮﺟﯿﮫ اﻟﻤﻨﻘﺢ ﻟﺨﺪﻣﺎتDirective sur les
 اﻟﺪﻓﻊServices de Paiement
Révisée

An API Provider, API User, ASPSP, or TPP that currently  ﻣﺸﺎرك ﺑﻮاﺳﻄﺔ ﻧﻈﻢ اﻟﺪﻓﻊLe Participant
participates in the Open Banking Ecosystem. 37

Payment Services User (PSU) Means the legal or natural person making use of an Open ﻣﺴﺘﺨﺪم ﺧﺪﻣﺎت اﻟﺪﻓﻊ
Banking payment service as a payee, payer or both. 64

Utilisateur des Services
de Paiement

 اﻹﻗﺮاض ﻣﻦ ﻧﻈﯿﺮ إﻟﻰPrêt de pair à pair
ﻧﻈﯿﺮ

Peer-to-peer (P2P) lending

A type of fintech credit platform, where individuals or
businesses are usually matched directly for lending
purposes. 79

Primary Business Contact
(PBC)

A Primary Business Contact is an individual nominated by
an entity to have access to the Directory and will be able to
nominate other Directory business users. This should be a
formal business point of contact and a senior member of staff
responsible for systems and controls related to Open
Banking. 37

Screen Scraping

The action of using a computer program to copy data from a
website. 38

 ﺷﺎﺷﺔ ﻧﺴﺦ اﻟﺒﯿﺎﻧﺎت ﻣﻦGrattage Écran
اﻟﻮﯾﺐ

Secret ID Code

Means a personal identification number (PIN), password or
other identification code (whether provided to you or your
Cardholder by us or selected by you or your Cardholder),

 رﻣﺰ اﻟﮭﻮﯾﺔ اﻟﺴﺮﯾﺔCode secret

 ﺟﮭﺔ اﺗﺼﺎل اﻟﻌﻤﻞContact d'Entreprise
 اﻷﺳﺎﺳﯿﺔPrincipal

d'identification
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which is required to access Telephone Banking/Online
Banking, the Card Service and certain other
services as we may determine and which may be used
together with the Card (or other mutually agreed upon form
of identification), as the case may be. 78
Data concerning specific financial services and products,
including pricing and product description. 38

Tax Payment and Filing
Agreement

Means the agreement between you and us which you enter
into in order to remit payments and/or tax filing remittances
through Online Banking, as it may be amended or replaced
from time to time. 78

Telephone Banking

Means the telephone banking service offered by us and
includes instructions given verbally over the telephone or
through the use of an interactive voice response system
(such as pressing the number buttons on a touch tone
phone).78

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔServices bancaires par
 اﻟﮭﺎﺗﻔﯿﺔtéléphone

Third-party provider (TPP)

Third Party Providers are organizations or natural persons
that use APIs developed to Standards to access customer’s
accounts, in order to provide account information services
and/or to initiate payments. 37

 ﻣﺰود اﻟﻄﺮف اﻟﺜﺎﻟﺚTiers Prestataire

Voluntary Account Servicing
Payment Service Provider
Brand (Voluntary ASPSP)

Voluntary ASPSPs are those entities who, although not
obliged to enrol with Open Banking, have elected to do so in
order to utilise the Standards to develop their own APIs, to
enrol onto the Open Banking Directory, and to use the
associated operational support services. 37
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 ﺑﯿﺎﻧﺎت اﻟﺨﺪﻣﺎتDonnées sur les Services

Services Data

 اﺗﻔﺎﻗﯿﺔ دﻓﻊ اﻟﻀﺮاﺋﺐAccord de paiement et
 وﺗﻘﺪﯾﻤﮭﺎde déclaration d'impôt

Fournisseur Tiers

 اﻟﻌﻼﻣﺔ اﻟﺘﺠﺎرﯾﺔ ﻟﻤﺰودMarque Volontaire du
 ﺧﺪﻣﺔ اﻟﺪﻓﻊ ﻟﺨﺪﻣﺔFournisseur de services
 اﻟﺤﺴﺎب اﻟﺘﻄﻮﻋﻲde Paiement du service
de Compte

X2A

Also known as “Access to Account,” X2A is another term for
the data-sharing component of PSD2. 38

 اﻟﻮﺻﻮل إﻟﻰ اﻟﺤﺴﺎبAccès au Compte
X2A
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Payments

اﻟﻤـﺪﻓﻮﻋـﺎت

Terms

Agent Due Diligence (Know
Your Agent)

Definition

Any third party acting on behalf of a bank, a financial the
measures undertaken by a digital financial services provider
to assess potential agents and their ability to carry out agent
functions related to the provision of digital financial
services. 82

Agent Outlet

A physical location that carries one or more agent tills,
enabling it to perform enrolment as well as cash-in and cashout transactions for customers on behalf of one or more
providers. National law defines whether an agent outlet may
remain exclusive to one provider. Agent outletsmay have
other businesses and support functions. 80

Agent Till

An agent till is a provider-issued registered «line», either a
special SIM card or a POS machine, used to perform
enrolment and cash-in and cash-out transactions for clients.
National law dictates which financial service providers can
issue agent tills. 80

Anti-Money Laundering

Initiatives to detect and stop the use of financial systems to
disguise use of funds criminally obtained. 80

Atomic settlement

The use of a smart contract to link two assets to ensure that
the transfer of one asset occurs if and only if the transfer of
the other asset also occurs (e.g. to achieve delivery versus
payment in a securities transaction or payment versus
payment in a foreign exchange transaction). 7
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اﻟﻮاﺟﺒﺔ

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 وﻛﯿﻞ اﻟﻌﻨﺎﯾﺔAgent Due Diligence
(( )اﻋﺮف وﻛﯿﻠﻚConnaissez votre
agent)

 ﻣﻨﻔﺬ اﻟﻮﻛﯿﻞPoint vente de l'agent

 وﻛﯿﻞ دﻓﻊ ﻓﻮريAgent Till

 ﻣﻜﺎﻓﺤﺔ ﻏﺴﻞ اﻷﻣﻮالAnti-blanchiment
d'argent

 اﻟﺘﺴﻮﯾﺔ اﻵﻟﯿﺔRèglement Atomique

 ﻏﺮﻓﺔ اﻟﻤﻘﺎﺻﺔ اﻵﻟﯿﺔChambre de

Automated Clearing House
(ACH)

Multilateral arrangement that facilitates the exchange of
payment instructions between payment service providers. 7

Balance and Transaction
Limits

Limits placed on a financial services account, including EMoney accounts, such as limits on maximum balance,
maximum transaction amounts and transaction frequency. 82

Bank Accounts and
Transaction Services

A transaction account held at a bank. This account may be
accessible by a mobile phone, in which case it is sometimes
referred to as «mobile banking».80

Bearer Security

Security issued as a paper certificate where the bearer is
presumed to be the owner. 7

Beneficial Owner

Means the legal person(s) who ultimately own(s) or
control(s) a PSP. 12

 اﻟﻤﺎﻟﻚ اﻟﻤﻨﺘﻔﻊBénéficiaire Effectif

Biometric Identification
System

A system that facilitates the identification of a person
through biometric verification or by evaluating one or more
distinguishing biological traits, such as fingerprints, hand
geometry, earlobe geometry, retina and iris patterns and
voice waves. 82

 ﻧﻈﺎم ﺗﺤﺪﯾﺪ اﻟﮭﻮﯾﺔSystème d'identification

Bulk Payments

Making and receiving payments from a government to a
consumer: benefits, cash transfers, salaries, pensions, etc. 80

Bulk Payments Services

A service which allows a government agency or an enterprise اﻟﻤﺪﻓﻮﻋﺎت
to make payments to a large number of payees, typically
consumers, but can be businesses as well. 80

Compensation
Automatisée

 ﺣﺪود اﻟﺮﺻﯿﺪ واﻟﻤﻌﺎﻣﻼتLimites d'équilibre et de
transactions

 اﻟﺤﺴﺎﺑﺎت اﻟﻤﺼﺮﻓﯿﺔComptes bancaires et
 وﺧﺪﻣﺎت اﻟﻤﻌﺎﻣﻼتservices de transaction
 ﺣﺎﻣﻞ ﺷﮭﺎدة اﻷﻣﻦTitres au Porteur
""اﻟﻤﺎﻟﻚ

biométrique

 اﻟﺘﺤﻮﯾﻼت اﻟﻤﺠﻤﻌﺔPaiements en vrac
 ﺧﺪﻣﺎتServices de paiements
 اﻟﻤﺠﻤﻌﺔen vrac
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Bundling

A business model in which a provider groups a collection of
services into one product which an end user agrees to buy or
use. 80

Business-to-Business (B2B)
Payment

Payment where both the payer and the payee are businesses
(eg payment for raw materials). 7

Cash Agent

A type of agent that only provides cash-in and cash-out
services. 82

Card Based Payment
Instrument Issuer - CBPII

A Card Based Payment Instrument Issuer is a payment
services provider that issues card-based payment instruments
that can be used to initiate a payment transaction from a
payment account held with another payment service
provider. 37
Card-not-present fraud is a type of credit card scam in which
the customer does not physically present the card to the
merchant during the fraudulent transaction. Card-not-present
fraud can occur with transactions that are conducted online
or over the phone. It is theoretically harder to prevent than
card-present fraud because the merchant cannot personally
examine the credit card for signs of possible fraud, such as a
missing hologram or altered account number. 10

Card-not-Present Fraud

Cash Services

Means –(a)cash-in services and;(b) cash-out services. 12

Cash-in Services

Means the exchange of cash for digital money deposited in a
payment account. 12

Cash-out Services

Means the exchange of digital money for cash, withdrawn
from a payment account. 12

158
158

 اﻟﺘﺠﻤﯿﻊRegroupement

 دﻓﻊ اﻷﻋﻤﺎل ﻣﻦ اﻷﻋﻤﺎلPaiement

Interentreprises

 وﻛﯿﻞ ﻧﻘﺪيAgent de caisse
 ﻣﺼﺪر وﺳﯿﻠﺔ اﻟﺪﻓﻊÉmetteur d’Instrument
 ﺑﺎﻟﺒﻄﺎﻗﺔde Paiement Fondé sur
la Carte

 اﺣﺘﯿﺎل اﻟﺒﻄﺎﻗﺔ ﻏﯿﺮFraude par Carte non
 اﻟﻤﻮﺟﻮدةPrésente

 اﻟﺨﺪﻣﺎت اﻟﻨﻘﺪﯾﺔServices en Espèces
 ﺧﺪﻣﺎت إﯾﺪاع اﻟﻨﻘﻮدServices d'Encaissement
 ﺧﺪﻣﺎت اﻟﺴﺤﺐ اﻟﻨﻘﺪيServices de Cash-out

Central Counterparty (CCP)

Entity that interposes itself between counterparties to
contracts traded in one or more financial markets, becoming
the buyer to every seller and the seller to every buyer and
thereby ensuring the performance of open contracts.7

 اﻟﻄﺮف اﻟﻤﻘﺎﺑﻞ اﻟﻤﺮﻛﺰيContrepartie Centrale

Central Securities Depository Entity that provides securities accounts, central safekeeping  اﻹﯾﺪاع اﻟﻤﺮﻛﺰي ﻟﻸوراقDépositaire Central de
(CSD)
services and asset services, which may include the
 اﻟﻤﺎﻟﯿﺔTitres (CSDs)
administration of corporate actions and redemptions, and
plays an important role in helping to ensure the integrity of
securities issues (that is, ensure that securities are not
accidentally or fraudulently created or destroyed or their
details changed). 7

 اﻟﻤﻘﺎﺻﺔCompensation

Clearing

Process of transmitting, reconciling and, in some cases,
confirming transactions prior to settlement. If obligations are
settled on a net basis, clearing can also involve the
calculation of net positions for settlement. 7

Clearing House

A central location or central processing mechanism through
which financial institutions agree to exchange payment
instructions or other financial obligations (e.g. securities).
The institutions settle for items exchanged at a designated
time based on the rules and procedures of the clearing house.
In some cases, the clearing house may assume significant. 80

 ﻏﺮﻓﺔ اﻟﻤﻘﺎﺻﺔChambre de

Closed Loop

Payment system that provides services directly to both payers
and payees. It is used by a single provider, or a very tightly
constrained group of providers. Sometimes known as an inhouse or intragroup transfer system. 7 80

 ﺣﻠﻘﺔ اﻟﺪﻓﻊ اﻟﻤﻐﻠﻘﺔBoucle Fermée

compensation

Circuit Fermé

159
159

Combatting Terrorist

Financing Initiatives to detect and stop the use of financial
systems to transfer funds to terrorist organisations or people.

80

 ﻣﻜﺎﻓﺤﺔ اﻹرھﺎبLutte Contre le
Terrorisme

Combattre le
terrorisme
Contactless Payments

Transmission of payment information from a physical
device to the terminals at the point of sale or ATM without
the need for physical contact between the physical device
and the terminal.47

CORE Banking

A centralized system established by a bank which allows its
customers to conduct their business irrespective of the bank’s
branch. Thus, it removes the impediments of geo-specific
transactions. In fact, CORE is an acronym for "Centralized
Online Real-time Exchange", thus the bank’s branches can
access applications from centralized data centers. Other than
retail banking customers, core banking is now also being
extended to address the requirements of corporate clients and
provide for a comprehensive banking solution. 10

"Centralized Online Realtime Exchange" Banking

Correspondent Banking

Arrangement whereby one bank (correspondent) holds
deposits owned by other banks (respondents) and provides
those banks with payment and other services. 7

Counterparty

The other side of a payment or credit transaction. A payee is
the counterparty to a payer, and vice-versa. 80

Credit Scoring

A process which creates a numerical score reflecting credit
worthiness. 80
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 اﻟﻤﺪﻓﻮﻋﺎت ﺑﺪون ﺗﻼﻣﺲPaiements sans Contact

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔSolution Bancaire
 اﻷﺳﺎﺳﯿﺔCORE
" Solution Bancaires en
Ligne Centralisés en
Temps Réel "

 اﻟﺒﻨﻮك اﻟﻤﺮاﺳﻠﺔBanque

Correspondante

 اﻟﻄﺮف اﻟﻤﻘﺎﺑﻞContrepartie
 ﺳﺠﻞ اﻻﺋﺘﻤﺎنCotation de crédit

Credit risk

Risk that a counterparty, whether a participant or other entity,
will be unable to meet fully its financial obligations when
due, or at any time in the future. 7

 ﻣﺨﺎطﺮ اﻻﺋﺘﻤﺎنRisque de Crédit

Credit Risk Management

Tools to manage the risk that a borrower or counterparty will
fail to meet its obligations in accordance with agreed terms.

 إدارة ﻣﺨﺎطﺮ اﻻﺋﺘﻤﺎنGestion du risque de

80

crédit

 اﻟﺪﻓﻊ ﻋﺒﺮ اﻟﺤﺪودPaiement

Cross-border Payment

Payment where the payer and the payee are located in
different jurisdictions. Many cross-border payments are also
cross currency payments. 7

Cross-border Trade Finance
Services

Services which enable one business to sell or buy to  ﺧﺪﻣﺎت ﺗﻤﻮﯾﻞ اﻟﺘﺠﺎرة ﻋﺒﺮServices de financement
businesses or individuals in other countries; may include
 اﻟﺤﺪودdu commerce
management of payments transactions, data handling, and
transfrontalier
financing. 80

Cross-Currency Payment

Payment where the amount debited to the payer is in a
different currency than the amount credited to the payee, ie
the payment involves a currency conversion along its route
from payer to payee. 7
Net settlement mechanism which settles on a net basis at the
end of a predefined settlement cycle. 7

Deferred Net Settlement
Delivery leg
Delivery Versus Payment
(DVP)

One of two legs of a securities trade: the transferring of
ownership of the securities from the seller to the buyer. See
also “payment leg”. 7
Securities settlement mechanism that links a securities
transfer and a funds transfer in such a way as to ensure that
delivery occurs if and only if the corresponding payment
occurs. 7

Transfrontalier

 اﻟﺪﻓﻊ ﻣﺘﻌﺪد اﻟﻌﻤﻼتPaiement en Devises
Croisées

 ﺻﺎﻓﻲ اﻟﺘﺴﻮﯾﺔ اﻟﻤﺆﺟﻠﺔRèglement Net Différé
 طﺮف اﻟﺘﺴﻠﯿﻢJambe de Livraison
 اﻟﺘﺴﻠﯿﻢ ﻣﻘﺎﺑﻞ اﻟﺪﻓﻊLivraison Contre
Paiement
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Statistics on use of basic financial services obtained from
customers of financial services.47

Deposit Guarantee

Insurance A fund that insures the deposits of account holders
at a provider; often a government function used specifically
for bank accounts. 80

 ﺿﻤﺎن اﻹﯾﺪاعGarantie de dépôt

Designated Payment System

Means a payment system designated by the Central Bank as
systemically important. 12

 ﻧﻈﺎم اﻟﺪﻓﻊ اﻟﻤﻌﯿﻦSystems de Paiements

Digital Financial Services
(DFS) Cash Point

All locations where users can perform cash-in and/or cashout transactions. Types of cash points may include active
cash outlets, such as bank agents, ATMs, MNO agents and
cash agents where digital financial services (DFS) are
offered. 82

Digital financial inclusion

The use and promotion of digital financial services (DFS) to
advance financial inclusion. The essential components of
digital financial inclusion are a digital transactional platform,
a device used by the customer to electronically connect to this
platform and perform financial transactions, the use of retail
agents for the customer to transact from and the provision of
a wide range of financial products and services.81

Digital Liquidity

A state in which a consumer is willing to leave funds (Money
or bank deposits) in electronic form, rather than performing
a «cash-out».80

 اﻟﺴﯿﻮﻟﺔ اﻟﺮﻗﻤﯿﺔLiquidité numérique

Digital Payments

A form of digital financial service where the financial service
is a payment. this includes payments where either the payer
or the payee uses a digital instrument but does not include

 اﻟﻤﺪﻓﻮﻋﺎت اﻟﺮﻗﻤﯿﺔPaiement Numérique
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 إﺣﺼﺎءات ﺟﺎﻧﺐ اﻟﻄﻠﺐStatistiques de la

Demand-side statistics

Demande

Désignés

 ﻧﻘﻄﺔ ﺻﺮف اﻟﻨﻘﻮدDistributeur

automatique de billet services financiers
numériques

 اﻟﺸﻤﻮل اﻟﻤﺎﻟﻲ اﻟﺮﻗﻤﻲInclusion financière
numérique

payments that are initiated and collected in cash (e.g., cash to
cash services), even where the agent transacts electronically.1
Dispute Resolution

A process specified by a provider or by the rules of a payment
scheme to resolve issues between end users and providers, or
between an end user and its counter party. 80

Direct Holding System

Arrangement for registering ownership of securities (or
similar interests) whereby each and every final investor in the
securities is registered with a single entity (for example, the
issuer itself, a CSD or a registry). In some countries, the use
of a direct holding system is required by law. 7

 ﺣﻞ اﻟﻨﺰاﻋﺎتRèglement des
différends

 ﻧﻈﺎم اﻟﻘﺎﺑﺾ اﻟﻤﺒﺎﺷﺮSystème de Maintien
 ﻧﻈﺎم اﻻﺣﺘﺠﺎز اﻟﻤﺒﺎﺷﺮDirect
Régime de la Détention
Directe

 اﻟﺪﻓﻊ اﻟﻤﺤﻠﻲPaiement Domestique

Domestic Payment

Payment involving a payee and a payer that reside within the
same jurisdiction and use the same currency. 7

Domestic Remittance

Making and receiving payments to another person in the
same country. 80

DVP model 1

DVP model where securities and funds are settled on a gross
and obligation-by-obligation basis, with final (irrevocable
and unconditional) transfer of securities from the seller to the
buyer (delivery) if and only if final transfer of funds from the
buyer to the seller (payment) occurs.7

 ﻟﻠﺘﺴﻠﯿﻢ ﻣﻘﺎﺑﻞ1  ﻧﻤﻮذجLivraison Contre
 اﻟﺪﻓﻊPaiement

DVP model where securities are settled on a gross basis, with
final transfer of securities from the seller to the buyer
occurring throughout the processing cycle, but funds are
settled on a net basis, with final transfer of funds from the
buyer to the seller occurring at the end of the processing
cycle. 7

 ﻟﻠﺘﺴﻠﯿﻢ ﻣﻘﺎﺑﻞ2  ﻧﻤﻮذجLivraison Contre
 اﻟﺪﻓﻊPaiement

Delivery Versus Payment
Model 1
DVP model 2

 اﻟﺘﺤﻮﯾﻼت اﻟﻤﺤﻠﯿﺔRemittance domestique

Modèle 1

Modèle 2
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DVP model 3

DVP model where both securities and funds are settled on a
net basis, with final transfers of both securities and funds
occurring at the end of the processing cycle. 7

Modèle 3

 اﻟﺸﯿﻚ اﻹﻟﻜﺘﺮوﻧﻲChèque électronique

e-Check

A form of payment made via the Internet, or another data
network, designed to perform the same function as a
conventional paper check. Since the check is in an electronic
format, it can be processed in fewer steps. Additionally, it has
more security features than standard paper checks including
authentication, public key cryptography, digital signatures,
and encryption, among others. 10

E-float

The total outstanding value of E-Money issued by an EMoney issuer. 82

 اﻟﺘﻌﻮﯾﻢ اﻻﻟﻜﺘﺮوﻧﻲE-flotteur

Electronic Funds Transfer
(EFT)

Any transfer of funds initiated through an electronic
terminal, telephone, mobile phone, tablet, phablet, computer
system or magnetic tape for the purpose of ordering,
instructing or authorizing a payment services provider to
debit or credit a customer’s bank or E-Money account. 82

 اﻟﺘﺤﻮﯾﻞ اﻹﻟﻜﺘﺮوﻧﻲTransfert électronique
 ﻟﻸﻣﻮالde fonds

Electronic payment
(e-payment)
Electronic Payment Service
Provider (EPSP)

Any payment made with an electronic funds transfer. 3

eMoney account

An account held with an E-Money issuer. In some
jurisdictions, E-Money accounts may have similar
characteristics as conventional bank accounts, but are treated

A term used by Japan’s Financial Services Agency to identify
which entities can access customer data under its open
banking regime. EPSPs include payment initiation service
providers (PISPs) and account information service providers
(AISPs). 38
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 ﻟﻠﺘﺴﻠﯿﻢ ﻣﻘﺎﺑﻞ3  ﻧﻤﻮذجLivraison Contre
 اﻟﺪﻓﻊPaiement

 اﻟﺪﻓﻊ اﻹﻟﻜﺘﺮوﻧﻲPaiement Électronique
 ﻣﺰود ﺧﺪﻣﺔ اﻟﺪﻓﻊFournisseurs de
(EPSP)  اﻹﻟﻜﺘﺮوﻧﻲServices de Paiements
Électroniques.

 ﺣﺴﺎب اﻟﻨﻘﻮد اﻹﻟﻜﺘﺮوﻧﯿﺔCompte E-Money

differently under the regulatory framework due to the nature
of their purpose (i.e. surrogate for cash, or stored value to
facilitate transactional services). 82

Compte de Monnaie
Électronique

 ﺧﺪﻣﺎت ﺣﺴﺎﺑﺎت اﻟﻨﻘﻮدComptes de monnaie
 اﻹﻟﻜﺘﺮوﻧﯿﺔ واﻟﻤﻌﺎﻣﻼتélectronique et services

eMoney Accounts and
Transaction Services

A transaction account held at a non-bank. The value in such
an account is referred to as eMoney. 80

eMoney Issuer

The entity that initially issues e-money against receipt of
funds. A provider (bank or non-bank) who deposits eMoney
into an account they establish for an end user. eMoney can
be created when the provider receives cash ("cash-in") from
the end user (typically at an agent location) or when the
provider receives a digital payment from another provider.
Some countries only permit banks to issue e-money whereas
other countries permit nonbanks to issue e-money. 1 80

 ُﻣﺼﺪر اﻟﻨﻘﻮد اﻹﻟﻜﺘﺮوﻧﯿﺔÉmetteur d'e-Money

End User

The customer of a digital financial services provider: the
customer may be a consumer, a merchant, a government, or
another form of enterprise. 80

 اﻟﻤﺴﺘﺨﺪم اﻟﻨﮭﺎﺋﻲUtilisateur final

Escrow

A means of holding funds for the benefit of another party.
eMoney Issuers are usually required by law to hold the value
of end users' eMoney accounts at a bank, typically in a Trust
Account. This accomplishes the goals of funds isolation and
funds safeguarding. 80

 ﺣﺴﺎب اﻟﻀﻤﺎنEntiercement

Fast-Payment System (FPS)

Retail payment system in which the payment message is
transmitted, and the final funds are made available to the
payee in real time or near real time on as near to a 24/7 basis
as possible. 7

de transaction

ﺟﮭﺔ إﺻﺪار اﻟﻨﻘﻮد
 اﻹﻟﻜﺘﺮوﻧﯿﺔÉmetteur de Monnaie
Électronique

 ﻧﻈﺎم اﻟﺪﻓﻊ اﻟﺴﺮﯾﻊSystème de Paiement
Rapide
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 اﻟﺘﺴﻮﯾﺔ اﻟﻨﮭﺎﺋﯿﺔRèglement Final

Final Settlement

Legally defined moment when funds (or other assets) have
been irrevocably and unconditionally transferred. 7

Financial Action Task Force
(FATF)

The Financial Action Task Force is an intergovernmental اﻟﻤﺎﻟﻲ
organization to combat money laundering and to act on
terrorism financing. 80

Financial Inclusion

The sustainable provision of affordable digital financial
services that bring the poor into the formal economy. 80

Financial Literacy

Consumers and businesses having essential financial skills,
such as preparing a family budget or an understanding of
concepts such as the time value of money, the use of a DFS
product or service, or the ability to apply for such a service.

 ﻣﺠﻤﻮﻋﺔ اﻟﻌﻤﻞGroupe d'action
( )ﻓﺎﺗﻒfinancière (GAFI)
 اﻟﺸﻤﻮل اﻟﻤﺎﻟﻲInclusion financière
اﻟﻤﻌﺮﻓﺔ اﻟﻤﺎﻟﯿﺔ

Littératie financière

80

Float

This term can mean a variety of different things. In banking,
float is created when one party's account is debited or
credited at a different time than the counterparty to the
transaction. eMoney, as an obligation of a non-bank provider,
is sometimes referred to as float. 80

 اﻟﺘﻌﻮﯾﻢFlotter

Fraud

Criminal use of digital financial services to take funds from
another individual or business, or to damage that party in
some other way. 80

 اﺣﺘﯿﺎلFraude

Fraud Risk Management

Tools to manage providers' risks, and at times user's risks
(e.g. for merchants or governments), in providing and/or
using DFS services. 80
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 إدارة ﻣﺨﺎطﺮ اﻻﺣﺘﯿﺎلGestion des risques de
fraude

Free of Payment (FOP)
Fund Isolation

Transfer of securities without a corresponding transfer of
funds. 7
Measures aimed at isolating customer funds received
against an equal value of E-Money from other funds, which
may be claimed by the E-Money issuer or the E-Money
issuer’s creditors. 82

Fund Safeguarding

Measures aimed at ensuring funds are available to meet
customer demand for cashing out electronic value. Such
measures typically include (i) restrictions on the use of such
funds, (ii) requirements that such funds be placed in their
entirety in bank accounts or government debt or any other
low-risk and liquid financial instruments, and (iii)
diversification of e-float among several financial
institutions. 82

Global Payment Innovation
(GPI)

An initiative by SWIFT that aims to streamline and increase
transparency of cross-border payments. The initiative
introduces a multilateral service level agreement across
banks to create a common standard for processing crossborder payments, which in turn will transform correspondent
banking. Through the first of these service level agreements,
corporate treasurers will gain same-day use of funds, have
access to rich payment information which is transferred
between parties to a transaction, and have greater
transparency and predictability of fees, including FX costs. 10

Government Digital Payment Means any payment involving the transfer of funds from a
Services
User of a PSP to a:(a) Ministry or Federal Authority; or (b)
local Government Authority of an Emirate or a local
Government Authority. 12

 ﺧﺎﻟﯿﺔ ﻣﻦ اﻟﺪﻓﻊSans Paiement

Exonéré du Paiement
 إﺟﺮاءات ﻋﺰل اﻷﻣﻮالIsolement des fonds

 إﺟﺮاءات ﺣﻤﺎﯾﺔ اﻷﻣﻮالSauvegarde des fonds

 اﺑﺘﻜﺎر اﻟﺪﻓﻊ اﻟﻌﺎﻟﻤﻲInnovation Mondiale de
Paiement

 ﺧﺪﻣﺎت اﻟﺪﻓﻊ اﻻﻟﻜﺘﺮوﻧﯿﺔServices
 اﻟﺤﻜﻮﻣﯿﺔGouvernementaux de
Paiement Numérique
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Government Payments
Acceptance Services

Services which enable governments to collect taxes and fees
from individuals and businesses. 80

 ﺧﺪﻣﺎت ﻗﺒﻮل اﻟﻤﺪﻓﻮﻋﺎتServices d'acceptation
 اﻟﺤﻜﻮﻣﯿﺔdes paiements

Hash Timelock Contract
(HTLC)

Type of smart contract that combines a hashlock function
with a timelock function to facilitate two-leg transfers across
unconnected ledgers. 7

ً  ﻋﻘﻮد ﺗﺸﻔﯿﺮ ﻣﺤﺪدة زﻣﻨﯿﺎContrat Hash Time lock

Hybrid Settlement System

System that combines the characteristics of RTGS and
deferred net settlement systems. 7

 ﻧﻈﺎم اﻟﺘﺴﻮﯾﺔ اﻟﻤﺨﺘﻠﻂSystème de Règlement

Immediate Funds Transfer

Real Time A digital payment which is received by the payee
almost immediately upon the payer initiating the transaction.

 اﻟﺘﺤﻮﯾﻞ اﻟﻔﻮري ﻟﻸﻣﻮالTransfert immédiat

Indirect Holding System

Multi-tiered arrangement for the custody and transfer of
ownership of securities (or the transfer of similar interests
therein) in which holders are identified only at the level of
their custodian or intermediary. 7

 ﻧﻈﺎم اﻟﺤﺠﺰ ﻏﯿﺮ اﻟﻤﺒﺎﺷﺮSystème de Détention

Infrastructure Model

Back-end arrangement for cross-border payments involving  ﻧﻤﻮذج اﻟﺒﻨﯿﺔ اﻟﺘﺤﺘﯿﺔ ﻟﻨﻈﻢModèl d'Infrastructure
a payment system or linked payment systems operating
ﻟﻠﻤﺪﻓﻮﻋﺎت
across borders. 7
A variety of products which allow end users to insure assets
 ﻣﻨﺘﺠﺎت اﻟﺘﺄﻣﯿﻦProduits d'assurance
80
or lives that they wish to protect.

80

Insurance Products
Interchange

A structure within some payments schemes which requires
one provider to pay the other provider a fee on certain
transactions. Typically used in card schemes to effect
payment of a fee from a merchant to a consumer's card
issuing bank. 80
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gouvernementaux

(HTLC)
Hybride
fonds

Indirecte

 ﺗﺒﺎدلÉchange

Interconnectivity

The technical capability to enable a connection between two
or more schemes or business models, such as a payment
services provider connecting to another payment services
provider’s digital financial services model. 82

International Remittance

Making and receiving payments to another person in another
country. 80

Interoperability

When payment systems are interoperable, they allow two or
more proprietary platforms or even different products to
interact seamlessly. The result is the ability to exchange
payments transactions between and among providers. This
can be done by providers participating in a scheme, or by a
variety of bilateral or multilateral arrangements. Both
technical and business rules issues need to be resolved for
interoperability to work. 80

Investment Products

A variety of products which allow end users to put funds into
investments other than a savings account. 80

Irrevocable

A transaction that cannot be «called back» by the payer; an
irrevocable payment, once received by a payee, cannot be
taken back by the payer. 80

Liability

A legal obligation of one party to another; required by either
national law, payment scheme rules, or specific agreements
by providers. Some scheme rules transfer liabilities for a
transaction from one provider to another under certain
conditions. 80

Licensing Manual

Means the Central Bank’s REGULATION Licensing
Manual. 12

 اﻟﺘﺮاﺑﻂ اﻟﺘﻘﻨﻲInterconnectivité

 اﻟﺘﺤﻮﯾﻼت اﻟﺪوﻟﯿﺔTransferts

internationaux

 اﻟﺘﺸﻐﯿﻞ اﻟﺒﯿﻨﻲInteropérabilité

 ﻣﻨﺘﺠﺎت اﻻﺳﺘﺜﻤﺎرProduits

d'investissement

 ﻏﯿﺮ ﻗﺎﺑﻞ ﻟﻺﻟﻐﺎءIrrévocable

 اﻟﻤﺴﺆوﻟﯿﺔResponsabilité

 دﻟﯿﻞ اﻟﺘﺮﺧﯿﺺModèle d'Infrastructure
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The availability of liquid assets to support an obligation.
Banks and non-bank providers need liquidity to meet their
obligations. Agents need liquidity to meet cash-out
transactions by consumers and small merchants. 80

Liquidity Risk

Risk that a counterparty, whether a participant or other entity,
will have insufficient funds to meet its financial obligations
as and when expected, although it may be able to do so in the
future. 7

Liquidity Saving Mechanism
(LSM)

Mechanism that seeks to save liquidity, including through
frequent netting or offsetting of transactions (payments
and/or securities) in the course of the operating day. A typical
approach is to hold transactions in a central queue and to net
or offset those transactions on a bilateral or multilateral basis
at frequent intervals. 7

 آﻟﯿﺔ ﺗﻮﻓﯿﺮ اﻟﺴﯿﻮﻟﺔMécanisme de

Load limit

Means the maximum amount of digital money that can be
transferred into a Payment Account held by a User of a
Payment Instrument as per regulation. 12

 ﺣﺪ اﻟﺘﺤﻤﯿﻞ ﻟﻠﻨﻘﻮدLimite de Charge
اﻻﻟﻜﺘﺮوﻧﯿﺔ

Mandatory Account
Servicing Payment Service
Provider (or Mandatory
ASPSP)

Mandatory ASPSPs are entities that are required by the CMA
Order to enroll with Open Banking. 37

 ﻣﺰود ﺧﺪﻣﺔ اﻟﺪﻓﻊFournisseur de Services
 اﻹﻟﺰاﻣﻲ ﻟﺨﺪﻣﺔ اﻟﺤﺴﺎبde Paiement du Service

Merchant Payments
Acceptance Services

A service which enables a merchant or other payment
acceptor to accept one or more types of electronic payments.
The term «acquiring» is typically used in the card payments
systems. 80

 ﺧﺪﻣﺎت ﻗﺒﻮل اﻟﻤﺪﻓﻮﻋﺎتServices d'acceptation
 اﻟﺘﺠﺎرﯾﺔdes paiements
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 اﻟﺴﯿﻮﻟﺔLiquidité

Liquidity

 ﻣﺨﺎطﺮ اﻟﺴﯿﻮﻟﺔRisque de Liquidité

Fourniture de
Liquidités

de Compte Obligatoire

marchands

Merchant Payment - Remote

Making a payment for a good or service remotely; transacting
by phone, computer, etc. 80

 اﻟﺪﻓﻊ ﻋﻦ ﺑُﻌﺪPaiement marchand - À

Merchant Service Provider

A provider (bank or non-bank) who supports merchants or
other payments acceptors requirements to receive payments
from customers. The term "acquirer" is used specifically in
connection with acceptance of card payments transactions. 80

 ﻣﺰود ﺧﺪﻣﺔ اﻟﺘﺎﺟﺮFournisseur de services

Mobile Banking (m-banking)

The use of a mobile phone to access banking services and
execute financial transactions. This covers both transactional
and non-transactional services, such as viewing financial
information on a bank customer’s mobile phone. 3

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔ ﻋﺒﺮServices Bancaires
 اﻟﮭﺎﺗﻒ اﻟﻤﺤﻤﻮلMobiles

Mobile Commerce
(mCommerce)

Refers to buying or selling in a remote fashion: by phone or
tablet (mCommerce) or by computer (eCommerce). 80

 اﻟﺘﺠﺎرة ﻋﺒﺮ اﻟﺠﻮالCommerce mobile

Mobile Financial Services
(MFS)

The use of a mobile phone to access financial services and
execute financial transactions. This includes both
transactional and non-transactional services, such as viewing
financial information on a user’s mobile phone. 3

 اﻟﺨﺪﻣﺎت اﻟﻤﺎﻟﯿﺔ ﻋﺒﺮServices Financiers
 اﻟﮭﺎﺗﻒ اﻟﻤﺤﻤﻮلMobiles

Mobile Financial Services
(MFS)

The use of a mobile phone to access financial services and
execute financial transactions. This includes both
transactional services, such as transferring funds to make a
mobile payment, and non-transactional services, such as
viewing financial information. 81

Mobile Money

A mobile-based transactional service that can be transferred
electronically using mobile networks. A mobile money issuer
may, depending on local law and the business model, be an
MNO or a third party such as a bank. Often used
synonymously with ‘mobile financial services. 3

distance

marchands

 اﻟﺨﺪﻣﺎت اﻟﻤﺎﻟﯿﺔ اﻟﻤﺘﻨﻘﻠﺔServices financiers
mobiles

 اﻟﻤﻌﺎﻣﻼت اﻟﻤﺎﻟﯿﺔ ﻋﺒﺮArgent Mobile
اﻟﮭﺎﺗﻒ

171
171

 اﻟﺪﻓﻊ ﻋﺒﺮ اﻟﮭﺎﺗﻒPaiement Mobile
اﻟﻤﺤﻤﻮل

Mobile Payment

A form of mobile financial services in which payments are
initiated through a mobile phone (both smartphones and
digital feature phones). 3

Mobile Payment Services
Providers (MPSP)

Terminology specific to Jordanian case. An MPSP is an emoney issuer licensed by the Central Bank of Jordan to issue
e-money and connect to the JoMoPay national payment
switch. Also referred to as a payment services provider. 3

 ﻣﺰودو ﺧﺪﻣﺎت اﻟﺪﻓﻊ ﻋﺒﺮFournisseurs de
 اﻟﮭﺎﺗﻒ اﻟﻤﺤﻤﻮلServices de Paiement

Mobile Wallet

A type of e-wallet which is accessed through a mobile phone.
Often used synonymously with mobile money account. 3

 ﺣﺎﻓﻈﺔ اﻟﻨﻘﻮد اﻟﮭﺎﺗﻔﯿﺔPortefeuille Mobile

Money Transfer Operator
(MTO)

A specialized provider of DFS who handles domestic and/or
international remittances. 80

 ﻣﺸﻐﻞ ﺗﺤﻮﯾﻞ اﻷﻣﻮالOpérateur de Transfert

Mobile

d'Argent

Non-deposit-taking payment service provider where the
service involves payment per transfer (or possibly payment
for a set or series of transfers) by the sender to the payment
service provider (for example, by cash or bank transfer) – ie
as opposed to a situation where the payment service provider
debits an account held by the sender at the payment service
provider. 7
Multilateral Netting

Offsetting of obligations between or among multiple  اﻟﻤﻌﺎوﺿﺔ ﻣﺘﻌﺪدة اﻷطﺮافNetting Multilatéral
participants to result in a single net position per participant. 7

National Retail Payment
System

The complete range of institutional and infrastructure
arrangements and processes in a country for carrying out
retail payments. This includes payment instruments,
participating institutions, payments infrastructure, market
arrangements and the regulatory framework. 82
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 اﻟﻨﻈﺎم اﻟﻮطﻨﻲ ﻟﻤﺪﻓﻮﻋﺎتSystème national de
 اﻟﺘﺠﺰﺋﺔpaiement de détail

Nonbank-based model

A mobile financial services business model (bank led or
nonbank-led) in which (i) the customer has a contractual
relationship with a nonbank financial service provider and
(ii) the nonbank is licensed or otherwise permitted by the
regulator to provide the financial service(s). 3

 ﻧﻤﻮذج أﻋﻤﺎل ﻟﻠﺨﺪﻣﺎتModèle non Bancaire
اﻟﻤﺎﻟﯿﺔ ﻏﯿﺮ ﻣﺼﺮﻓﻲ

Non-bank financial
institution

An institution, different from a bank, that is allowed to
provide certain financial services by virtue of the regulatory
framework in place.81

 ﻣﺆﺳﺴﺔ ﻣﺎﻟﯿﺔ ﻏﯿﺮInstitution financière
 ﻣﺼﺮﻓﯿﺔnon bancaire

Nonbank-led model

A mobile financial services business model (bank based or
nonbank-based) in which the nonbank is the primary driver
of the product or service, typically taking the lead in
marketing, branding, and managing the customer
relationship. 3

 ﻧﻤﻮذج أﻋﻤﺎل ﻟﻠﺨﺪﻣﺎتModèle non Bancaire
اﻟﻤﺎﻟﯿﺔ ﻏﯿﺮ ﻣﺼﺮﻓﻲ

Offshore System

Financial market infrastructure for the processing of
payments or securities denominated in a currency different
from the one of the jurisdiction in which the Financial Market
Infrastructure is located. It could also cover a CCP. 7

Off-net Payments

Payments made in a multiple-participant system or scheme,
where the payer's provider is a different entity as the payee's
provider. 80

On-net Payments

Payments made in a multiple-participant system or scheme,
where the payer's provider is the same entity as the payee's
provider. 80

Open-Loop

A payment system or scheme designed for multiple providers
to participate in. Payment system rules or national law may
restrict participation to certain classes of providers. 80

 اﻟﻨﻈﺎم اﻟﺨﺎرﺟﻲSystème Offshore

Système Outre Mer

 اﻟﻤﺪﻓﻮﻋﺎت ﺧﺎرج اﻟﺸﺒﻜﺔPaiements hors réseau

 اﻟﻤﺪﻓﻮﻋﺎت ﻋﻠﻰ اﻟﺸﺒﻜﺔPaiement en ligne

 ﺣﻠﻘﺔ ﻣﻔﺘﻮﺣﺔBoucle ouverte
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Operations Risk
Management

Tools to manage providers' risks in operating a digital
financial services (DFS) system. 80

 إدارة ﻣﺨﺎطﺮ اﻟﻌﻤﻠﯿﺎتGestion des risques

Overlay System

System that provides innovative customer interfaces to
initiate payments (i.e. front ends). 7

 واﺟﮭﺔ ﺑﺪء اﻟﻤﺪﻓﻮﻋﺎتSystème de

Participant

Means an entity recognized by a Payment System and is  ﻣﺸﺎرك ﺑﻮاﺳﻄﺔ ﻧﻈﻢ اﻟﺪﻓﻊParticipant
allowed, either directly/ indirectly, to send and receive
payment instructions to and from that payment system. 12

Payee
Payer

The recipient of funds in a payment transaction. 80
The payer of funds in a payment transaction. 80

Paying Bills

Making a payment for a recurring service, either in person
(«face to face»), or remotely. 80

Payment Card Industry
Compliance

The Payment Card Industry Data Security Standard (PCI
DSS) is a set of security standards designed to ensure that all
companies that accept, process, store or transmit credit card
information maintain a secure environment. Although the
PCI DSS must be implemented by all entities that process,
store or transmit cardholder data, formal validation of PCI
DSS compliance is not mandatory for all entities.7

" PCI Compliance "

Payment Gateway

The front-end technology that reads payment cards and sends
customer information to the merchant acquiring bank for
processing. 10

Payment Initiation Services
Provider (PISP)

A Payment Initiation Services Provider provides an online
service to initiate a payment order at the request of the
payment service user with respect to a payment account held
at another payment service provider. 37
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opérationnels

Superposition

 اﻟﻤﺪﻓﻮع ﻷﻣﺮهBénéficiaire
 اﻟﺪاﻓﻊPayeur
 دﻓﻊ اﻟﻔﻮاﺗﯿﺮPayer des factures
 اﻻﻣﺘﺜﺎل ﻟﺼﻨﺎﻋﺔ ﺑﻄﺎﻗﺎتConformité à
 اﻟﺪﻓﻊl’Industrie des Cartes
de Paiement

 ﺑﻮاﺑﺔ اﻟﺪﻓﻊPasserelle de Paiement

 ﻣﺰود ﺧﺪﻣﺎت ﺑﺪء اﻟﺪﻓﻊFournisseur de Services

d’Initiation de Paiement

Payment Instruction

Means an instruction initiated by a User to his / her respective
PSP requesting the execution of a payment transaction. 12

 ﺗﻌﻠﯿﻤﺎت اﻟﺪﻓﻊInstructions de

Payments Instrument

The product (service) used by the consumer at the point of
payment (e.g., cash, debit card, mobile wallet). Often used
interchangeably with payment product and payment channel.

 أداة اﻟﻤﺪﻓﻮﻋﺎتInstruments de

3

Payment Leg

Payments Processors

One of two legs of a securities trade: the transferring of cash
corresponding to the securities’ price from the buyer to the
seller. See also “delivery leg”. 7
Third-party services providers that handle the details of
processing card transactions between merchants, issuing
banks, and the merchants’ bank (also called acquiring bank).

Paiement

Paiements

Moyens de paiement

 طﺮف اﻟﺪﻓﻊJambe de paiement
Étape de paiement

 ﻣﻌﺎﻟﺠﺎت اﻟﻤﺪﻓﻮﻋﺎتProcesseurs de
Paiements

3

Payment Service Provider
(PSP)

Entity that provides payment services, including remittances.
Payment service providers include banks and other deposittaking institutions, as well as specialised entities such as
money transfer operators and e-money issuers. 7

 ﻣﺰود ﺧﺪﻣﺔ اﻟﺪﻓﻊPrestataire de Services

Payment Services
Regulations (PSR)

The Payment Services Regulations 2017, the UK's
implementation of PSD2, as amended or updated from time
to time and including the associated Regulatory Technical
Standards as developed by the EBA. 37

 ﻟﻮاﺋﺢ ﺧﺪﻣﺎت اﻟﺪﻓﻊRèglement des Services

Payment Services User (PSU) A Payment Services User is a natural or legal person making
use of a payment service as a payee, payer or both. 37

 ﻣﺴﺘﺨﺪم ﺧﺪﻣﺎت اﻟﺪﻓﻊUtilisateur des Services

Payment System

Set of instruments, procedures and rules for the transfer of
funds between or among participants. The system

de Paiement

de Paiement

de Paiement

 ﻧﻈﺎم اﻟﺪﻓﻊSystème de Paiement
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encompasses both the participants and the entity operating
the arrangement. 7
Payment System Operator

The entity that operates a payment system or scheme. 80

 ﻣﺸﻐﻞ ﻧﻈﺎم اﻟﺪﻓﻊOpérateur système de

Payment Versus Payment
(PVP)

Settlement mechanism that ensures that the final transfer of
a payment in one currency occurs if and only if the final
transfer of a payment in another currency or currencies takes
place. PVP transfers can occur within a jurisdiction or across
borders. 7

 اﻟﺪﻓﻊ ﻣﻘﺎﺑﻞ اﻟﺪﻓﻊPaiement contre

Peer-to-Peer Arrangement

Arrangement that cuts out the financial intermediary
payment service providers between the payer and payee. 7

paiement

Paiement

 ﺗﺮﺗﯿﺐ اﻟﻨﺪ ﻟﻠﻨﺪArrangement entre
Pairs

Entente entre Pairs

 اﻟﺴﺠﻼت اﻟﻤﻮزﻋﺔRegistres Distribués
 اﻟﻤﺴﻤﻮح ﺑﮭﺎAutorisés

Permissioned DL

Distributed ledger that allows only trusted third parties to be
involved in the updating process. Because validators are
trusted, less computationally intensive mechanisms can be
used to validate transactions. 7

Person-to-Business (P2B)
Payment

Payment where the payer is an individual and the payee is a
business (eg bill payments). The reverse transaction is known
as a business-to-person (B2P) payment (eg salary payments).

 اﻟﺪﻓﻊ ﻣﻦ ﺷﺨﺺ ﻟﻠﺸﺮﻛﺔPaiement de Personne à

Payment where the payer is an individual and the payee is a
government (eg payment of taxes). The reverse transaction is
known as a government-to-person (G2P) payment (eg
welfare payments). 7

 اﻟﺪﻓﻊ ﻣﻦ ﺷﺨﺺ ﻟﻠﺤﻜﻮﻣﺔPaiement de Personne à

Entreprise

7

Person-to-Government
(P2G) Payment
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Gouvernement

Person-to-Person (P2P)
Payment

Payment where both the payer and the payee
 اﻟﺪﻓﻊ ﻣﻦ ﺷﺨﺺ ﻟﻠﺸﺨﺺPaiement de Personne à
are individuals (eg remittances). Also known as a peer-toPersonne
7
peer payment.

Prepaid Card

A payment card in which money can be preloaded and
Stored. 3

 ﺑﻄﺎﻗﺔ ﻣﺴﺒﻘﺔ اﻟﺪﻓﻊCarte Prépayée

An eMoney product for general purpose use where the record
of funds is stored on the payment card (on magnetic stripe or
the embedded integrated circuit chip) or a central computer
system, and which can be drawn down through specific
payment instructions to be issued from the bearer’s payment
card. 80
Primary Technical Contact
(PTC)

A Primary Technical Contact is an individual nominated by
the entity to have access to the Directory and will be able to
nominate other Directory technical users. This should be a
main point of contact on technical configuration and a senior
member of staff with responsibility for the management of
the Open Banking digital identity. 37

 ﺟﮭﺔ اﻻﺗﺼﺎل اﻟﻔﻨﯿﺔContact technique
 اﻷﺳﺎﺳﯿﺔprincipal

Principles for Financial
Market Infrastructures
(PFMI)

Means the ‘Principles for Financial Market Infrastructure
standards report by the Bank for International Settlements
(‘BIS’). 12

 ﻣﺒﺎدئ اﻟﺒﻨﻰ اﻟﺘﺤﺘﯿﺔPrincipes pour les
 ﻟﻸﺳﻮاق اﻟﻤﺎﻟﯿﺔInfrastructures des

Principal Risk

Risk that a counterparty will lose the full value involved in a
transaction – for example, the risk that a seller of a financial
asset will irrevocably deliver the asset but not receive
payment. 7
Distributed ledger that restricts who can initiate transactions.
This is similar to an account-based system, where users must

 اﻟﻤﺨﺎطﺮ اﻟﺮﺋﯿﺴﯿﺔRisque Principal

Private DL

Marchés Financiers

 اﻟﺴﺠﻼت اﻟﻤﻮزﻋﺔPrivé de Registre
 اﻟﺨﺎﺻﺔDistribué
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apply to open an account before they can use the system (or
at least open an account at an intermediary that has access). 7
Pull Payments

Push Payments

Real-Time Gross Settlement
(RTGS)
Regulator

A payment type which is initiated by the payee: typically, a
merchant or payment acceptor, whose provider «pulls» the
funds out of the payer's account at the payer's provider. 80
A payment type which is initiated by the payer, who instructs
their provider to debit their account and «push» the funds to
the receiving payee at the payee's provider. 80
The continuous settlement of interbank payments on a realtime (instant) basis. Usually through accounts held in central
banks and used for large-value interbank funds transfers. 3
A governmental organisation given power through national
law to set and enforce standards and practices. Central Banks,
Finance and Treasury Departments, Telecommunications
Regulators, and Consumer Protection Authorities are all
regulators involved in digital financial services. 80

Paiements tirés

 دﻓﻊ اﻟﻤﺪﻓﻮﻋﺎتPaiements Push
Paiements poussés

 اﻟﺘﺴﻮﯾﺔ اﻹﺟﻤﺎﻟﯿﺔ ﻓﻲRèglement Brut en
 اﻟﻮﻗﺖ اﻟﻔﻌﻠﻲTemps Réel
 ﻣﻨﻈﻢRégulateur

 اﻟﺤﻮاﻻتVirements

Remittances

A person-to-person international payment of relatively low
Value. 3

Replacement Cost Risk

Risk of a trade failing to settle and having to be replaced at
an unfavorable price. 7

 ﻣﺨﺎطﺮ ﺗﻜﻠﻔﺔ اﻻﺳﺘﺒﺪالRisque de Coût de

Remittance Service Provider
(RSP)

An entity, operating as a business, that provides a remittance
service for a price to end users, either directly or through
agents. 3

 ﻣﺰود ﺧﺪﻣﺔ اﻟﺘﺤﻮﯾﻼتFournisseur de Services
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 ﺳﺤﺐ اﻟﻤﺪﻓﻮﻋﺎتPaiements Pull

Remplacement
de Virements

Retail Payment

Payment associated with the purchase of goods and services
by consumers and businesses. Each such payment tends to be
for a relatively low value, but the volumes are large. 7

 دﻓﻊ اﻟﺘﺠﺰﺋﺔPaiement de Détail

Risk Monitoring Technology

Technology that allows an always-on, noninvasive
surveillance of transactions, behavior and communications in
financial services firms. 26
Keeping funds for future needs and financial return.
Borrowing money to finance a short-term or long-term need.

 ﺗﻜﻨﻮﻟﻮﺟﯿﺎ ﻣﺮاﻗﺒﺔTechnologie de
 اﻟﻤﺨﺎطﺮSurveillance du Risque

Saving and Investing

 اﻻدﺧﺎر واﻻﺳﺘﺜﻤﺎرÉpargner et investir

80

Savings Products

An account at either a bank or non-bank provider, which
stores funds with the design of helping end users save money.

 ﻣﻨﺘﺠﺎت اﻟﺘﻮﻓﯿﺮProduits d'épargne

80

Scheme (or Payment
Scheme)

A body that sets the rules and technical standards for the
execution of payment transactions using the underlying
payment infrastructure. 3

Second Payment Services
Directive (PSD2)

Europe's revised payments services directive has opened a
wealth of opportunity for fintech's in establishing
relationships with banks, and wholly changed the payments
landscape. The directive was established to create
competition from non-banks in the payments sector, as well
as focusing on consumer protection, and creating a
harmonization rule set for payments providers. 10

Securities Settlement

Transfer of ownership of securities in accordance with the
terms of an underlying agreement. 7

Securities Settlement System
(SSS)

Entity that enables securities to be transferred and settled by
book entry according to a set of predetermined multilateral

 ﻧﻈﺎم اﻟﺪﻓﻊRégime de Paiement

 ﺗﻮﺟﯿﮫ ﺧﺪﻣﺎت اﻟﺪﻓﻊDeuxième Directive sur
 اﻟﺜﺎﻧﻲles Services de Paiement

 ﺗﺴﻮﯾﺔ اﻷوراق اﻟﻤﺎﻟﯿﺔRèglement des Titres
 ﻧﻈﺎم ﺗﺴﻮﯾﺔ اﻷوراقSystème de Règlement
 اﻟﻤﺎﻟﯿﺔdes Titres
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rules. Such a system allows transfers of securities either free
of payment or against payment. 7
Settlement

Discharge of an obligation in accordance with the terms of
the underlying contract. 7

Settlement Institution

Means an institution that provides facilities for Participants
of a Payment System to hold funds and/ or for settlement of
payment transactions between the Participants. 12

Settlement System

A system used to facilitate the settlement of transfers of
funds, assets, or financial instruments. Net settlement
system: a funds or securities transfer system which settles net
settlement positions during one or more discrete periods,
usually at pre-specified times in the course of the business
day. Gross settlement system: a transfer system in which
transfer orders are settled one by one. 80

Smart Loan Repayment

A debt repayment plan that accounts for fluctuations in a
customer’s income during the repayment period, allowing
the customer to pay more (or less) based on their available
liquidity—without triggering default provisions.38

Society for the Worldwide
Interbank Financial
Telecommunication
(SWIFT)

A messaging service for financial messages, such as letters ﺟﻤﻌﯿﺔ اﻻﺗﺼﺎﻻت اﻟﻤﺎﻟﯿﺔ
of credit, payments, and securities transactions, between
اﻟﻌﺎﻟﻤﯿﺔ ﺑﯿﻦ اﻟﺒﻨﻮك
member banks worldwide. SWIFT remains the primary
()ﺳﻮﯾﻔﺖ
means for interbank communications cross-border. Note that
SWIFT does not provide settlement and clearing for bank
transfers. 3
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Système de règlementlivraison
 اﻟﺘﺴﻮﯾﺔRèglement

 ﻣﺆﺳﺴﺔ اﻟﺘﺴﻮﯾﺔInstitution de
Règlement

 ﻧﻈﺎم اﻟﺘﺴﻮﯾﺔSystème de règlement

 ﺳﺪاد اﻟﻘﺮض اﻟﺬﻛﻲRemboursement

d'Intelligent prêt

Société Mondiale des
Télécommunications
Financières
Interbancaires

Stored Value Facility

Means a non-cash facility, (in electronic or magnetic form),
purchased by a user (and used) to make payment for goods
and services. 12

 ﺗﺴﮭﯿﻞ اﻟﻘﯿﻤﺔ اﻟﻤﺨﺰﻧﺔFacilité de Valeur

Storing Funds

Keeping funds in secure electronic format. May be a bank
account or an eMoney account. 80

 ﺗﺨﺰﯾﻦ اﻷﻣﻮالStockage de fonds

Strong Customer
Authentication (SCA)

Strong Customer Authentication as defined by EBA
Regulatory Technical Standards is an authentication based
on the use of two or more elements categorized as knowledge
(something only the user knows [for example, a password]),
possession (something only the user possesses [for example,
a particular cell phone and number]) and inherence
(something the user is [or has, for example, a finger print or
iris pattern]) that are independent, [so] the breach of one does
not compromise the others, and is designed in such a way as
to protect the confidentiality of the authentication data. 37

 اﻟﻤﺼﺎدﻗﺔ اﻟﻘﻮﯾﺔ ﻟﻠﻌﻤﯿﻞAuthentification Forte

Supplier Payment

Making a payment from one business to another for supplies,
etc: may be in-person or remote, domestic or cross border.
Includes cross-border trade. 80

 دﻓﻊ اﻟﻤﻮردPaiement des

Supply Chain Solutions

Services which support merchant or business functions
relating to digital financial services (DFS). 80

 ﺣﻠﻮل ﺳﻠﺴﻠﺔ اﻟﺘﻮرﯾﺪSolutions pour chaîne

Switch

An entity which receives transactions from one provider and
routes those transactions on to another provider. A switch
may be owned or hired by a scheme or be hired by individual
providers. A switch will connect to a settlement system for
inter-participant settlement. 80

 ﻣﺤﻮلChanger

Stockée

du Client

fournisseurs

d’approvisionnement
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Systemic Risk

In payments systems, the risk of collapse of an entire
financial system or entire market, as opposed to risk
associated with any one individual provider or end user. 80

 اﻟﻤﺨﺎطﺮ اﻟﻨﻈﺎﻣﯿﺔRisque systémique

Unified Payment Interface
(UPI)

A smartphone application which allows users to transfer
money between bank accounts. It is a single-window mobile
payment system developed by the National Payments
Corporation of India (NPCI). It eliminates the need to enter
bank details or other sensitive information each time a
customer initiates a transaction. 10

 واﺟﮭﺔ اﻟﺪﻓﻊ اﻟﻤﻮﺣﺪةInterface de Paiement

Tax Payment

Making a payment from a consumer to a government, for
taxes, fees, etc. 80

 دﻓﻊ اﻟﻀﺮاﺋﺐPaiement des taxes

Transaction Accounts

Transaction account: broadly defined as an account held with
a bank or other authorised and/or regulated service provider
(including a non-bank) which can be used to make and
receive payments. Transaction accounts can be further
differentiated into deposit transaction accounts and eMoney
accounts. Deposit transaction account: a deposit account held
with banks and other authorised deposit taking financial
institutions that can be used for making and receiving
payments. Such accounts are known in some countries as
current accounts, chequing accounts, or other similar terms.

 ﺣﺴﺎﺑﺎت اﻟﻤﻌﺎﻣﻼتCompte de Transaction

The cost to a Digital Financial Services (DFS) provider of
delivering a digital financial service. This could be for a
bundle of services (e.g. a «wallet») or for individual
transactions. 80

 ﺗﻜﻠﻔﺔ اﻟﻤﻌﺎﻣﻠﺔCoût de transaction

Unifiée

80

Transaction Cost
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 ﻣﺰودو اﻟﺨﺪﻣﺎت اﻟﻔﻨﯿﺔFournisseurs de

Technical Service Providers

Means entities facilitating the provision of payment services
to PSPs, whilst excluded at all times from possession of funds
(and transference thereof). Services offered include
processing /storage of data, trust and privacy protection
services, data and entity authentication, information
technology (IT) and communication network provision,
provision and maintenance of terminals and devices used for
payment services. 12

Wholesale Banking

Banking services between merchant banks and other
financial institutions. This type of banking deals with larger
clients, such as large corporations and other banks, whereas
retail banking focuses more on the individual or small
business. Wholesale banking services include currency
conversion, working capital financing, large trade
transactions and other types of services. 10

 اﻟﺨﺪﻣﺎت اﻟﻤﺼﺮﻓﯿﺔServices Bancaires de
 اﻟﺘﺠﺎرﯾﺔGros

Wholesale Payment

Payment between financial institutions – for example,
payment to settle securities and foreign exchange trades,
payment to and from central counterparties, and other
interbank funding transactions. These are typically large
value payments that often need to settle on a particular day
and sometimes by a particular time.7

 دﻓﻊ ﺑﺎﻟﺠﻤﻠﺔ )ﻣﺠﻤﻞServices de Paiement en
( اﻟﺪﻓﻊGros

Ubiquity

The ability of a payer to reach any (or most) payees in their
country, regardless of the provider affiliation of the receiving
payee. Requires some type of interoperability. 80

Unbanked

Unbanked people do not have a transaction account.
Underbanked people may have a transaction account but do
not actively use it. Underserved is a broad term referring to
people who are the targets of financial inclusion initiatives.

Services Techniques

 اﻟﻤﻘﺪرة ﻋﻠﻰ اﻟﺪﻓﻊUbiquité

 ﻻ ﯾﺘﻌﺎﻣﻞ ﻣﻊ اﻟﺒﻨﻮكNon bancarisé
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It is also sometimes used to refer to a person who has a
transaction account but does not have additional DFS
services. 80
Unsupervised Learning

A type of machine learning method that helps find previously /  ﺗﻌﻠﻢ اﻵﻟﺔ ﺑﺪون إﺷﺮافApprentissage non
unknown patterns in a data set without pre-existing labels.13
 اﻟﺘﻌﻠﻢ اﻟﻐﯿﺮ ﻣﺮاﻗﺐSurveillée

User Funds

Means the net value of unutilized funds held on account of
the customer by the Payment Service Provider. 12
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 ﺻﻨﺎدﯾﻖ اﻟﻤﺴﺘﺨﺪمFonds de l'Utilisateur
أﻣﻮال اﻟﻤﺴﺘﺨﺪم

Smart Contracts

اﻟﻌﻘﻮد اﻟﺬﻛﯿﺔ

Terms

Definition

Automated Market Maker
(AMM)

Smart contract that holds liquidity reserves in the form of
crypto assets. Users interact with the AMM when offering
liquidity or trading cryptocurrencies. Essentially, an AMM is
an alternative used in Decentralized Finance (DeFi) markets
that removes the need for order books, which are traditionally
employed by centralized exchanges.83

Broadcast blockchain

A blockchain in which each node contains the entire database
of transactions that take place on the blockchain, regardless
of whether the node operator is a party to those transactions.
The bitcoin blockchain is a broadcast blockchain. R3’s
Corda, where nodes have access only to transactions and
information that are relevant to the node operator, is not a
broadcast blockchain.84

Business-to-consumer (B2C)

Describes commercial transactions between a business and a
consumer. 84

Centralized finance (CeFi)

Commonly used as a reference to projects like Celsius, Nexo,
and BlockFi that operate like normal centralized
organizations within the DeFi space. 83

Collateral

Assets deposited and used to back a loan. Depositing
collateral on crypto lending platforms like Compound and
Aave is typically done to stake and receive APY while
simultaneously borrowing more crypto. 83

Decentralized Autonomous
Organization (DAO)

An entity in a digital system facilitated by smart contracts.
Smart contracts involve digital tools and protocols that help

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﺻﺎﻧﻊ اﻟﺴﻮق اﻵﻟﻲTeneur de
automatisé

marché

 ﺑﺚ ﺳﻠﺴﻠﺔ اﻟﻜﺘﻞBlockchain de diffusion

 اﻷﻋﻤﺎل إﻟﻰ اﻟﻤﺴﺘﮭﻠﻚD'entreprise
(B2C) consommateur

à

 اﻟﺘﻤﻮﯾﻞ اﻟﻤﺮﻛﺰيFinancement centralisé
(CeFi)
 اﻟﻀﻤﺎﻧﺔCollatérale

 اﻟﻤﻨﻈﻤﺔ اﻟﻼﻣﺮﻛﺰﯾﺔOrganisation Autonome
(DAO)  اﻟﻤﺴﺘﻘﻠﺔDécentralisée
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support specific transactions or other contract elements. The
decentralized autonomous organization works with popular
cryptocurrency and digital ledger operations that many world
governments and businesses are moving toward for more
transparency and for evolving anti-corruption innovations. 10

 ﻗﺮض ﺳﺮﯾﻊPrêt éclair

Flash loan

A flash loan is an instant cryptocurrency loan that does not
require collateral, KYC checks, or any other form of upfront
investment from the borrower. 83

Governance tokens

Governance refers to the maintenance, enforcement, and
regulation of a decentralized protocol by token holders.
Usually, when a DeFi protocol is released, it does so with a
native asset which is used to participate in the decisionmaking process. 83

Liquidity Provider (LP)
token

When a liquidity provider deposits tokens into a liquidity
pool, their stake is represented by a minted LP token. The LP
token represents the staked asset(s) and can yield farm other
DeFi platforms or be exchanged back for the original assets.

 رﻣﺰ ﻣﺰود اﻟﺴﯿﻮﻟﺔJeton fournisseur de

Decentralized Oracle

Decentralized oracles provide both on and off-chain price
data to blockchains / DeFi protocols. 83

 أوراﻛﻞ اﻟﻼﻣﺮﻛﺰﯾﺔOracle décentralisé

Online dispute resolution

A broad set of online technologies meant to either
supplement or replace ways in which people have
traditionally resolved their disputes. 84

 ﺣﻞ اﻟﻨﺰاﻋﺎت ﻋﺒﺮRésolution des litiges en
 اﻹﻧﺘﺮﻧﺖligne

Permissioned

A blockchain network in which users must be admitted to
the network to participate. 84

 اﻟﺘﺼﺮﯾﺢ اﻟﻤﺴﺒﻖAutorisée

 رﻣﻮز اﻟﺤﻮﻛﻤﺔJetons de gouvernance

liquidité (LP)

83
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Permissionnée ou privée

Permission less

A blockchain network in which users have equal permission
to use and interact with the network and in which users’
permission to use and interact with the network is not set by
the network itself or any central person or institution. 84

Token (for a blockchain
network)

A digital asset used in a blockchain transaction. A token can
be native to the blockchain, such as a cryptocurrency, or it
can be a digital representation of an off‑chain asset (known
as a tokenized asset), such as the title deed to a house. 84

Smart contracts

Custom software logic that executes automated events when
data is written to the blockchain according to rules specified
in the contract.31

Stateful execution of contract Execution of a program that occurs on all nodes that changes
a set of bits representing value information stored on-chain
within the contract itself. All nodes that contain the contract
must execute the program in order to change a set of bits
representing value information.85

 ﺑﺪون ﺳﺎﺑﻖ ﺗﺼﺮﯾﺢSans permission
Ouverte

( رﻣﺰ )ﻟﺸﺒﻜﺔ ﺳﻠﺴﺔ اﻟﻜﺘﻞJeton (pour un réseau
blockchain)

 اﻟﻌﻘﻮد اﻟﺬﻛﯿﺔContrats Intelligents

 اﻟﺘﻨﻔﯿﺬ اﻟﺤﻜﯿﻢ ﻟﻠﻌﻘﺪExécution solennelle du
contrat

Synthetics

Synthetics are blockchain-based derivative trading products
representative of other assets. 83

 ﺗﺮﻛﯿﺒﯿﺔSynthétiques

Yield

Yield is the amount earned by depositing or staking an asset
in a DeFi platform. 83

 اﻟﻌﺎﺋﺪRendement

Yield farming

Yield farming is the act of depositing, or staking, tokens,
across DeFi platforms offering rewards for liquidity
providers. Farming your tokens enables you to generate
additional value from your assets by having them work for
you. 83

 زراﻋﺔ اﻟﻌﺎﺋﺪAgriculture
rendement

du
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Zero-knowledge proofs

A zero-knowledge proof enables one party to provide
evidence that a transaction or event happened without
revealing private details of that transaction or event. 84
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 ﺑﺮاھﯿﻦ اﻟﻤﻌﺮﻓﺔ اﻟﺼﻔﺮﯾﺔZero-knowledge proofs
(ZKP)

Preuves à divulgation
nulle de connaissance

Tokenisation اﻟﺘﺮﻣﯿﺰ
Terms

1. Bearer Token

Definition

The predominant type of access token used with OAuth 2.0
systems. A Bearer Token is an opaque string, not intended to
have any meaning to clients using it. For example, Spryng’s
REST API is connected to a specific portal user with a Bearer
Token, which can be generated in the portal profile. It always
starts with the letters EY. Please note that it will only be
visible once, so remember to save it immediately! 51

 اﻟﻤﺼﻄﻠﺤﺎتLes Termes
 ﺣﺎﻣﻞ اﻟﺮﻣﺰJeton au porteur

2. Digital token

Digital representation of value that is not recorded in an
account.7

 اﻟﺮﻣﺰ اﻟﺮﻗﻤﻲJeton Numérique

3. Initial Coin Offering
(ICO)

An operation through which companies, entrepreneurs,
developers or other promoters raise capital for their projects
in exchange for digital tokens (or ‘coins’), that they create.17

 طﺮح اﻟﻌﻤﻠﺔ اﻷوﻟﻲOffre Initiale de Pièces

4. Investment Tokens

Provide rights (e.g. in the form of ownership rights and/or
entitlements similar to dividends). For example, in the
context of capital raising, asset tokens may be issued in the
context of an ICO which allows businesses to raise capital
for their projects by issuing digital tokens in exchange for fiat
money or other crypto assets.

5. Multi-Factor
Authentication

Used to ensure that digital users are who they say they are by
requiring that they provide at least two pieces of evidence to
prove their identity. One of the factors used can be a code
sent via SMS to the user’s phone.51
An entirely unique digital representation of an asset.85

6. Nonfungible token
(NFT)

Initial Coin Offering

 رﻣﻮز اﻻﺳﺘﺜﻤﺎرJetons d'Investissement

 ﻣﺼﺎدﻗﺔ ﻣﺘﻌﺪدة اﻟﻌﻮاﻣﻞAuthentification
multifacteur

 رﻣﺰ ﻏﯿﺮ ﻗﺎﺑﻞ ﻟﻼﺳﺘﺒﺪالJeton non fongible
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7. Token

The means of exchange to give value to a transaction,
typically a native cryptocurrency. Some non-currency
blockchain architectures can be tokenless.31

8. Token ecosystem

A digital system or digital space where participants and users
interact and coordinate with each other using tokens. 85

9. Tokenisation

Process of converting assets into digital tokens.7

10. Tokenomics (token
economics)

Economics of a distributed ledger technology (DLT) based
token. 85

11. Utility Tokens

Enable access to a specific product or service often provided
using a DLT platform but are not accepted as a means of
payment for other products or services. For example, in the
context of cloud services, a token may be issued to facilitate
access.

12. Virtual Currencies

Means any type of digital unit used as a medium of exchange,
a unit of account, or a form of stored value. Virtual Currency
(s) is not recognised by this REGULATION. Exceptions are
made to a digital unit that: a) can be redeemed for goods,
services, and discounts as part of a user loyalty or rewards
program with the Issuer and; b) cannot be converted into a
fiat /virtual currency. 12

13. XBRL

A type of XML (extensible mark-up language) used for
organizing and defining data. It uses tags to identify each
piece of financial data.26
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 اﻟﺮﻣﺰJeton

 اﻟﻨﻈﺎم اﻟﺒﯿﺌﻲ ﻟﻠﺘﺮﻣﯿﺰÉcosystème de jeton
 اﻟﺘﺮﻣﯿﺰTokénisation
 اﻟﺘﺮﻣﯿﺰ اﻻﻗﺘﺼﺎديLes tokenomics
(écosystème économique
du jeton)

 رﻣﻮز اﻟﻤﻨﻔﻌﺔJetons Utilitaires

 اﻟﻌﻤﻼت اﻻﻓﺘﺮاﺿﯿﺔMonnaies Virtuelles
Devises Virtuelles

 ﻟﻐﺔ ﺗﺮﻣﯿﺰ ﻣﻮﺳﻌﺔXBRL
()ﻟﺘﻨﻈﯿﻢ اﻟﺒﯿﺎﻧﺎت اﻟﻤﺎﻟﯿﺔ
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